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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)

Name of pia: NOAA0201 Web Operations Center (WOC)

FISMA Name/ID (if different):

Cameron Shelton

Name of Information System Security Officer: David J. Sklfﬂngton

Name of IT System/ Program Owner:

Name of Authorizing Official(s): DouQIaS A. Perry

Date of Last PIA Compliance Review Board (CRB): 1/9/2017

(This date must be within three (3) years.)

Date of PIA Review: 12/4/2017
David Skiffington

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

Digitally signed by SKIFFINGTON DAVID 1374262730

. _ SKIFFINGTON.DAVID. 1374262730 B4 a8 st o o i o conmcron
Slgn ature of Reviewer: Date 2017 12 04 08 28 08 0500"

Date of BCPO Review: 12.5.17

Name of the Reviewing Bureau Chief Privacy Officer (BCPO): Mark Graff

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/Pll)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Digitally signed by GRAFF MARK HYRUM 1514447892
GRAFF.MARK.HYRUM.151444 3257 Govemment v Dob, o K
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature of the Bureau Chief Privacy Officer: 7892 Date 2017 15,05 05 24 08 0500




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Thursday, January 11, 2018 2:08 PM

To: Gioffre, Kathy (Federal); CPO

Cc: Mark Graff NOAA Federal

Subject: NOAAO0201 re signed PIA and new PTA

Attachments: NOAAO0201 Web Operations Center WOC_011118.pdf; NOAA0201 PTA_122717 v2
mhg.pdf

Kathy, please put these in your folder with the certification | had already sent you.
Per our discussion, | put a note in the PIA under the "yes, new privacy risks" answer, to explain:
Note: there were such changes in 2017 but none in 2018 (dated 1 11 18)

ALSO note that other than the above addition and the updated ATO date NO changes were made to the
PIA!

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce DM
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U.S. Department of Commerce Privacy Threshold Analysis
NOAA/Web Operations Center

Unique Project Identifier: 006-000351100 00-48-03-17-01-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

The Web Operations Center (WOC) is a diverse information technology services provider to
Line and Staff Offices within NOAA. The WOC provide a wide range of information
technology services and functions which include high availability, scalability,
redundancy, clustering, and high performance computing to replicate and distributed
general information as well as critical time sensitive life and property information to the
general public and meteorology community.

The services and functions of the information system technology have been broken down into
five (5) core services and functions: WOC Domain Name System Services (WOCDNSS),
WOC Information Sharing Services (WOCISS), WOC Adoptive System Framework
(WOCASF), WOC NOAA Enterprise Message System (WOCNEMS) and WOC
Collaboration Services (WOCCS). These services and functions make up the subsystems
within NOAAO0201. Each subsystem has a different FIPS 199 security categorization as
described in the NOAAO0201 FIPS 199 Security Categorization document. NIST SP 300-
37 revl describes how various independent subsystems could be grouped together for
purpose of risk management into more comprehensive system (system of systems).

The WOC systems are physically located at 8 NOAA datacenters (W 1: Silver Spring, Maryland
W2: Largo, Maryland W3: Norman, Oklahoma W4: Boulder, Colorado W5: Fort Worth,
Texas and W6: Seattle, Washington, W7: Ashville, NC and W8: Fairmont, WVA).

Note: NOAAO0201 has been assessed on 1/12/2017 using NIST 800-53 Rev 4.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).
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Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
_ [ This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

_x This is an existing information system in which changes do not create new privacy

118KS. Continue to answer questions, and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

No

| <

2. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

"1 Companies
[ Other business entities

__X_[1No, this IT system does not collect any BII.

3. Personally Identifiable Information
3a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X_ Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

x___ [1DOC employees

x__ [ Contractors working on behalf of DOC

_[1 Members of the public

_ [INo, this IT system does not collect any PII.
If the answer is “yes” to question 3a, please respond to the following questions.
3b. Does the IT system collect, maintain, or disseminate PII other than user ID?

X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT system.

3c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact

level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 3b, and/or 3c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

x_[1 I certify the criteria implied by one or more of the questions above apply to NOAA0201
and as a consequence of this applicability, I will perform and document a PIA for this IT system.

I certify the criteria implied by the questions above do not apply to NOAA0201 and as a
consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

David J. Skiffington

S KI F F I N GTO N DAVI D Digitally signed by SKIFFINGTON.DAVID.JEROME.1374262730
. e DN:c US,0 US.Government,ou DoD,ou PKI,
ou CONTRACTOR,

Signature of ISSO or SO: JEROME.1374262730 5.%wiionismow Date:

Name of Information Technology Security Officer (ITSO): Jean Apedo

A P E DO J EAN 'I Digitally signed by APEDO.JEAN.1188076064
. . DN c=US, 0=U.S. Government, ou=DoD,
. . ou=PK, ou=OTHER, .
Slgnature of ITSO: :I 8 8 9 7 6 9 6 4 Cn=APEDO.JEAN. 1188076064 Date:
Date 201807.1108 2208 0500

Name of Authorizing Official (AO): Douglas Perry

PERRY.DOUGLAS.A.136584727 Digitally signed by
PERRY.DOUGLAS A.1365847270

Signature of AO: 0 Date: 2018.01.10 17:1 330500

Name of Bureau Chief Privacy Officer (BCPO): MARK GRAFF
G RA FFMAR K H YRU M \ Digitally signed by GRAFF.MARK.HYRUM.1514447892

DN:c US,0 U.S.Government,ou DoD,ou PKI,

u OTHER, cn GRAFF.MARK.HYRUM.1514447892
Slgnatul‘e Of BCPO. 1 5 1 4447892 gate: 2018.;:” 08:47:32-05'00" Date.
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for NOAA0201
Web Operations Center (WOC)

Reviewed by:

, Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
NOAAO0201 Web Operations Center (WOC)

Unique Project Identifier: 006-000351100 00-48-03-17-01-00

Introduction: System Description

The Web Operations Center (WOC) is a diverse information technology services provider
to Line and Staff Offices within NOAA. The WOC provide a wide range of information
technology services and functions which include high availability, scalability, redundancy,
clustering, and high performance computing to replicate and distributed general
information as well as critical time sensitive life and property information to the general
public and meteorology community.

The services and functions of the information system technology have been broken down
into five (5) core services and functions: WOC Domain Name System Services
(WOCDNSS), WOC Information Sharing Services (WOCISS), WOC Adoptive System
Framework (WOCASF), WOC NOAA Enterprise Message System (WOCNEMS) and
WOC Collaboration Services (WOCCS). These services and functions make up the
subsystems within NOAA0201.

NOAA WOC NOAA Enterprise Message System (WOCNEMS): The WOC NOAA
Enterprise Message System (former MOC) provides top-level Directory Service, as part of
NOAA'’s distributed Unified Messaging System. This includes maintaining the Master
Directory, and replication of directory information to approximately 11 second to tier II level
Consumers Directory Servers. WOCNEMS was recently merged into the WOC.

The WOCNEMS systems are physically located at 3 NOAA datacenters (W1: Silver Spring,
Maryland W2: Largo, Maryland and W4: Boulder, Colorado).

As part of the distributed NEMS system, a redundant Master Directory Service is hosted at
NOAA3400 (outside of NOAAO0201 boundary) in Boulder, Colorado. This provides fault-
tolerance. Directory services continue to operate despite failure of either location. All master
directory replication traffic is encrypted using Secure Sockets Layer (SSL).

In addition to the top-level Directory services described above, there are consumers Directory
Servers that provide local directory service to the departmental users. All directory
synchronization traffic between Master and Consumer directory servers is encrypted using SSL.

WOCNEMS has also retained a limited portion of its Message Transfer Agent (MTA) server for
mailing capability. There are a limited number of LDAP group accounts, ship’s user accounts
and trusted NOAA wide application servers that rely on the MTA for SMTP mail transfers.
These accounts are allowed access if the sender is an authenticated LDAP user or the sending
host machine is "Trusted hosts” on the MTA servers.
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A typical transaction is LDAP verification and SMTP forwarding.

The WOC has now absorbed NOAA0300, Messaging Operations Center(MOC). The MOC services included
servicing LDAP directories for all of NOAA. The information collected includes:

- Name

- Work address

- Work phone numbers

- Work e-mail addresses

- Organization name

5 U.S.C. 301 authorizes the operations of an executive agency, including the creation,
custodianship, maintenance and distribution of records.

Information sharing The information is shared only within the bureau.

The WOCNEMS is one of five subsystems which comprise NOAA0201 Web Operations Center
(WOC). Taken together, NOAAO0201 has a FIPS 199 security input category of “High”.

Individually the five subsystems are evaluated as follows:

SC (NOAA0201 Domain Name System Service) = (Low, High, High)
SC (NOAAO0201 Information Sharing Services) = (Low, High, High)
SC (NOAAO0201 Adoptive System Framework) = (Low, Low, Moderate)
SC (NOAAO0201 Collaboration Services) = (Low, Low, Low)
SC (NOAA0201 NOAA Enterprise Message System) = (Low, Medium, Low)

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
_ X* [ This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

*Note: there were such changes in 2017 but none in 2018 (dated 1-11-18)
Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging | X g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):
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Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vebhicle Identifier
m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form: N/A

General Personal Data (GPD)

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address 0. Medical Information
d. Gender j. Telephone Number p. Military Service

e. Age k. Email Address q. Physical Characteristics
f. Race/Ethnicity 1. Education r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation d. Telephone Number X g. Salary

b. Job Title e. Email Address X h. Work History
c. Work Address X f. Business Associates

i.  Other work-related data (specify): X Organization Name

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans

c. Voice f.  Vascular Scan i.  Dental Profile
Recording/Signatures

j.  Other distinguishing features/biometrics (specify): None

System Administration/Audit Data (SAAD)

a. UserID X c. Date/Time of Access e. ID Files Accessed

b. IP Address d. Queries Run f. Contents of Files

g. Other system administration/audit data (specify):

| Other Information (specify)
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2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person X Hard Copy: Mail/Fax Online
Telephone Email X
Other (specify):

Government Sources

Within the Bureau Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify

Non-government Sources

Public Organizations | | Private Sector Commercial Data Brokers
Third Party Website or Application
Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously
deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

| X | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):

| X | There are not any IT system supported activities which raise privacy risks/concerns.




Version Number: 01-2015

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters X To promote information sharing initiatives
For litigation For criminal law enforcement activities
For civil enforcement activities For intelligence activities
To improve Federal services online For employee or customer satisfaction
For web measurement and customization For web measurement and customization
technologies (single-session ) technologies (multi-session )
Other (specify):

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).

The information which is subject to this PIA is not private and is not sensitive. The
information is used for IT administration and for LDAP verification (federal employees and
contractors)

Section 6: Information Sharing and Access
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Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recio -
ecipient Case-by-Case Bulk Transfer Direct Access

Within the bureau X

DOC bureaus

Federal agencies

State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):

| The PII/BII in the system will not be shared.

6.2

Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3

Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)
X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.
Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: .
X Yes, notice is provided by other means. [ Specify how: Notice is provided as part of employee enrollment,

6
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and on the staff directory warning banner.

No, notice is not provided.

Specify why not:

7.2

Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to
decline to provide PII/BIIL.

Specify how: An individual may decline but would not have
access to the NOAA IT network.

No, individuals do not have an
opportunity to decline to provide
PII/BII.

Specify why not:

7.3
their PII/BII.

Indicate whether and how individuals have an opportunity to consent to particular uses of

X Yes, individuals have an opportunity to
consent to particular uses of their
PII/BII.

Specify how: There is only one use, which is explained during
employee orientation.

No, individuals do not have an
opportunity to consent to particular
uses of their PII/BII.

Specify why not:

7.4
pertaining to them.

Indicate whether and how individuals have an opportunity to review/update PII/BII

X Yes, individuals have an opportunity to
review/update PII/BII pertaining to
them.

Specify how: Individuals may view their info online and make a
request for a change.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:

Section 8: Administrative and Technological Controls

8.1
apply.)

Indicate the administrative and technological controls for the system. (Check all that

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.

Sl itadke

Access to the PII/BII is restricted to authorized personnel only.
Access to the PII/BII is being monitored, tracked, or recorded.
Explanation:

X The information is secured in accordance with FISMA requirements.

Provide date of most recent Assessment and Authorization (A&A): 1/12/2018

[] This is a new system. The A&A date will be provided when the A&A package is approved.

X The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.
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X NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Only NOAA personnel with authenticated access would be able to change or delete
information.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).
Provide the SORN name and number (7ist all that apply): DEPT-18 SORN

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created.

Section 10: Retention of Information
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10.1 Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)
X There is an approved record control schedule. “Destroy immediately after copying to a recordkeeping

system or otherwise preserving, but longer retention is authorized if required for business use.”

from http://www.corporateservices.noaa.gov/audit/records management/schedules/index.html , Chapter
200-12.

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

Yes, retention is monitored for compliance to the schedule.

No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)

Disposal

Shredding Overwriting

Degaussing Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1

Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2

Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)

Identifiability Provide explanation: Minimal admin information for IT work
identity

Quantity of PII Provide explanation: Minimal work contact information

Data Field Sensitivity Provide explanation: There are no sensitive data fields.

XX X ™

Context of Use Provide explanation: Minimal data for IT user identification

Obligation to Protect Confidentiality | Provide explanation:
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Access to and Location of PII

Provide explanation:

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.
Yes, the conduct of this PIA results in required business process changes.
Explanation:
X No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
Yes, the conduct of this PIA results in required technology changes.
Explanation:
X No, the conduct of this PIA does not result in any required technology changes.

10
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Points of Contact and Signatures

Information System Security Officer or

System Owner

Name: David J. Skiffington

Office: OCIO Web Operations Center

Phone: 301-628-5662 or 703-405-7900 (mobile)
Email: david.j.skiffington@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

SKIFFINGTON.DAVID.137426 Sy sareiss scrncron omno 1o
Signature: 2730

Date: 2017 1227 08:01:23 0500'

Date signed:

ou CONTRACTOR cn SKIFFINGTON DAVID 1374262730

Information Technology Security Officer

Name: Jean Apedo

Office: OCIO Cyber Security Division
Phone: 301-638-5730

Email: jean.apedo@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

A P E DO J EA N APEDO.JEAN.1188076064

DN:c US,0 U.S.Government,

1188076064 < wesoseaiissoross

Date: 2018.01.10 10:09:49 -05'00"

Signature:

Date signed:

Authorizing Official

Name: Douglas Perry

Office: OCIO Deputy Chief Information Officer
Phone: 301-713-9600

Email:

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

PERRY.DOU
GLAS.A.136
5847270

Digitally signed by
PERRY.DOUGLAS.A.1
365847270

Date: 2018.01.10
12:19:56 -05'00'

Signature:

Date signed:

Bureau Chief Privacy Officer
Name: Mark Graff

Office: OCIO Privacy Office

Phone: 301-638-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

G RAF FMAR KHY EEASFIKA?%;.E:V%MJ514447892
RUM.151444789

Signature: DN:c US,0 U.S.Government, ou DoD,
Date signed: 2

ou PKl,ou OTHER,
cn GRAFF.MARK.HYRUM.1514447892
Date: 2018.01.11 08:55:50 -05'00"

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Friday, January 12, 2018 12:02 PM

To: Toland, Michael; Gitelman, Steve (Contractor); PrivacyAct
Cc: Mark Graff NOAA Federal; Ed Kearns NOAA Federal
Subject: NOAA 20 SORN in new template

Attachments: NOAA 20 SORN in new template_011218.docx

No updates made by the SARSAT system personnel. The only change is the latest breach routine use; the
last amended SORN published 1 12 17 and it already had the volunteer routine use in it.

Let me know if you need me to send a list of SORNs submitted to you so far. | still have five to go, but at
least two of those have no changes by the system personnel.

Thanks, Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce IIDMNN
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Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Tuesday, January 16, 2018 2:25 PM

To: Pua Kamaka NOAA Federal

Subject: Re: Discussion on Overview and Breach Response Notification Plan
Attachments: Summary Legal Experts Call 3.23.16.docx

Hi Pua

No, we don't have a slide deck on PA Processing exclusively. We rely almost entirely on DOJ's guidance
here:

https://www.justice.gov/oip/blog/foia update foia counselor privacy actfoia conflict or harmony. The
Legal Experts call we had on point (summary attached) is the closest we had to direct training on point. Do
we need me to create a more specific training outline or would this overview suffice? | could easily break
up this summary into a slide deck if that format works better

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Tue, Jan 16, 2018 at 12:45 PM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
Hi Mark,

Just following up on this. | don't recall whether or not you said you had training/slide deck specifically for
the Privacy Act. My RA wanted me to follow up with you on this.

Thanks
Pua

On Mon, Aug 28, 2017 at 7:33 AM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
Hi Mark,

Thanks for the slides. These are all FOIA based training, correct, or did | miss someting? | was
wondering if you had something more along the lines of FOIA vs. Privacy Act.

Pua



On Mon, Aug 28, 2017 at 3:18 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:
Hi Pua

No problem. Here are the slides from the NMFS training. We also used these as the basis for a
subsequent training at NOS, which included a few quick reference guides specific to their office that
may be helpful for you. All of these will soon be on the NOAA FOIA Webpage as well if they're not
already there. (here: https://sites.google.com/a/noaa.gov/foia/home).

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named
recipient, or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure,
use, dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have
received this message in error, and delete the message.

On Fri, Aug 25, 2017 at 9:45 PM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
HI Mark,

Just following up on this, | was just pinged on this again by management. Would you be able to share
the slides with me?

Thanks,
Pua

On Wed, Aug 9, 2017 at 12:39 PM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
Hi Mark,

Could | please get the slide deck to look over? This keeps falling off my radar. | think if | have the
slides to look over, I'll be able to get a better idea of what to propose to management.

thanks
Pua

On Wed, Jun 28, 2017 at 10:39 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:
Hi Pua,

Not a problem I'd love to schedule the best time for the training that works on your end. We
recently had a training for NMFS that I'll send you the slide deck for. I'm going out of town for all of
next week, so maybe we could touch base when | get back to try to firm up a schedule. I'll talk to
you soon,

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)




IO (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential,
privileged, attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are
not a named recipient, or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any
review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us
immediately that you have received this message in error, and delete the message.

On Wed, Jun 28, 2017 at 3:48 PM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
Hi Mark,

Sorry | missed the boat on this one. I've been swamped with FOIAs and have been trying to keep
my head above water. Are you still open to doing this training? Most folks in our region telework
on Wednesdays and Fridays, so Tuesdays or Thursdays work best. Do you have the slide deck for
me to look at, that way | can see who | need to loop in. Once | look over, can we set up some time
to discuss via phone? | think that will be easier than going back and forth in emails.

Thanks
Pua

On Tue, May 9, 2017 at 4:44 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:
You bet, Pua

My best time would likely be in mid June, and if you want to just send me a Webinar Link, I'll send
you a slide deck in the couple weeks or so. You would likely be the owner of the Webinar, and
then you'd just transfer screen control to me once my portion starts. That way, we also could
loop in GC or Lola if we wanted to split up the presentation. Does that sound good? Wednesdays
seem to catch the most folks around here, so maybe tentatively June 14?

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

IO (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential,
privileged, attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error,
are not a named recipient, or are not the employee or agent responsible for delivering this message to a named recipient, be advised that
any review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify
us immediately that you have received this message in error, and delete the message.

On Fri, May 5, 2017 at 6:32 PM, Pua Kamaka NOAA Federal <pua.kamaka@noaa.gov> wrote:
Hi Mark,

Sorry it took me a while to get back to you, | was waiting on management. Our RA, Mike
Tosatto, would like to take you up on your offer for training. Something along the lines of FOIA
vs. Privacy Act. Webinar works for us as well. When you have time, we can discuss potential
dates and times.

Thanks again for all your help



Pua

On Wed, Apr 26, 2017 at 11:34 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:
Hi Pua,

As you and | discussed, I've gone over the Privacy obligations with Mike Toland at DOC, as well
as with Bogo in DOC/GC. No privacy incident was reported to N CIRT, and none would be
necessary in this case. The PIl submitted by the requester, and ultimately released, was in the
public domain, and any subsequent disclosure would not then constitute a Privacy Incident
under the DOC Breach Response and Notification Plan.

There are some best practices that may be helpful in three areas that you'd asked about.
Specifically (1) first party access requests under the Privacy Act following the assertion of a
Privacy Act Exemption after the requester's identity has been verified (2) the threshold of a
Privacy Incident if there is a disclosure of Sensitive Pll and (3) disclosure options at the time of
the closure of a case, including publication codes, avoidance of inadvertent disclosures, and
business interests sufficient under NAO 205 14 to preclude publication of records in
FOIAOnline.

Let us know if this type of presentation would be helpful on your end, and if so, the best venue
for us to provide it. Best,

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0O)

NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential,
privileged, attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error,
are not a named recipient, or are not the employee or agent responsible for delivering this message to a named recipient, be advised
that any review, disclosure, use, dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please
notify us immediately that you have received this message in error, and delete the message.



Multi-Track System Complex FOIA’s versus “Unusual Circumstances”—

1. A complex request is one track for processing in a “multi-track” processing methodology.
It is not required, but places the request in a slower track based on the volume and/or
complexity of the records for first-in/first-out processing. 552(a)(6)(D).
https://www.justice.gov/oip/blog/foia-update-oip-guidance-guidelines-agency-

preparation-and-submission-annual-foia-reports. This is usually helpful in determining
the realistic estimated completion time which is required to be communicated to the
requester. https://www.justice.gov/oip/blog/foia-post-2010-oip-guidance-importance-
good-communication-foia-requesters. These are best practices that allow quicker cases
and expedited processing case to respectively be closed out first so they are not log-
jammed behind complex cases in the First-in First-out queue.

2. Unusual circumstances, pursuant to 15 CFR 4.6(d)(2) exist with one of the following
three situations and warrant the 10 day extension (552(a)(6)(B)) although different
language, the basic criteria for “unusual circumstances” is very close to “exceptional
circumstances” way round limit on fee after 20 day limit 552(a)(6)(C)(ii):

a. the component needs to search for and collect responsive records from a field
office or other entity separate from the office processing the request;

b. the request involves a "voluminous" amount of records that must be located,
compiled, and reviewed; or

¢. the component needs to consult with another federal agency or two or more
Department of Justice components that have a substantial interest in the
responsive information.
i. “Exceptional Circumstances” is also able to consider refusal of requester
to narrow scope.

3. As a general rule, many complex cases will also qualify for Unusual Circumstances, but
these two are not mutually exclusive. For Example, Consultations are not always
complex, but may take a long time due to inter-agency delays warranting unusual
circumstances. Voluminous records may qualify for the complex track, but not require
unusual circumstances extension due to simplicity of processing (Glomar Response, or
clearly withheld in full).

The Glomar Response:

1. The Glomar Response is not, in and of itself, an exemption. Rather, it is a special
type of response that is necessary in order to avoid disclosing exempt information
when confirming or denying the existence of records itself would be exempt from
disclosure. https://www.justice.gov/oip/blog/foia-update-oip-guidance-privacy-
glomarization. The first judicially recognized use was when the CIA used this
response in refusing to confirm or deny its ties to Howard Hughes’ submarine
retrieval ship, the Glomar Explorer. Thus, the first use of the response was in the
national security context, see Phillippi v. CIA, 546 F.2d 1009, 1013 (D.C. Cir. 1976).




As such, Glomar is a response premised on an underlying exemption. In most
instances at NOAA, Glomar will be premised upon (b)(7)(C). Possible other
exemptions (consider hypothetical 4 trying to find unit pricing, or hypothetical
7D to protect confidential sources like MLAT).

The application of "Glomarization" in the privacy context is appropriate
because disclosure of the mere fact that an individual is mentioned in an
agency's law enforcement files carries a stigmatizing connotation, one
certainly cognizable under FOIA Exemption 7(C), 5 U.S.C.§
552(b)(7)(C).See, e.g., Fund for Constitutional Government v. National
Archives & Records Service, 656 F.2d 856, 865 (D.C. Cir. 1981). This is
usually when a third party is asking for enforcement records regarding a
named individual, and providing records even withheld in full
acknowledges that a law enforcement action involved that individual.
"Glomarization" approach under Exemption 7(C) is justified only when it is
determined that there is a cognizable privacy interest at stake and that there is
insufficient public interest in disclosure to outweigh it. See, e.g., Common
Cause v. National Archives & Records Service, 628 F.2d 179, 184-86 (D.C.
Cir. 1980)

Exceptions:

1. The named individual in the law enforcement record is deceased. See,
e.g., Tigar & Buffone v. United States Department of Justice, Civil No.
80-2382, slip op. at 9-10 (D.D.C. Sept. 30, 1983).

i1. The named individual has provided a privacy waiver. See Perry v.
FBI, 759 F.2d 1271, 1276 (7th Cir. 1985)

iii.  If the federal government has officially confirmed the involvement of
the individual in the investigation. See, e.g., Heimerle v. United States
Department of Justice, Civil No. 83-1944-(MEL), slip op. at 5
(S.D.N.Y. Mar. 4, 1985).

Even in these circumstances, the privacy balancing inquiry must be
conducted, and sometimes misconduct by high-ranking officials qualifies for
7(C) to not apply  and thus not the Glomar response that exemption would
require.

The search for records must still be conducted, and the balancing inquiry
determined, and then the decision on whether or not to apply the Glomar
response. See Gilday v. United States Department of Justice, Civil No. 85-
292, slip op. at 5-10 (D.D.C. July 23, 1985).

Privacy and FOIA Exemption Handoff:

g.

The Privacy Act generally allows individuals to have access to records
regarding themselves pursuant to 5 USC 552a(d)(1). This is called an
“Access” request, and is usually an individual requesting records contained in
a System of Records searchable by a unique identifier that allows retrieval of
records pertaining to them. It is a separate analysis, and must dovetail into a
FOIA Exemption review, if applicable in a 1% party access request. See,
https://www.justice.gov/opcl/individuals-right-access.




i. An individual’s access request for his own record maintained in a
system of records should be processed under both the Privacy Act and
the FOIA, regardless of the statute(s) cited. See 5 U.S.C. § 552a(t)(1)
and (2) (prohibiting reliance on FOIA exemptions to withhold under
Privacy Act, and vice versa). More specifically, pursuant to Shapiro v.
DEA, 762 F.2d 611, 612 (7th Cir. 1985) “Congress intends that the
courts construe the Privacy Act and the Freedom of Information Act
separately and independently so that exemption from disclosure under
the Privacy Act does not exempt disclosure under the Freedom of
Information Act, and vice versa.”

ii. What this means is that “Even though information may be withheld
under the [Privacy Act], the inquiry does not end. The agency must
also process requests under the FOIA, since the agency may not rely
upon an exemption under the [Privacy Act] to justify nondisclosure of
records that would otherwise be accessible under the FOIA. (Harvey
v. DOJ, No. 92-176-BLG slip op. at 8 (D. Mont. Jan. 1996).

iii. I was the lead in the litigation team handling the following case:
Gonzales & Gonzales Bonds & Ins. Agency, Inc. v. DHS, 913
F.Supp.2d 865, 868 n.3 (N.D. Cal. 2012) (noting DHS’ error in
responding to plaintiff’s FOIA requests under the Privacy Act, and
stating that “the FOIA and the Privacy Act are distinct mechanisms for
obtaining government information, and it is legal error to conflate
them”.

1. If no Privacy Act Exemption applies: FOIA cannot be invoked
to exempt the records, and they are disclosed pursuant to (d)(1)
of the Privacy Act. This is why SORNs with PA Exemptions
exist so that an exemption to the PA can be asserted, and then
ordinary FOIA responses continue. Otherwise, Viotti v. Air
Force, 902 F. Supp. 1331, 1336-37 (D. Colo. 1995) (“If the
records are accessible under the Privacy Act, the exemptions
from disclosure in the FOIA are inapplicable.” Please let me
know if you are maintaining records on an individual outside of
an approved PIA/SORN covered system of records.

2. Even if a Privacy Act Exemption applies, then the FOIA must
be used for segregation of the record for releasability. Martin,
819 F.2d at 1184 (“[I]f a Privacy Act exemption but not a
FOIA exemption applies, the documents must be
released under FOIA.”).

iv. PA Exemptions cover global record access. They are not used for
reasonable segregation. That is the role of the FOIA, but only after the
PA Exemption is determined to apply.

h. However, the carte blanche access to records regarding an individual has its
own exemptions. The most common are (k)(2), (j)(2), (k)(5),(k)(6), and
(d)(5). (k)(2) and (j)(2) are sister exemptions, one for administrative (non-
criminal) law enforcement proceedings (including adverse employment
actions see, Menchu v. HHS, 965 F. Supp. 2d 1238, 1248 (D. Or. 2013)),




and the other exclusively for criminal proceedings. (k)(5) is primarily for
hiring purposes (requires express promise of confidentiality Viotti v. Air
Force, 902 F. Supp. 1331, 1336 (D. Colo. 1995)), (k)(6) is for testing and
examination material for appointment or promotion to Federal Employment,
and (d)(5) is primarily for civil litigation-related records with a clear
congressional intent to exclude civil litigation files from access under
subsection (d)(1). See 120 Cong. Rec. 36,959-60 (1974).

i.  This means you must be extraordinarily careful what you place into a system
of record regarding an individual, especially if you do not know the SORN
Exemption listing, and whether or not that person could gain access to the
records due to a lack of Exemptions to be asserted (see, e.g., Voelker v. IRS,
holding that all information pertaining to the individual, including some
confidential informant material, was disclosable, as no Privacy Exemption
applied to that system of records. 646 F.2d 332, 333-35 (8" Cir. 1981).

FOIA Tasker Memo (Kim)
1. GC NLO (No Legal Objection) as opposed to GC Review.



Rohit Munjal - NOAA Affiliate
. ____________________________________________________________________________________________________________________]

From: Rohit Munjal NOAA Affiliate

Sent: Friday, January 19, 2018 8:58 AM

To: Sarah Brabson NOAA Federal; Mark Graff NOAA Federal

Cc: Mark Mohs NOAA Federal; John D. Parker NOAA Federal

Subject: Re: NOAA6301 PTA/PIA for Signatures

Attachments: NOAA6301_PIA_Annual_Review_Certification_2018.pdf; NOAA6301_PTA_ 2018.pdf;

NOAA6301_PIA_2018.pdf

Hi Sarah & Mark (Graff),

Please find attached the AO-signed PTA, PIA and also the Annual PIA Review Certification form.
Let me know for any questions or concemns.

Thank you,

Rohit Munjal

ISSO (Cont.) - IT Branch, Business Mgmt. Division
NCCOS | NOAA National Ocean Service
240-533-0289 | rohit.munjal@noaa.gov

On Wed, Jan 17, 2018 at 2:48 PM, John D. Parker NOAA Federal <john.d.parker@noaa.gov> wrote:
Hi Rohit,

| have attached the signed PDF files. Please provide, if you haven't already, the MS Word files used to
create these specific PDF versions.

My apologies for the delay in getting this back to you.
Thanks,
John

). Parker, CISSP, CISA <John.D.Parker@noaa.gov>

' Security Officer

DOC/NOAA/NOS IMO240-533-0832 (office) N (1obile)

Email NOS IT security inguires: NOS.ITSP@noaa.gov

On 1/16/2018 8:17 AM, Rohit Munjal NOAA Affiliate wrote:
Morning John,

Just chasing on my last few mails.
If you could please review and sign this today.

Thank you,



Rohit Munjal

ISSO (Cont.) - IT Branch, Business Mgmt. Division
NCCOS | NOAA National Ocean Service
240-533-0289 | rohit.munjal@noaa.gov

Forwarded message
From: Rohit Munjal - NOAA Affiliate <rohit.munjal@noaa.gov>
Date: Wed, Jan 10, 2018 at 4:15 PM
Subject: NOAA6301 PTA/PIA for Signatures
To: "John D. Parker NOAA Federal" <john.d.parker@noaa.gov>
Cc: Mark Mohs NOAA Federal <mark.mohs@noaa.gov>

Hi John,

Can you please review and sign these documents which will then help me route it to Steve and Mark Graff
for signatures.

Sarah is following up on these too.

Thank you,

Rohit Munjal

ISSO (Cont.) - IT Branch, Business Mgmt. Division
NCCOS | NOAA National Ocean Service
240-533-0289 | rohit.munjal@noaa.gov

Forwarded message
From: Rohit Munjal - NOAA Affiliate <rohit.munjal@noaa.gov>
Date: Mon, Jan 8, 2018 at 2:19 PM
Subject: NOAA6301 Re certification of PTA/PIA
To: "John D. Parker NOAA Federal" <john.d.parker@noaa.gov>
Cc: Mark Mohs NOAA Federal <mark.mohs@noaa.gov>

Hi John,

| updated the PIA Annual Review Certification based on the template Sarah sent out this morning, so re-
sending this mail with the updated document.

Thank you,

Rohit Munjal

ISSO (Cont.) - IT Branch, Business Mgmt. Division
NCCOS | NOAA National Ocean Service
240-533-0289 | rohit.munjal@noaa.gov

Forwarded message
From: Rohit Munjal - NOAA Affiliate <rohit.munjal@noaa.gov>
Date: Fri, Jan 5, 2018 at 9:57 AM
Subject: NOAA6301 Re certification of PTA/PIA




To: "John D. Parker NOAA Federal" <john.d.parker@noaa.gov>
Cc: Mark Mohs NOAA Federal <mark.mohs@noaa.gov>

Hi John,
Happy New Year!

Please find attached the PTA and PIA for your signatures. As soon as you sign it, | will route it for
signatures from Steve and Mark Graff.

I'm also attaching herewith the PIA Annual Review Certification 2018, in case you want to review it.

Please let me know for any questions/comments.

Thank you,

Rohit Munjal

ISSO (Cont.) - IT Branch, Business Mgmt. Division
NCCOS | NOAA National Ocean Service
240-533-0289 | rohit.munjal@noaa.gov
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)
Name of pia: NCCOS Research Support System

FISMA Name/ID (if different): NOAAG301
National Centers for Coastal Ocean Science

Name of IT System/ Program Owner:

Name of Information System Security Officer: Rohit Munjal

Name of Authorizing Official(s): Steven Thur / Cheryl Marlin

Date of Last PIA Compliance Review Board (CRB): 3/16/2017

(This date must be within three (3) years.)

Date of PIA Review: 1/8/2018
Rohit Munjal

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

MUNJAL.ROHIT. 1500046381 Dt tiin i %

Signature of Reviewer:

Date of Privacy Act (PA) Review:

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the Privacy Act Review date identified above, |
have reviewed all Privacy Act related issues cited in this PIA, such as, the legal authorities,
SORNSs, privacy act statements, etc. and have confirmed that there have been no changes to
the system/program which require revising the last SAOP approved version of the PIA which
is currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:




Date of BCPO Review:

Name of the Reviewing Bureau Chief Privacy Officer (BCPO):

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/PII)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Signature of the Bureau Chief Privacy Officer:
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Sarah Brabson - NOAA Federal

From: Sarah Brabson NOAA Federal

Sent: Friday, January 19, 2018 12:24 PM

To: Toland, Michael; Gitelman, Steve (Contractor); PrivacyAct
Cc: Mark Graff NOAA Federal; Ed Kearns NOAA Federal
Subject: NOAA 22 SORN in new template

Attachments: NOAA 22 SORN in new template_011618.docx

The only changes are contact information and the two latest routine uses.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce MM
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Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Tuesday, January 23, 2018 8:36 AM

To: Mark Graff NOAA Federal

Cc: Rohit Munjal NOAA Affiliate

Subject: NOAAG6301 certification docs for signature; SAR is in PIA file

Attachments: NOAA6301_PIA_2018 v2.pdf; NOAA6301_PIA_Annual_Review_Certification

_2018.pdf; NOAA6301_PTA_2018 v2.pdf

Mark, attached are the certification docs for your signature and the SAR zipfile is in the PIA folder. | asked
Rohit about the SC, Sl and AC weaknesses, if most have been addressed, since this SAR was from last March.
He had thought he might be able to send a draft, but this is what we have. Overall risk is/was Moderate.

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce DD
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)
Name of pia: NCCOS Research Support System

FISMA Name/ID (if different): NOAAG301
National Centers for Coastal Ocean Science

Name of IT System/ Program Owner:

Name of Information System Security Officer: Rohit Munjal

Name of Authorizing Official(s): Steven Thur / Cheryl Marlin

Date of Last PIA Compliance Review Board (CRB): 3/16/2017

(This date must be within three (3) years.)

Date of PIA Review: 1/8/2018
Rohit Munjal

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

MUNJAL.ROHIT. 1500046381 Dt tiin i %

Signature of Reviewer:

Date of Privacy Act (PA) Review:

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the Privacy Act Review date identified above, |
have reviewed all Privacy Act related issues cited in this PIA, such as, the legal authorities,
SORNSs, privacy act statements, etc. and have confirmed that there have been no changes to
the system/program which require revising the last SAOP approved version of the PIA which
is currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:




Date of BCPO Review:

Name of the Reviewing Bureau Chief Privacy Officer (BCPO):

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/PII)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Signature of the Bureau Chief Privacy Officer:
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Zachary Goldstein - NOAA Federal

From: Zachary Goldstein NOAA Federal

Sent: Tuesday, January 23, 2018 9:38 AM

To: Jean Apedo NOAA Federal

Cc: Ann Madden NOAA Federal; Justin May NOAA Affiliate; Mark Graff NOAA
Federal

Subject: Re: FW: NOAAO500 PIA and PTA

Attachments: NOAAO500 PIA_17Jan18 ISSO_Signed.pdf; NOAA0O500_PTA_Updated_14Dec17 LBH
(2).pdf

Jean,

The NOAAO500 PTA and PIA with my digital signature are attached.

®os |
]
[Mark, feel free to weigh in on the questions]

Regards,
Zach

On Thu, Jan 18, 2018 at 6:29 AM, Jean Apedo NOAA Federal <jean.apedo@noaa.gov> wrote:

Good morning Zach,

Please find attached NOAAO500 PTA and PIA for your review. The system owner, the ISSO, the privacy office and |
have reviewed the documents and are ready for your approval.

Thank you.

From: Justin May - NOAA Federal [mailto:justin.may@noaa.gov]
Sent: Wednesday, January 17, 2018 8:11 PM

To: Jean Apedo - NOAA Federal

Cc: Hadona Diep - NOAA Affiliate; Sarah Brabson - NOAA Federal
Subject: NOAA0500 PIA - Updated

Zachary G. Goldstein
Chief Information Officer and Director, High Performance Computing and Communications
National Oceanic and Atmospheric Administration
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Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Tuesday, January 23, 2018 10:19 AM

To: Sarah Brabson NOAA Federal

Subject: Re: NOAA6301 certification docs for signature; SAR is in PIA file

Attachments: NOAA6301_PIA_Annual_Review_Certification_2018 mhg.pdf; NOAA6301_PTA 2018

v2 mhg.pdf; NOAA6301_PIA 2018 v3 mhg.pdf

Sure
Attached are all three, signed.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

ISR (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Tue, Jan 23, 2018 at 10:10 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Mark, can you please sign? thx

On Tue, Jan 23, 2018 at 8:57 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Here's the corrected PIA. The changes that were in there were from the 2017 12b response, for planned
changes.

Also Rohit says the weaknesses for those three families have been addressed.

On Tue, Jan 23, 2018 at 8:45 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
It was my error in not deleting the "other changes" text. As you can see, the "no changes creating
privacy risks" was checked. | will send you another copy.

On Tue, Jan 23, 2018 at 8:42 AM, Mark Graff NOAA Federal <mark.graff@noaa.gov> wrote:
Is the change listed in Sec. 1.1 from last year, or is that a new change for this year? If it is a change
from this year, how are we not required to conduct a CRB?

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

NN (C)




Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named
recipient, or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure,
use, dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have
received this message in error, and delete the message.

On Tue, Jan 23, 2018 at 8:35 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Mark, attached are the certification docs for your signature and the SAR zipfile is in the PIA folder. |
asked Rohit about the SC, SI and AC weaknesses, if most have been addressed, since this SAR was
from last March. He had thought he might be able to send a draft, but this is what we have. Overall
risk is/was Moderate.

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce DM

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

o

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce I



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Co DM



Version Number: 01-2015

U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
National Centers for Coastal Ocean Science (NCCOS) Research
Support System (NOAA6301)

Reviewed by:

, Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date



Version Number: 01-2015

U.S. Department of Commerce Privacy Impact Assessment
National Centers for Coastal Ocean Science (NCCOS) Research Support
System (NOAA6301)

Unique Project Identifier: 006-00-02-00-01-0511-00
Introduction: System Description

The NOAA6301 NCCOS Research Support System provides the network infrastructure,
hardware and software necessary to enable the mission of NCCOS, the organization. NCCOS’s
mission is to provide coastal managers with scientific information and tools needed to balance
society’s environmental, social, and economic goals.

NCCOS is passionate about supporting NOAA’s environmental and economic missions by
providing valuable scientific information to its constituents. NCCOS’s fundamental principles
are:

“To deliver high quality science in a timely and consistent manner using productive and
strong partnerships.

“To develop and maintain relevant research, long term data collection and analyses, and
forecasting capabilities in support of its customers, stakeholders, and partners.

-To build capacity in the private, local, state, and tribal sectors by transferring technology and
providing technical assistance and knowledge to its customers and partners.

-To conduct the anticipatory science necessary to manage potential impacts of multiple
stressors on coastal ecosystems.

The NOAA6301 system:

- provides support to the program areas which are responsible for conducting research in the
areas of marine bio-toxins; eco-toxicology; forensics; biotechnology; marine mammal stranding
and necropsies; risk analysis; DNA sequencing; and marine related viruses and pathogens;

- provides an operational environment supporting the mission and staff of the program offices
located on the Silver Spring Metro Center Campus - NCCOS Head Quarters (HQ), Center for
Sponsored Coastal Ocean Research (CSCOR), and Center for Coastal Monitoring and
Assessment (CCMA); Beaufort, NC - Center for Coastal Fisheries and Habitat Research
(CCFHR); Charleston, SC  Center for Coastal Environmental Health and Biomolecular
Research (CCEHBR) and Hollings Marine Laboratory (HML); and Oxford, MD Cooperative
Oxford Laboratory (COL);

- provides all resources related to data management, electronic file, COTS, printing, computer
and software, field data acquisition, backup and restoration, LAN, helpdesk, specialty
applications for GIS and statistical analysis, moderate programming, Web design and
Web product delivery, video conferencing, and other media support services; and

- Provides continued service to the local area network (LAN) connections for non-SSMC
locations.

In addition to the general purposes office automation support (file/printer sharing, application
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hosting, collaboration, etc.) provided by NOAA6301, the system provides help desk services and
supports a number of web sites and internal minor applications, one of which stores PII for the
purpose of conducting the external grant review process as defined within the NOAA Grants
Online System, (FISMA system ID, NOAA1101, PIA signed 7/6/2017). Grant applications are
downloaded from Grants Online on a case by case basis, for review. They are stored by
opportunity or grant number.

As detailed in the information sharing section below, NCCOS gathers and stores PII related to
employees and contractors for Human Resource-related issues such as the hiring process as well
as workforce planning, COOP Operations, and documentation. The NCCOS collects BII during
the pre and post activities associated with the acquisition and management of contracts.

Information Sharing

NOAA6301 NCCOS Research Support System General Support System (GSS) collects and
collects and stores limited PII, specifically, names, telephone numbers and email addresses
(voluntarily submitted by staff, partners, volunteers, and government and non-government
collaborators) to facilitate internal and external communications to facilitate business and
collaborative functions. This is not a central collection, but rather separated by function or
individual project or person.

NOAAG6301 is a general support system for NCCOS and stores information about individuals
during the application and hiring of (electronic copies of resumes and hiring ranking are stored
temporarily during the hiring phase), including standard HR information (such as Travel
authorization and vouchers, passports and international travel forms (completed by the
employee through the travel portal), information for security badging process (contact
information only the employee completed the badge application on paper forms, which are
taken to the NOAA Office of Security), and performance appraisal ranking).

NCCOS’ employee data is collected, stored and maintained for internal COOP, Human
Resources, and workforce planning purposes (federal employee/contractor).

NCCOS collects BII during the pre and post activities associated with the acquisition and
management of contracts. The storage is in the form of PDF forms or MS Word documents.
There 1s no major application or database used to collect or store BII or employee PII
information. NCCOS does not have a separate HR division since NCCOS utilizes the NOAA
Workforce Management Office.

With exception of the CSCOR Review Application, all information is stored on supervisors’ and
acquisition managers’ restricted access file storage available only to the specific employee(s).
Access is restricted to those on a need to know basis, by permissions settings and/or passwords.
The data 1s access controlled when on a supervisor’s desktop machine or file share; if stored on a
supervisor’s laptop, the data is encrypted since all mobile devices have full encryption. The
CSCOR Review Application although managed by NCCOS, is hosted by an NOAA6001 NOS
Enterprise Services server and is restricted by username and password.

CSCOR Review Application Information in identifying form is made available by NOAA
Grants Online (FISMA system ID, NOAA1101, PIA signed 7/6/2017) to NCCOS to accomplish
Independent Individual Merit Reviews supporting the NOAA Grants Online system and process.
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Information about the NOAA Grants Program may be found at:
http://www.corporateservices.noaa.gov/~grantsonline/index.html. This is a non-public system.
Information extracted from NOAA Grants Online to support the Independent Individual Merit
Reviews is temporarily stored to facilitate the review process lifecycle. This information can
include any general personal information and work related information. Although it is not the
intent to extract PII information from the NOAA Grants Online system, it is possible the
information could contain the Employer Identification Number (EIN). The EIN is a non-
mandatory field which may be populated on the grants information made available by federal
forms not managed by NCCOS. The NCCOS information system does not collect this
identifying information directly.

A citation of the legal authority to collect PII and/or BII

The general legislation supporting the system is 5 U.S.C.301, one of the statutes
concerning government organization and employees.

Additional authorities from DEPT-2, Accounts Receivable: H.R. 4613 (97th): Debt
Collection Act of 1982, a bill to increase the efficiency of Government-wide efforts to
collect debts owed the United States and to provide additional procedures for

the collection of debts owed the United States and 5 U.S.C. 5701-09; 31 U.S.C. 951-953,
4 CFR 102.4, FPMR 101-7; Treasury Fiscal Requirements Manual.

Additional authorities from GSA/GOVT-9, System for Award Management: Federal
Acquisition Regulation (FAR) Subparts 4.11 and 52.204, and 40 U.S.C. 121(c),
Regulations by Administrator. For the Entity Management functional area of Systems
Award Management, the authorities for collecting the information and maintaining
the system are the Federal Acquisition Regulation (FAR) Subparts 4.11 and 52.204
and 2 CFR, Subtitle A, Chapter I, and Part 25, as well as 40 U.S.C. 121(c). For the
exclusions portion of the Performance Information functional area, the authorities
for collecting the information and maintaining the system are FAR Subparts 9.4 and
28.2, Executive Order 12549 (February 18, 1986), Executive Order 12689 (August
16, 1989).

The Federal Information Processing Standard (FIPS) 199 security impact category for
NOAAG6301 is moderate.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)
a. Conversions | | d. Significant Merging | | g. New Interagency Uses |
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b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X  This is an existing information system in which changes do not create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID X** | f. Driver’s License j. Financial Account

c. Employer ID g. Passport X k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:
** Same data element checked for Grants Online, as in the NOAA1101 PIA.

General Personal Data (GPD

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information

c. Alias i. Home Address X 0. Medical Information

d. Gender j. Telephone Number X p. Military Service

e. Age k. Email Address X q. Physical Characteristics

f. Race/Ethnicity 1. Education r. Mother’s Maiden Name

s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation X d. Telephone Number X g. Salary X

b. Job Title X e. Email Address X h. Work History X

c. Work Address X f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans

c. Voice f. Vascular Scan i.  Dental Profile
Recording/Signatures

j.  Other distinguishing features/biometrics (specify): NCCOS does not capture photographs for badging since
it is performed and stored by the NOAA badging office of security.
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System Administration/Audit Data (SAAD)

a. UserID X c. Date/Time of Access X e. ID Files Accessed
b. IP Address X d. Queries Run f. Contents of Files
g. Other system administration/audit data (specify):

Other Information (specify)

Pre and Post Acquisition. This BII information would be obtained and utilized during the pre acquisition
obtained through deliverable BIDS package and contain specific company information. BII information would be
maintained on specific secure network folders during the execution of awarded contract and other information
from companies not receiving awards would be deleted, when appropriate. This information is protected under
41 USC 253, the FOIA Exemption 3 statute for contract proposals and collections associated with them.

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person X Hard Copy: Mail/Fax X Online
Telephone Email X
Other (specify):

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify)

NOAA Grants Online http://www.corporateservices.noaa.gov/~grantsonline/index.html.

Non-government Sources

Public Organizations | x [ Private Sector X Commercial Data Brokers
Third Party Website or Application
Other (specify): NCCOS does not acquire PII from other non-government sources other than associated through
formal partnership agreements and for the purpose of facilities safety, security, and COOP. Other non-
government sources would be only for BII associated with Pre/Post Acquisition Sensitive Information obtained
through delivered bids on NCCOS Acquisitions.

2.3  Indicate the technologies used that contain PII/BII in ways that have not been previously
deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards

Other (specify):

| x | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |
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Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):
| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1  Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs X
For administrative matters X To promote information sharing initiatives
For litigation For criminal law enforcement activities
For civil enforcement activities For intelligence activities
To improve Federal services online For employee or customer satisfaction
For web measurement and customization For web measurement and customization
technologies (single-session ) technologies (multi-session )
Other (specify):
Collected BII would be associated with determine qualification/eligibility for open acquisitions. PII would be
collected for administrative actions, for HR and Workforce management. PII/BIl: NOAA Grants Online - Grant
Merit Reviews

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).
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In general, the laws that created the various NOS programs, specifically NCCOS, include
provisions for the program to accomplish a mission. The mission may involve partnerships
and educating the public. The collection and storage of information is part of accomplishing
the legislated mission of the NCCOS, the NOS, and NOAA (members of the public and
federal employees).

NOAAG6301 stores PII on an ad hoc basis as part of the application and hiring of employees,
including electronic copies of resumes and the processing of HR data about employees
including hiring ranking. This information is stored temporarily during the hiring phase, as
well as standard HR information such as travel authorization and vouchers, passports and
international travel forms, information for the security badging process (name, work email
address and work telephone number, and performance appraisal ranking.

NCCOS stores limited PII and potentially an EIN (BII), for grant review only, on an ad hoc
basis about individuals or entities that are providing information in support of a grant
application submitted through NOAA Grants Online which is retained for the review process
lifecycle only.

BII Pre and Post Acquisition. This BII information would be obtained and

utilized during the pre-acquisition obtained through deliverable BIDS package and contain
specific company information. BII information would be maintained on specific secure
network folders during the execution of awarded contract and other information from
companies not receiving awards would be deleted, when appropriate.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared
Case-by-Case Bulk Transfer Direct Access

Recipient

Within the bureau X
DOC bureaus

Federal agencies

State, local, tribal gov’t agencies
Public

Private sector

Foreign governments

Foreign entities

Other (specify):

| | The PII/BII in the system will not be shared.
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Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.

Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
NOAAG6301connects to the NOS Line Office information system NOAA6001 and other NOAA
information systems for VPN, Security and Network Operations. NCCOS established security permissions
based on NOS Active Directory Network account (enforced 2FA when possible), restrictions in firewall
ACL and security permissions on specific network folders where documentation is stored.

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3

Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or

disseminated by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.

X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: https://coastalscience.noaa.gov/contact/privacy.
A PAS for Grants Online has been finalized and has been posted at: https:/grantsonline.rdc.noaa.gov/

X Yes, notice is provided by other means. | Specify how: (Specific to PII) Verbally by administrative

appointed staff or supervisor OR this address is referenced:
https://coastalscience.noaa.gov/contact/privacy.

This is an NOS standard privacy policy and not specific to
NCCOS.

BII is provided for the purpose of acquisition consideration only
through government managed acquisition processes and forms
only. NCCOS does not generate or maintain additional forms or
processes to support acquisition activities. BII provided within
NOAA Grants Online utilized within the CSCOR Review
Application is managed through the NOAA Grants Online
application only.
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| No, notice is not provided.

| Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to | Specify how: PII: No information collected is mandatory.

decline to provide PII/BII. Individuals are verbally told by administrative appointed staff or
supervisor that they can decline or individuals are directed to
review the privacy policy at this address:
https://coastalscience.noaa.gov/contact/privacy, where it is
stated all information collected is voluntary. This is an NOS
standard privacy policy and not specific to NCCOS.
BII provided for acquisition consideration is not mandatory.
However, declining to provide the information necessary to
evaluate them for an acquisition could result in non-award.
PII provided within NOAA Grants Online, utilized within the
CSCOR Review Application, is managed through the NOAA
Grants Online application only. Completion of the Grants
Online application would be needed for award consideration.

No, individuals do not have an Specify why not:

opportunity to decline to provide

PII/BII.

7.3  Indicate whether and how individuals have an opportunity to consent to particular uses of

their PII/BII.
X Yes, individuals have an opportunity to | Specify how: Applicants for positions are providing their
consent to particular uses of their personal information on a voluntary basis through their resumes.
PII/BII. There is only one use for this information. The employment
application contains the Privacy Act notice. Applicants have the
opportunity to consent to only particular uses of their PII, in
writing, to the HR representative or their supervisor, but it may
affect the overall processing of their employment.
For ongoing employee business, such as travel, there is only one
specific use for each PII collection.
BII is submitted for a specific purpose which consent is implied
with the submittal of the package. BII provided within NOAA
Grants Online utilized within the CSCOR Review Application is
managed through the NOAA Grants Online application only.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII

pertaining to them.

X Yes, individuals have an opportunity to | Specify how: (Specific to PII) NCCOS employees can contact

review/update PII/BII pertaining to
them.

HR staff or the federal employee personnel page to update their
information, as they are informed as part of new employee
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orientation.

BII is provided for the purpose of acquisition consideration
through government managed acquisition processes and forms
only. NCCOS dos not generate or maintain additional forms or
processes to support acquisition activities. BII provided within
NOAA Grants Online utilized within the CSCOR Review
Application is managed through the NOAA Grants Online
application only.

Regarding contracts and grants that are in process or awarded,
the applicants or awardees would send updates to the stated
NOAA contact.

No, individuals do not have an Specify why not:
opportunity to review/update PII/BII
pertaining to them.

Section 8: Administrative and Technological Controls

8.1

Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.

Access to the PII/BII is restricted to authorized personnel only.

PR [

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: With exception to the CSCOR Review Application, access to storage folders are restricted by
ACL and since PII/BII is not centralized in a database it cannot be easily monitored for access. The
CSCOR Review Application has a database which is monitored, tracked and recorded.

The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 3/23/2017. Next one is no later than
3/22/2018.

[] This is a new system. The A&A date will be provided when the A&A package is approved.

The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify): All appropriate contractors and contract clauses include non-disclosure, but not all federal
employees sign a confidentiality agreement or non-disclosure agreement.

10
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8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

All information is stored within the accredited boundaries of NOAA6301 in network data
shares controlled by established permission based on the organizational, project, or employee
access rights. Any access to specific restricted files or folders must be requested through an
access change request which is reviewed and documented by the NOAA6301 Information
System Security Officer for authorization and mission ‘need-to-know’ requirement prior to
implementation. Least privilege is implemented through file share permissions to ensure
privacy and open only to those demonstrating a “need to know.”

Any PII information which is transmitted electronically must follow the federal government
and NOAA standard procedure of secure packaging such as utilization of Department of
Commerce (DOC) Accellion for encryption in transit.

NCCOS implements security controls listed in NIST Special Publication 800-53 R4 required
for a moderate system. In compliance with NIST Special Publication 800-53 rev 4, NCCOS
has a security program, with performance measures and goals, in order to complete continuous
monitoring activities, which include annual security control reviews, quarterly vulnerability
scanning, monthly review of security access control list, weekly review of audit logs, handling
of access change requests and change control board activities. The risk assessment includes
the possible threats and vulnerability to the confidentiality, integrity, and availability of
mission and sensitive PII data along with the countermeasures.

The controls supporting the use of Microsoft Azure FedRamp approved system as a customer
are in place in NOAA6301. There are currently Web applications, with no PII, hosted on
Microsoft Azure. As noted in Section 12.2, we are transitioning CSCOR to Azure prior to
December 2018. The same sharing controls that are in place currently for CSCOR will apply
when it is moved to Azure.

Every year the IT system undergoes a thorough continuous monitoring for the assessment and
authorization (A&A) process that is performed by an independent. The A&A process ensures
that the security plan and operational, management, and technical controls meet Department of
Commerce (DOC) and NOAA guidelines for continued operation.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered
by an existing SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (7ist all that apply): COMMERCE/DEPT-18 - Employees Personnel
Files Not Covered By Notices of Other Agencies; DEPT-2, Accounts Receivable; GSA/GOVT-9, System
for Award Management.

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created:

11
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Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

There is an approved record control schedule.

Provide the name of the record control schedule: Chapters 1601 and 1607 of NOAA’s Records Schedules,
http://www.corporateservices.noaa.gov/audit/records management/schedules/, provide supplemental
record retention guidance for the NCCOS Research Support System. Chapter 1601 pertains to general
administration for the National Ocean Service and Chapter 1607 pertains to specific records managed by
the NCCOS Research Support System. Specifically, 1601-02 Grants Working Files (N1-370-02-5), 1601-
04 Electronic Copies (N1-370-02-5), 1601-05 NOS Annual Operating Plan (AOP) Information Tracking
Systems (N1-370-04-4), 1609-06 in the NOAA Disposition Handbook and 1607-04 Program Funding
Database.

The retention period for these records is guided by the General Records Schedules (GRS), which are issued
by the National Archives and Records Administration (NARA) to provide disposition authorization for
records common to several or all agencies of the federal government. In accordance with GRS 20, item 3,
electronic versions of records scheduled for disposal may be deleted at the expiration of the retention
period authorized by the GRS for the equivalent paper copies or when no longer needed, whichever is later.
In accordance with GRS 20, item 3, the data is presently being retained indefinitely.

For NCCOS administrative PII data, the records would be covered under the following NARA general
records schedules:

GRS 2 — payroll and pay administrative records

GRS 20 — electronic records

GRS 23 - records common to most offices within agencies

NCCOS’ contact information (contractor and partner) is collected to provide a means for the Office of
Coast Survey to communicate and respond to needs and requests. This data would be retained as long as
the individual continued to request contact and information. It is technologically possible to delete
information at the request of the individual. There is no scheduled records retention for this information.

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

Yes, retention is monitored for compliance to the schedule.

No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIIL. (Check all that apply.)

Disposal
Shredding X Overwriting X
Degaussing X Deleting X

Other (specify): Compliant sanitization methods.

12
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Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.
Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse

effect on organizational operations, organizational assets, or individuals.
High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)

X Identifiability Provide explanation: Evaluated how easily PII could be used to
identify a specific individual. Based on contact information,
individuals can be identified.

X Quantity of PII Provide explanation: Considered how many individuals can be
identified from the PII. The PII is only temporarily stored for a
limited amount of individuals, therefore reducing the breach impact.

X Data Field Sensitivity Provide explanation: Data fields are limited and only used when
absolutely required. SSN is not one of these data fields. EIN is a
field which can be populated within NOAA Grants Online,
however, is not required and is not utilized. This field will not be
extracted from NOAA Grants Online in the future revision of the
CSCOR Review Application.

X Context of Use Provide explanation: Evaluated the context of use—the purpose for
which the PII is collected, stored, used, processed, disclosed, or
disseminated. The use of the PII is restricted to specific individuals,
stored for a limited amount of time and is not utilized in more than
one way reducing the impact.

Obligation to Protect Confidentiality | Provide explanation:

X Access to and Location of PII Provide explanation: The PII is only temporarily stored in a
protected location for a limited amount of individuals, therefore
reducing the breach impact.

X Other: Provide explanation: The loss of a single individual’s PII would

have an impact on that individual through possible identify theft
and NCCOS as a government identity BUT it would not have an
impact on the NCCOS mission or have a serious impact on
reputation.

13
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Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.
Yes, the conduct of this PIA results in required business process changes.
Explanation:
X No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
Yes, the conduct of this PIA results in required technology changes.
X Explanation: NOAAG6301 is utilizing Azure SQL in the Microsoft Azure PaaS environment to store web

application data. Although there is currently no PII/BII associated with the web/apps and transitioning to
the new environment is not expected prior to December 2018, controls are already in place to encrypt at
rest data through the Azure SQL TDE capability: https://msdn.microsoft.com/en-us/library/dn948096.aspx.
All SQL databases will have this feature turned on at inception and it will remain on.

This storage is currently planned only for CSCOR and will further secure the CSCOR Review Application
Database.

No, the conduct of this PIA does not result in any required technology changes.

14
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Points of Contact and Signatures

Information System Security Officer or

System Owner

Name: Rohit Munjal

Office: NOS/NCCOS

Phone: 240-533-0289

Email: Rohit.Munjal@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

MUNJAL.ROHIT.1500 Digitallysigned by
MUNJALROHIT.1500946381

Information Technology Security Officer

Name: John D. Parker

Office: NOS

Phone: 240-533-0832
Email:John.D.parker@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

PARKERJOHN.D.13658359 EA‘Q"“'Y“Q"E‘“’Y

Name: Steven Thur

Office: NOS/NCCOS

Phone: 240-533-0146

Email: Steven. Thur@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

THURSTEVEN.M.1365841299
Signature: Date: 2018.01.1907:50:30 -05'00'
Date signed:

Signature: 946381 Date: 2018.01.05 0946150500 | G0yt 14 B 00"
Date signed: Date signed:
Authorizing Official Bureau Chief Privacy Officer

Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureaw/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

GRAFF.MARK. cosnammnviomistaserss2
Signature:  YRUM. 15144 oo oo .0 0w
cn GRAFF MARKHYRUM. 1514447
Date signed: 47892 Date: 2018013 10:129 0500

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)
Name of pia: NCCOS Research Support System

FISMA Name/ID (if different): NOAAG301
National Centers for Coastal Ocean Science

Name of IT System/ Program Owner:

Name of Information System Security Officer: Rohit Munjal

Name of Authorizing Official(s): Steven Thur / Cheryl Marlin

Date of Last PIA Compliance Review Board (CRB): 3/16/2017

(This date must be within three (3) years.)

Date of PIA Review: 1/8/2018
Rohit Munjal

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

MUNJAL.ROHIT. 1500046381 Dt tiin i %

Signature of Reviewer:

Date of Privacy Act (PA) Review:

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the Privacy Act Review date identified above, |
have reviewed all Privacy Act related issues cited in this PIA, such as, the legal authorities,
SORNSs, privacy act statements, etc. and have confirmed that there have been no changes to
the system/program which require revising the last SAOP approved version of the PIA which
is currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:




1/23/18

Name of the Reviewing Bureau Chief Privacy Officer (BCPO):

Date of BCPO Review:

Mark Graff

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/PII)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.
GRAFF.MARK. HYRUM. g e e e o e

ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature of the Bureau Chief Privacy Officer; 1514447892 Date 201601231017 27 0500
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA/National Centers for Coastal Ocean Science (NCCOS) Research
Support System (NOAA6301)

Unique Project Identifier: 006-00-02-00-01-0511-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: The NOAA6301 National Centers for
Coastal Ocean Science (NCCOS) Research Support System provides the network infrastructure,
hardware and software necessary to enable the mission of NCCOS, the organization. NCCOS’s
mission is to provide coastal managers with scientific information and tools needed to balance
society’s environmental, social, and economic goals.

NCCOS is passionate about supporting NOAA’s environmental and economic missions by
providing valuable scientific information to its constituents. NCCOS’s fundamental principles
are:

-To deliver high quality science in a timely and consistent manner using productive and
strong partnerships.

-To develop and maintain relevant research, long term data collection and analyses, and
forecasting capabilities in support of its customers, stakeholders, and partners.

-To build capacity in the private, local, state, and tribal sectors by transferring technology and
providing technical assistance and knowledge to its customers and partners.

-To conduct the anticipatory science necessary to manage potential impacts of multiple
stressors on coastal ecosystems.

The NOAA6301 system:

- provides support to the program areas which are responsible for conducting research in the
areas of marine bio-toxins; eco-toxicology; forensics; biotechnology; marine mammal stranding
and necropsies; risk analysis; DNA sequencing; and marine related viruses and pathogens;

- provides an operational environment supporting the mission and staff of the program offices
located on the Silver Spring Metro Center Campus - NCCOS Head Quarters (HQ), Center for
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Sponsored Coastal Ocean Research (CSCOR), and Center for Coastal Monitoring and
Assessment (CCMA); Beaufort, NC - Center for Coastal Fisheries and Habitat Research
(CCFHR); Charleston, SC  Center for Coastal Environmental Health and Biomolecular
Research (CCEHBR) and Hollings Marine Laboratory (HML); and Oxford, MD Cooperative
Oxford Laboratory (COL); Beaufort, NC (CCFHR); Charleston, SC (CCEHBRC and
CHHR/HML); and Oxford, MD (CCEHBRO);

- provides all resources related to data management, electronic file, COTS, printing, computer
and software, field data acquisition, backup and restoration, LAN and WAN, helpdesk, specialty
applications for GIS and statistical analysis, moderate programming, Web design and Web
product delivery, video conferencing, and other media support services; and

- Provides continued service to the local area network (LAN) and the wide area network
(WAN) connections for non-SSMC locations.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

J- Other changes that create new privacy risks (specify):

~ X [This is an existing information system in which changes do not create new privacy
risks.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.
X No
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3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

~ X [1Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

] Companies
__ X _[1Other business entities

1 No, this IT system does not collect any BII.

4. Personally Identifiable Information
4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X [1DOC employees
__ X [IContractors working on behalf of DOC
__ X _[1Members of the public
I No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?

X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [ certify the criteria implied by one or more of the questions above apply to the National
Centers for Coastal Ocean Science (NCCOS) Research Support System (NOAA6301) and as a
consequence of this applicability, I will perform and document a PIA for this IT system.

I I certify the criteria implied by the questions above do not apply to the National Centers
for Coastal Ocean Science (NCCOS) Research Support System (NOAA6301) and as a
consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO): Rohit Munjal

MUNJAL.ROHIT.1500946 Digitally signed by
MUNJAL.ROHIT.1500946381

Signature of ISSO: 381 Date: 2018.01.05 09:43:16 05'00" Date:

Name of Information Technology Security Officer (ITSO): John D. Parker

PARKER.JOHN.D.136583591 PDigitally signed by
PARKER.JOHN.D. 1365835914

Name of Authorizing Official (AO): Steven Thur

Digitally signed by
THUR.STEVEN.M.1365841299
Date: 2018.01.19 07:49:11 -05'00'

Signature of AO: Date:
Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
GRAFF.MARK.HYRU et isiasrssa
DN:c US,o0 U.S.Government, ou DoD, ou PKI,
Signature of BCPO: M.1514447892 e UMI314478%2 Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Tuesday, January 23, 2018 10:23 AM

To: Mark Graff NOAA Federal

Cc: Gary Petroski NOAA Federal

Subject: NOAA8884 PIA and PTA for your signature

Attachments: NOAA8884 PIA 011618 Final_SO ITSO Signature.pdf; NOAA8884 PTA 01162018

Final_SO ITSO Signed.pdf

Revised per your comments, and okay'd for signatures by you. Despite the file names, the AO did sign as
well.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751
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Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Tuesday, January 23, 2018 10:26 AM

To: Gioffre, Kathy (Federal); CPO

Cc: Mark Graff NOAA Federal; Rohit Munjal NOAA Affiliate

Subject: NOAA6301 CERTIFICATION, PIA and PTA for your review

Attachments: NOAA6301_PIA_Annual_Review_Certification_2018 mhg.pdf; NOAA6301_PTA 2018

v2 mhg.pdf; NOAA6301_PIA_2018 v3 mhg.pdf

Kathy, here are the certification, PIA and PTA. No changes except the ATO date and the checking of 'no new
privacy risks".

thanks, Sarah
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
National Centers for Coastal Ocean Science (NCCOS) Research
Support System (NOAA6301)

Reviewed by:

, Bureau Chief Privacy Officer

[ Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
] Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
National Centers for Coastal Ocean Science (NCCOS) Research Support
System (NOAA6301)

Unique Project Identifier: 006-00-02-00-01-0511-00
Introduction: System Description

The NOAA6301 NCCOS Research Support System provides the network infrastructure,
hardware and software necessary to enable the mission of NCCOS, the organization. NCCOS’s
mission is to provide coastal managers with scientific information and tools needed to balance
society’s environmental, social, and economic goals.

NCCOS is passionate about supporting NOAA’s environmental and economic missions by
providing valuable scientific information to its constituents. NCCOS’s fundamental principles
are:

“To deliver high quality science in a timely and consistent manner using productive and
strong partnerships.

“To develop and maintain relevant research, long term data collection and analyses, and
forecasting capabilities in support of its customers, stakeholders, and partners.

-To build capacity in the private, local, state, and tribal sectors by transferring technology and
providing technical assistance and knowledge to its customers and partners.

-To conduct the anticipatory science necessary to manage potential impacts of multiple
stressors on coastal ecosystems.

The NOAA6301 system:

- provides support to the program areas which are responsible for conducting research in the
areas of marine bio-toxins; eco-toxicology; forensics; biotechnology; marine mammal stranding
and necropsies; risk analysis; DNA sequencing; and marine related viruses and pathogens;

- provides an operational environment supporting the mission and staff of the program offices
located on the Silver Spring Metro Center Campus - NCCOS Head Quarters (HQ), Center for
Sponsored Coastal Ocean Research (CSCOR), and Center for Coastal Monitoring and
Assessment (CCMA); Beaufort, NC - Center for Coastal Fisheries and Habitat Research
(CCFHR); Charleston, SC  Center for Coastal Environmental Health and Biomolecular
Research (CCEHBR) and Hollings Marine Laboratory (HML); and Oxford, MD Cooperative
Oxford Laboratory (COL);

- provides all resources related to data management, electronic file, COTS, printing, computer
and software, field data acquisition, backup and restoration, LAN, helpdesk, specialty
applications for GIS and statistical analysis, moderate programming, Web design and
Web product delivery, video conferencing, and other media support services; and

- Provides continued service to the local area network (LAN) connections for non-SSMC
locations.

In addition to the general purposes office automation support (file/printer sharing, application
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hosting, collaboration, etc.) provided by NOAA6301, the system provides help desk services and
supports a number of web sites and internal minor applications, one of which stores PII for the
purpose of conducting the external grant review process as defined within the NOAA Grants
Online System, (FISMA system ID, NOAA1101, PIA signed 7/6/2017). Grant applications are
downloaded from Grants Online on a case by case basis, for review. They are stored by
opportunity or grant number.

As detailed in the information sharing section below, NCCOS gathers and stores PII related to
employees and contractors for Human Resource-related issues such as the hiring process as well
as workforce planning, COOP Operations, and documentation. The NCCOS collects BII during
the pre and post activities associated with the acquisition and management of contracts.

Information Sharing

NOAA6301 NCCOS Research Support System General Support System (GSS) collects and
collects and stores limited PII, specifically, names, telephone numbers and email addresses
(voluntarily submitted by staff, partners, volunteers, and government and non-government
collaborators) to facilitate internal and external communications to facilitate business and
collaborative functions. This is not a central collection, but rather separated by function or
individual project or person.

NOAAG6301 is a general support system for NCCOS and stores information about individuals
during the application and hiring of (electronic copies of resumes and hiring ranking are stored
temporarily during the hiring phase), including standard HR information (such as Travel
authorization and vouchers, passports and international travel forms (completed by the
employee through the travel portal), information for security badging process (contact
information only the employee completed the badge application on paper forms, which are
taken to the NOAA Office of Security), and performance appraisal ranking).

NCCOS’ employee data is collected, stored and maintained for internal COOP, Human
Resources, and workforce planning purposes (federal employee/contractor).

NCCOS collects BII during the pre and post activities associated with the acquisition and
management of contracts. The storage is in the form of PDF forms or MS Word documents.
There 1s no major application or database used to collect or store BII or employee PII
information. NCCOS does not have a separate HR division since NCCOS utilizes the NOAA
Workforce Management Office.

With exception of the CSCOR Review Application, all information is stored on supervisors’ and
acquisition managers’ restricted access file storage available only to the specific employee(s).
Access is restricted to those on a need to know basis, by permissions settings and/or passwords.
The data 1s access controlled when on a supervisor’s desktop machine or file share; if stored on a
supervisor’s laptop, the data is encrypted since all mobile devices have full encryption. The
CSCOR Review Application although managed by NCCOS, is hosted by an NOAA6001 NOS
Enterprise Services server and is restricted by username and password.

CSCOR Review Application Information in identifying form is made available by NOAA
Grants Online (FISMA system ID, NOAA1101, PIA signed 7/6/2017) to NCCOS to accomplish
Independent Individual Merit Reviews supporting the NOAA Grants Online system and process.
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Information about the NOAA Grants Program may be found at:
http://www.corporateservices.noaa.gov/~grantsonline/index.html. This is a non-public system.
Information extracted from NOAA Grants Online to support the Independent Individual Merit
Reviews is temporarily stored to facilitate the review process lifecycle. This information can
include any general personal information and work related information. Although it is not the
intent to extract PII information from the NOAA Grants Online system, it is possible the
information could contain the Employer Identification Number (EIN). The EIN is a non-
mandatory field which may be populated on the grants information made available by federal
forms not managed by NCCOS. The NCCOS information system does not collect this
identifying information directly.

A citation of the legal authority to collect PII and/or BII

The general legislation supporting the system is 5 U.S.C.301, one of the statutes
concerning government organization and employees.

Additional authorities from DEPT-2, Accounts Receivable: H.R. 4613 (97th): Debt
Collection Act of 1982, a bill to increase the efficiency of Government-wide efforts to
collect debts owed the United States and to provide additional procedures for

the collection of debts owed the United States and 5 U.S.C. 5701-09; 31 U.S.C. 951-953,
4 CFR 102.4, FPMR 101-7; Treasury Fiscal Requirements Manual.

Additional authorities from GSA/GOVT-9, System for Award Management: Federal
Acquisition Regulation (FAR) Subparts 4.11 and 52.204, and 40 U.S.C. 121(c),
Regulations by Administrator. For the Entity Management functional area of Systems
Award Management, the authorities for collecting the information and maintaining
the system are the Federal Acquisition Regulation (FAR) Subparts 4.11 and 52.204
and 2 CFR, Subtitle A, Chapter I, and Part 25, as well as 40 U.S.C. 121(c). For the
exclusions portion of the Performance Information functional area, the authorities
for collecting the information and maintaining the system are FAR Subparts 9.4 and
28.2, Executive Order 12549 (February 18, 1986), Executive Order 12689 (August
16, 1989).

The Federal Information Processing Standard (FIPS) 199 security impact category for
NOAAG6301 is moderate.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)
a. Conversions | | d. Significant Merging | | g. New Interagency Uses |
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b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

X  This is an existing information system in which changes do not create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID X** | f. Driver’s License j. Financial Account

c. Employer ID g. Passport X k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:
** Same data element checked for Grants Online, as in the NOAA1101 PIA.

General Personal Data (GPD

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information

c. Alias i. Home Address X 0. Medical Information

d. Gender j. Telephone Number X p. Military Service

e. Age k. Email Address X q. Physical Characteristics

f. Race/Ethnicity 1. Education r. Mother’s Maiden Name

s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation X d. Telephone Number X g. Salary X

b. Job Title X e. Email Address X h. Work History X

c. Work Address X f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans

c. Voice f. Vascular Scan i.  Dental Profile
Recording/Signatures

j.  Other distinguishing features/biometrics (specify): NCCOS does not capture photographs for badging since
it is performed and stored by the NOAA badging office of security.
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System Administration/Audit Data (SAAD)

a. UserID X c. Date/Time of Access X e. ID Files Accessed
b. IP Address X d. Queries Run f. Contents of Files
g. Other system administration/audit data (specify):

Other Information (specify)

Pre and Post Acquisition. This BII information would be obtained and utilized during the pre acquisition
obtained through deliverable BIDS package and contain specific company information. BII information would be
maintained on specific secure network folders during the execution of awarded contract and other information
from companies not receiving awards would be deleted, when appropriate. This information is protected under
41 USC 253, the FOIA Exemption 3 statute for contract proposals and collections associated with them.

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person X Hard Copy: Mail/Fax X Online
Telephone Email X
Other (specify):

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify)

NOAA Grants Online http://www.corporateservices.noaa.gov/~grantsonline/index.html.

Non-government Sources

Public Organizations | x [ Private Sector X Commercial Data Brokers
Third Party Website or Application
Other (specify): NCCOS does not acquire PII from other non-government sources other than associated through
formal partnership agreements and for the purpose of facilities safety, security, and COOP. Other non-
government sources would be only for BII associated with Pre/Post Acquisition Sensitive Information obtained
through delivered bids on NCCOS Acquisitions.

2.3  Indicate the technologies used that contain PII/BII in ways that have not been previously
deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)
Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards

Other (specify):

| x | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |
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Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):
| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1  Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs X
For administrative matters X To promote information sharing initiatives
For litigation For criminal law enforcement activities
For civil enforcement activities For intelligence activities
To improve Federal services online For employee or customer satisfaction
For web measurement and customization For web measurement and customization
technologies (single-session ) technologies (multi-session )
Other (specify):
Collected BII would be associated with determine qualification/eligibility for open acquisitions. PII would be
collected for administrative actions, for HR and Workforce management. PII/BIl: NOAA Grants Online - Grant
Merit Reviews

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).
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In general, the laws that created the various NOS programs, specifically NCCOS, include
provisions for the program to accomplish a mission. The mission may involve partnerships
and educating the public. The collection and storage of information is part of accomplishing
the legislated mission of the NCCOS, the NOS, and NOAA (members of the public and
federal employees).

NOAAG6301 stores PII on an ad hoc basis as part of the application and hiring of employees,
including electronic copies of resumes and the processing of HR data about employees
including hiring ranking. This information is stored temporarily during the hiring phase, as
well as standard HR information such as travel authorization and vouchers, passports and
international travel forms, information for the security badging process (name, work email
address and work telephone number, and performance appraisal ranking.

NCCOS stores limited PII and potentially an EIN (BII), for grant review only, on an ad hoc
basis about individuals or entities that are providing information in support of a grant
application submitted through NOAA Grants Online which is retained for the review process
lifecycle only.

BII Pre and Post Acquisition. This BII information would be obtained and

utilized during the pre-acquisition obtained through deliverable BIDS package and contain
specific company information. BII information would be maintained on specific secure
network folders during the execution of awarded contract and other information from
companies not receiving awards would be deleted, when appropriate.

Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared
Case-by-Case Bulk Transfer Direct Access

Recipient

Within the bureau X
DOC bureaus

Federal agencies

State, local, tribal gov’t agencies
Public

Private sector

Foreign governments

Foreign entities

Other (specify):

| | The PII/BII in the system will not be shared.
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Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.

Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
NOAAG6301connects to the NOS Line Office information system NOAA6001 and other NOAA
information systems for VPN, Security and Network Operations. NCCOS established security permissions
based on NOS Active Directory Network account (enforced 2FA when possible), restrictions in firewall
ACL and security permissions on specific network folders where documentation is stored.

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3

Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or

disseminated by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.

X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: https://coastalscience.noaa.gov/contact/privacy.
A PAS for Grants Online has been finalized and has been posted at: https:/grantsonline.rdc.noaa.gov/

X Yes, notice is provided by other means. | Specify how: (Specific to PII) Verbally by administrative

appointed staff or supervisor OR this address is referenced:
https://coastalscience.noaa.gov/contact/privacy.

This is an NOS standard privacy policy and not specific to
NCCOS.

BII is provided for the purpose of acquisition consideration only
through government managed acquisition processes and forms
only. NCCOS does not generate or maintain additional forms or
processes to support acquisition activities. BII provided within
NOAA Grants Online utilized within the CSCOR Review
Application is managed through the NOAA Grants Online
application only.
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| No, notice is not provided.

| Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

X Yes, individuals have an opportunity to | Specify how: PII: No information collected is mandatory.

decline to provide PII/BII. Individuals are verbally told by administrative appointed staff or
supervisor that they can decline or individuals are directed to
review the privacy policy at this address:
https://coastalscience.noaa.gov/contact/privacy, where it is
stated all information collected is voluntary. This is an NOS
standard privacy policy and not specific to NCCOS.
BII provided for acquisition consideration is not mandatory.
However, declining to provide the information necessary to
evaluate them for an acquisition could result in non-award.
PII provided within NOAA Grants Online, utilized within the
CSCOR Review Application, is managed through the NOAA
Grants Online application only. Completion of the Grants
Online application would be needed for award consideration.

No, individuals do not have an Specify why not:

opportunity to decline to provide

PII/BII.

7.3  Indicate whether and how individuals have an opportunity to consent to particular uses of

their PII/BII.
X Yes, individuals have an opportunity to | Specify how: Applicants for positions are providing their
consent to particular uses of their personal information on a voluntary basis through their resumes.
PII/BII. There is only one use for this information. The employment
application contains the Privacy Act notice. Applicants have the
opportunity to consent to only particular uses of their PII, in
writing, to the HR representative or their supervisor, but it may
affect the overall processing of their employment.
For ongoing employee business, such as travel, there is only one
specific use for each PII collection.
BII is submitted for a specific purpose which consent is implied
with the submittal of the package. BII provided within NOAA
Grants Online utilized within the CSCOR Review Application is
managed through the NOAA Grants Online application only.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII

pertaining to them.

X Yes, individuals have an opportunity to | Specify how: (Specific to PII) NCCOS employees can contact

review/update PII/BII pertaining to
them.

HR staff or the federal employee personnel page to update their
information, as they are informed as part of new employee
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orientation.

BII is provided for the purpose of acquisition consideration
through government managed acquisition processes and forms
only. NCCOS dos not generate or maintain additional forms or
processes to support acquisition activities. BII provided within
NOAA Grants Online utilized within the CSCOR Review
Application is managed through the NOAA Grants Online
application only.

Regarding contracts and grants that are in process or awarded,
the applicants or awardees would send updates to the stated
NOAA contact.

No, individuals do not have an Specify why not:
opportunity to review/update PII/BII
pertaining to them.

Section 8: Administrative and Technological Controls

8.1

Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.

Access to the PII/BII is restricted to authorized personnel only.

PR [

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: With exception to the CSCOR Review Application, access to storage folders are restricted by
ACL and since PII/BII is not centralized in a database it cannot be easily monitored for access. The
CSCOR Review Application has a database which is monitored, tracked and recorded.

The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 3/23/2017. Next one is no later than
3/22/2018.

[] This is a new system. The A&A date will be provided when the A&A package is approved.

The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify): All appropriate contractors and contract clauses include non-disclosure, but not all federal
employees sign a confidentiality agreement or non-disclosure agreement.

10
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8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

All information is stored within the accredited boundaries of NOAA6301 in network data
shares controlled by established permission based on the organizational, project, or employee
access rights. Any access to specific restricted files or folders must be requested through an
access change request which is reviewed and documented by the NOAA6301 Information
System Security Officer for authorization and mission ‘need-to-know’ requirement prior to
implementation. Least privilege is implemented through file share permissions to ensure
privacy and open only to those demonstrating a “need to know.”

Any PII information which is transmitted electronically must follow the federal government
and NOAA standard procedure of secure packaging such as utilization of Department of
Commerce (DOC) Accellion for encryption in transit.

NCCOS implements security controls listed in NIST Special Publication 800-53 R4 required
for a moderate system. In compliance with NIST Special Publication 800-53 rev 4, NCCOS
has a security program, with performance measures and goals, in order to complete continuous
monitoring activities, which include annual security control reviews, quarterly vulnerability
scanning, monthly review of security access control list, weekly review of audit logs, handling
of access change requests and change control board activities. The risk assessment includes
the possible threats and vulnerability to the confidentiality, integrity, and availability of
mission and sensitive PII data along with the countermeasures.

The controls supporting the use of Microsoft Azure FedRamp approved system as a customer
are in place in NOAA6301. There are currently Web applications, with no PII, hosted on
Microsoft Azure. As noted in Section 12.2, we are transitioning CSCOR to Azure prior to
December 2018. The same sharing controls that are in place currently for CSCOR will apply
when it is moved to Azure.

Every year the IT system undergoes a thorough continuous monitoring for the assessment and
authorization (A&A) process that is performed by an independent. The A&A process ensures
that the security plan and operational, management, and technical controls meet Department of
Commerce (DOC) and NOAA guidelines for continued operation.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (4 new system of records notice (SORN) is required if the system is not covered
by an existing SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (7ist all that apply): COMMERCE/DEPT-18 - Employees Personnel
Files Not Covered By Notices of Other Agencies; DEPT-2, Accounts Receivable; GSA/GOVT-9, System
for Award Management.

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created:

11
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Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

There is an approved record control schedule.

Provide the name of the record control schedule: Chapters 1601 and 1607 of NOAA’s Records Schedules,
http://www.corporateservices.noaa.gov/audit/records management/schedules/, provide supplemental
record retention guidance for the NCCOS Research Support System. Chapter 1601 pertains to general
administration for the National Ocean Service and Chapter 1607 pertains to specific records managed by
the NCCOS Research Support System. Specifically, 1601-02 Grants Working Files (N1-370-02-5), 1601-
04 Electronic Copies (N1-370-02-5), 1601-05 NOS Annual Operating Plan (AOP) Information Tracking
Systems (N1-370-04-4), 1609-06 in the NOAA Disposition Handbook and 1607-04 Program Funding
Database.

The retention period for these records is guided by the General Records Schedules (GRS), which are issued
by the National Archives and Records Administration (NARA) to provide disposition authorization for
records common to several or all agencies of the federal government. In accordance with GRS 20, item 3,
electronic versions of records scheduled for disposal may be deleted at the expiration of the retention
period authorized by the GRS for the equivalent paper copies or when no longer needed, whichever is later.
In accordance with GRS 20, item 3, the data is presently being retained indefinitely.

For NCCOS administrative PII data, the records would be covered under the following NARA general
records schedules:

GRS 2 — payroll and pay administrative records

GRS 20 — electronic records

GRS 23 - records common to most offices within agencies

NCCOS’ contact information (contractor and partner) is collected to provide a means for the Office of
Coast Survey to communicate and respond to needs and requests. This data would be retained as long as
the individual continued to request contact and information. It is technologically possible to delete
information at the request of the individual. There is no scheduled records retention for this information.

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

Yes, retention is monitored for compliance to the schedule.

No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIIL. (Check all that apply.)

Disposal
Shredding X Overwriting X
Degaussing X Deleting X

Other (specify): Compliant sanitization methods.

12
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Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.
Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

X Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse

effect on organizational operations, organizational assets, or individuals.
High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)

X Identifiability Provide explanation: Evaluated how easily PII could be used to
identify a specific individual. Based on contact information,
individuals can be identified.

X Quantity of PII Provide explanation: Considered how many individuals can be
identified from the PII. The PII is only temporarily stored for a
limited amount of individuals, therefore reducing the breach impact.

X Data Field Sensitivity Provide explanation: Data fields are limited and only used when
absolutely required. SSN is not one of these data fields. EIN is a
field which can be populated within NOAA Grants Online,
however, is not required and is not utilized. This field will not be
extracted from NOAA Grants Online in the future revision of the
CSCOR Review Application.

X Context of Use Provide explanation: Evaluated the context of use—the purpose for
which the PII is collected, stored, used, processed, disclosed, or
disseminated. The use of the PII is restricted to specific individuals,
stored for a limited amount of time and is not utilized in more than
one way reducing the impact.

Obligation to Protect Confidentiality | Provide explanation:

X Access to and Location of PII Provide explanation: The PII is only temporarily stored in a
protected location for a limited amount of individuals, therefore
reducing the breach impact.

X Other: Provide explanation: The loss of a single individual’s PII would

have an impact on that individual through possible identify theft
and NCCOS as a government identity BUT it would not have an
impact on the NCCOS mission or have a serious impact on
reputation.

13
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Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.
Yes, the conduct of this PIA results in required business process changes.
Explanation:
X No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
Yes, the conduct of this PIA results in required technology changes.
X Explanation: NOAAG6301 is utilizing Azure SQL in the Microsoft Azure PaaS environment to store web

application data. Although there is currently no PII/BII associated with the web/apps and transitioning to
the new environment is not expected prior to December 2018, controls are already in place to encrypt at
rest data through the Azure SQL TDE capability: https://msdn.microsoft.com/en-us/library/dn948096.aspx.
All SQL databases will have this feature turned on at inception and it will remain on.

This storage is currently planned only for CSCOR and will further secure the CSCOR Review Application
Database.

No, the conduct of this PIA does not result in any required technology changes.

14
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Points of Contact and Signatures

Information System Security Officer or

System Owner

Name: Rohit Munjal

Office: NOS/NCCOS

Phone: 240-533-0289

Email: Rohit.Munjal@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

MUNJAL.ROHIT.1500 Digitallysigned by
MUNJALROHIT.1500946381

Information Technology Security Officer

Name: John D. Parker

Office: NOS

Phone: 240-533-0832
Email:John.D.parker@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

PARKERJOHN.D.13658359 EA‘Q"“'Y“Q"E‘“’Y

Name: Steven Thur

Office: NOS/NCCOS

Phone: 240-533-0146

Email: Steven. Thur@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

THURSTEVEN.M.1365841299
Signature: Date: 2018.01.1907:50:30 -05'00'
Date signed:

Signature: 946381 Date: 2018.01.05 0946150500 | G0yt 14 B 00"
Date signed: Date signed:
Authorizing Official Bureau Chief Privacy Officer

Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureaw/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

GRAFF.MARK. cosnammnviomistaserss2
Signature:  YRUM. 15144 oo oo .0 0w
cn GRAFF MARKHYRUM. 1514447
Date signed: 47892 Date: 2018013 10:129 0500

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)
Name of pia: NCCOS Research Support System

FISMA Name/ID (if different): NOAAG301
National Centers for Coastal Ocean Science

Name of IT System/ Program Owner:

Name of Information System Security Officer: Rohit Munjal

Name of Authorizing Official(s): Steven Thur / Cheryl Marlin

Date of Last PIA Compliance Review Board (CRB): 3/16/2017

(This date must be within three (3) years.)

Date of PIA Review: 1/8/2018
Rohit Munjal

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

MUNJAL.ROHIT. 1500046381 Dt tiin i %

Signature of Reviewer:

Date of Privacy Act (PA) Review:

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the Privacy Act Review date identified above, |
have reviewed all Privacy Act related issues cited in this PIA, such as, the legal authorities,
SORNSs, privacy act statements, etc. and have confirmed that there have been no changes to
the system/program which require revising the last SAOP approved version of the PIA which
is currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:




1/23/18

Name of the Reviewing Bureau Chief Privacy Officer (BCPO):

Date of BCPO Review:

Mark Graff

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/PII)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.
GRAFF.MARK. HYRUM. g e e e o e

ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature of the Bureau Chief Privacy Officer; 1514447892 Date 201601231017 27 0500
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA/National Centers for Coastal Ocean Science (NCCOS) Research
Support System (NOAA6301)

Unique Project Identifier: 006-00-02-00-01-0511-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: The NOAA6301 National Centers for
Coastal Ocean Science (NCCOS) Research Support System provides the network infrastructure,
hardware and software necessary to enable the mission of NCCOS, the organization. NCCOS’s
mission is to provide coastal managers with scientific information and tools needed to balance
society’s environmental, social, and economic goals.

NCCOS is passionate about supporting NOAA’s environmental and economic missions by
providing valuable scientific information to its constituents. NCCOS’s fundamental principles
are:

-To deliver high quality science in a timely and consistent manner using productive and
strong partnerships.

-To develop and maintain relevant research, long term data collection and analyses, and
forecasting capabilities in support of its customers, stakeholders, and partners.

-To build capacity in the private, local, state, and tribal sectors by transferring technology and
providing technical assistance and knowledge to its customers and partners.

-To conduct the anticipatory science necessary to manage potential impacts of multiple
stressors on coastal ecosystems.

The NOAA6301 system:

- provides support to the program areas which are responsible for conducting research in the
areas of marine bio-toxins; eco-toxicology; forensics; biotechnology; marine mammal stranding
and necropsies; risk analysis; DNA sequencing; and marine related viruses and pathogens;

- provides an operational environment supporting the mission and staff of the program offices
located on the Silver Spring Metro Center Campus - NCCOS Head Quarters (HQ), Center for
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Sponsored Coastal Ocean Research (CSCOR), and Center for Coastal Monitoring and
Assessment (CCMA); Beaufort, NC - Center for Coastal Fisheries and Habitat Research
(CCFHR); Charleston, SC  Center for Coastal Environmental Health and Biomolecular
Research (CCEHBR) and Hollings Marine Laboratory (HML); and Oxford, MD Cooperative
Oxford Laboratory (COL); Beaufort, NC (CCFHR); Charleston, SC (CCEHBRC and
CHHR/HML); and Oxford, MD (CCEHBRO);

- provides all resources related to data management, electronic file, COTS, printing, computer
and software, field data acquisition, backup and restoration, LAN and WAN, helpdesk, specialty
applications for GIS and statistical analysis, moderate programming, Web design and Web
product delivery, video conferencing, and other media support services; and

- Provides continued service to the local area network (LAN) and the wide area network
(WAN) connections for non-SSMC locations.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
] This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

J- Other changes that create new privacy risks (specify):

~ X [This is an existing information system in which changes do not create new privacy
risks.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.
X No
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3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

~ X [1Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

] Companies
__ X _[1Other business entities

1 No, this IT system does not collect any BII.

4. Personally Identifiable Information
4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X [1DOC employees
__ X [IContractors working on behalf of DOC
__ X _[1Members of the public
I No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?

X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [ certify the criteria implied by one or more of the questions above apply to the National
Centers for Coastal Ocean Science (NCCOS) Research Support System (NOAA6301) and as a
consequence of this applicability, I will perform and document a PIA for this IT system.

I I certify the criteria implied by the questions above do not apply to the National Centers
for Coastal Ocean Science (NCCOS) Research Support System (NOAA6301) and as a
consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO): Rohit Munjal

MUNJAL.ROHIT.1500946 Digitally signed by
MUNJAL.ROHIT.1500946381

Signature of ISSO: 381 Date: 2018.01.05 09:43:16 05'00" Date:

Name of Information Technology Security Officer (ITSO): John D. Parker

PARKER.JOHN.D.136583591 PDigitally signed by
PARKER.JOHN.D. 1365835914

Name of Authorizing Official (AO): Steven Thur

Digitally signed by
THUR.STEVEN.M.1365841299
Date: 2018.01.19 07:49:11 -05'00'

Signature of AO: Date:
Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
GRAFF.MARK.HYRU et isiasrssa
DN:c US,o0 U.S.Government, ou DoD, ou PKI,
Signature of BCPO: M.1514447892 e UMI314478%2 Date:




Martin, Lisa (Federal)
. _________________________________________________________________________________________________________________________________________________________|]

From: Martin, Lisa (Federal)

Sent: Tuesday, January 23, 2018 11:06 AM

To: Graff, Mark (Federal); Jones, Stephen; Williams, Eric (Contractor); Neal, Donna A;
Daniel, Tiffany

Subject: Document for TTX Planning

Attachments: Guide to Conducting a Pll Breach Table Top Exercise.docx

Attached.

Lisa J. Martin

Lisa J. Martin

Deputy Director of Departmental Privacy Operations
U.S. Department of Commerce

Office of Privacy and Open Government

Office: (202) 482-2459

Email: LMartinl @doc.gov



Guide to Conducting a Pll Breach Table Top Exercise (TTX)

Prior to Conducting this TTX

1. Review the DOC PA, Pll, and BIl Breach Response Plan.
2. Review OMB Memorandum 17 12, Preparing for and Responding to a Breach of Personally
Identifiable Information.

Breach Response Team Members

Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)
General Counsel (legal counsel)

Chief Information Officer (ClO) or the CIO’s designee

Senior Agency Information Security Officer (SAISO) or the SAISO’s designee
Chief Financial Officer/Assistant Secretary for Administration

Assistant Secretary for Legislative and Intergovernmental Affairs (OLIA) (legislative affairs
official)

7. Chief of Staff, Office of the Secretary

8. Director, Office of Public Affairs (OPA) (communication official)

9. Director, Office of Policy and Strategic Planning

10. Director, Office of Human Resources Management

11. Office of Security (OSY), Attends on an as needed basis

12. Office of Inspector General (OIG), Advisory Role

oukwnpeE

13. Bureau Chief Privacy Officers

14. Privacy Act Officers

15. Deputy Director for Departmental Privacy Operations
16. Departmental FOIA/PA Officer

Planning

1. Establish the objectives of the TTX. Some of your objectives may be:

a. Improve the understanding of the DOC Breach Response Plan.

b. Identify opportunities to improve the DOC Breach Response Plan and the
Department’s preparedness.

c. Identify interdependencies among agency organizations and third party service
providers.

2. Plan the TTX logistics.

a. Determine the date.

b. Reserve a space with an appropriate clearance level, as well as any materials or
multimedia support you may need, such as computer and display, whiteboard and
markers, butcher block paper, handouts, and dial in capabilities.

c. Setatime limit for the TTX. This will help you choose an appropriate scenario and
focus the conversation appropriately during the TTX.

d. Assign support staff roles.



Determine what role you want your privacy program to play in the exercise.
Individuals who are deeply involved in planning the TTX may need to take a
step back during the exercise to avoid accidently influencing the course of the
exercise. In a TTX, privacy office representatives often act in an advisor or
consultant role, responding to questions from other participants, rather than
the active leaders they often are in an actual breach.
Identify a facilitator (Consider using a neutral facilitator). The facilitator has the
primary responsibility for exercise conduct. This includes introducing and
providing scenario updates, moderating the discussions to ensure players
address exercise objectives and core capabilities, and ensuring everyone
contributes to the discussion and relevant issues are explored as thoroughly as
possible within the allotted time.
In addition to a facilitator, you will also need staff dedicated to:

1. Taking notes. These notes will form the basis of the after action report.

2. Tracking “parking lot” issues.

3. Documenting when Breach Response Plan steps are completed.

e. Create a participant roster to track attendance at the TTX.
f. Consider what role you want Senior Executive Service (SES) members and other senior

leaders to play. SES member participation may stifle the conversation. Consider using

SES members or other senior leaders as floaters who give out real time feedback.

A sample agenda is below:

Time Activity
[Month Day, Year]
0000 - 0000 Registration
0000 - 0000 Welcome and Introductions
0000 - 0000 Exercise Overview
0000 - 0000 Module 1: Initial Response — Scenario Background
0000 - 0000 Break
0000 - 0000 Module 2: Response
0000 - 0000 Module 3: Recovery
0000 - 0000 Break
0000 - 0000 Hot Wash




Time Activity

0000 - 0000

Closing Comments

0000 - 0000

Debrief (Facilitators and Evaluators only)

3. Develop arealistic breach scenario.

a. Choosing a scenario.

Consider which high value assets, applications, or processes you may want to include in
the scenario.

1. You do not have to limit yourself to high value assets, but you want to make sure
the scenario has stakes. A high profile system or program, or a scenario that
involves risks to the reputation or operations of the agency may be more
engaging and offer more avenues for the participants to explore.

Look at the Department’s recent breaches, as well as any major breaches, for ideas.
Review the Department’s breach metrics to see where there are trends that may
indicate a weakness or identify an issue about which you receive questions or
complaints and consider developing a scenario around those fact patterns.

Consider breaches that will engage all of the participants. For example, a loss of
hardcopy documents may not effectively engage a participant from the cybersecurity
team. A scenario that requires cross functional collaboration (e.g., between staff
supporting Freedom of Information Act (FOIA), privacy, cybersecurity, and human
resources) is often a more effective TTX.

Balance the complexity of the TTX with the knowledge and experience the BRT
members have with handling a breach. A too simple scenario may not be an effective
use of this training and awareness opportunity; a too complex scenario may make it
difficult for participants to engage in the TTX.

b. Refining the scenario.

After you have chosen the breach you would like to test, speak with the relevant
program office and/or system owners to ensure that you understand their data and
processes. The scenario should be grounded in reality.

Create a scenario that evolves over time. Create injects that complicate the scenario by
adding additional facts. Provide a realistic timestamp for each update to help
participants track their compliance with reporting requirements and understand how
long actual breach response activities may take.

You should be able to map the DOC Breach Response Plan steps to the steps in your
TTX; this will help you ensure that you have not forgotten any aspects of the DOC
Breach Response Plan in the development of the scenario. Consider creating a table or
grid citing back to the plan to ensure you know each BRT member’s role and
responsibility.

Try to make the TTX as interactive as possible. Break the scenario into modules with
injects to keep participant attention and focus the discussion.

4. Create supporting artifacts, such as breach reports, supplemental reports, and after action reports.



a. Use the Department’s breach reporting forms, including supplemental reports and after action
reports, for the exercise. Using existing artifacts may highlight areas that need clarification or
improvement.

b. You may want to create additional artifacts, such as dummy data file examples and external
press reports.

c. Besureto label all documents created for the TTX with “For exercise purposes only.”

It can be helpful to have packets available to the participants that include your agency’s breach
response policy, the initial scenario, the injects, and any other supporting materials. The
participants should not view the injects until they are directed to by the facilitator.
5. Provide an executive summary of the goals of the breach response program, its importance, and the
goals and relevance of the TTX for senior leadership prior to TTX.

Execution

1. Share the TTX ground rules with the participants.

* Silence cell phones and other mobile devices
during the exercise.

* Accept that the circumstances surrounding
the event are real.

* Thisis a “no-fault” environment where
varying viewpoints and disagreements are to

be expected. There are no wrong answers.

a. Stressthat this is a learning exercise and that
participants should feel comfortable asking
questions or throwing out ideas. There are no
wrong answers and everyone’s opinion will be
considered.

b. Emphasize that participants should not “fight
the scenario.” Every effort will have been made to ensure that the scenario is realistic and
reflects actual practices.

2. Present the initial facts of the scenario to the participants. Use prompts to encourage interaction if the
conversation is slow to start.
3. Participants should begin to identify immediate actions that should be taken, including establishing a
communications plan and, if appropriate, Congressional
Examples of Questions the BRT Should .
notification plan.

* |Is there a SORN or PIA?

* What other agency stakeholders or
partners should be made aware of the
breach?

* Who reports the breach to Congress?

* Who will need to approve any notices,
notifications, and other
communications?

* Who would be the source of the
notification? Is any official designation
required?

* How and who will fund identity
protection services (IPS)?

* Does the CFO need to be engaged
before securing IPS?

* |Is there a vendor engaged for call
center and IPS?

Close-out

4. Start to provide injects to the scenario that reflect the
types of information you would learn from a breach
investigation.

a. With each inject, participants should identify the actions
that should be taken based on the updated information.

b. You can also ask questions that explore other potential
aspects of the breach. For example, if your breach involves
information about members of the public only, you can ask
them whether they would do anything differently if employee
information was included.

5. Have participants complete a post TTX survey before
leaving to get their input on the quality and strengths of the
TTX, suggestions for improvement, and recommendations for
future TTX scenarios.



1. Develop an after action report/improvement plan that documents lessons learned and follow up
actions for strengthening the DOC breach response process and/or the system, program, or processes
that were tested in the TTX. The report/plan must provide timelines for improvement recommendation
implementation and assignment to responsible parties.

a. Also document lessons learned for the next tabletop exercise. You can include these in the
same report or a separate document.
b. Share the report with the BRT.

2. Review the DOC Breach Response Plan for any needed changes based on the lessons learned from the
TTX.

3. If appropriate, conduct an out brief for senior leadership. The briefing should identify any unresolved
issues to allow leadership to determine if any unmitigated risks are within the Department’s risk
tolerance.



Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Tuesday, January 23, 2018 1:03 PM

To: Mark Graff NOAA Federal

Subject: Fwd: NOAA8884 PIA and PTA for your signature

Attachments: NOAA8884 PIA 011618 Final_SO ITSO Signature.pdf; NOAA8884 PTA 01162018

Final_SO ITSO Signed.pdf

Mark, please sign when you have time. The ATO is 4 30 18. thx
Forwarded message

From: Sarah Brabson - NOAA Federal <sarah.brabson@noaa.gov>

Date: Tue, Jan 23, 2018 at 10:23 AM

Subject: NOAA8884 PIA and PTA for your signature

To: Mark Graff NOAA Federal <mark.graff@noaa.gov>

Cc: Gary Petroski NOAA Federal <gary.petroski@noaa.gov>

Revised per your comments, and okay'd for signatures by you. Despite the file names, the AO did sign as
well.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

oy

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce DM



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



WIE)



Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Tuesday, January 23, 2018 3:09 PM

To: Mark Graff NOAA Federal

Subject: NOAAB8850 PIA and PTA for your signature DOC wants by COB today, thx
Attachments: NOAA8850 EMES PIA 010918 for mhg sig.pdf; NOAA8850 Privacy Threshold

Analysis for mhg signature.pdf

Almost sent to Kathy by mistake!

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce MM
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Mark Graff - NOAA Federal

From: Mark Graff NOAA Federal

Sent: Tuesday, January 23, 2018 3:18 PM

To: Robert Swisher NOAA Federal; Ed Kearns NOAA Federal; Sarah Brabson NOAA
Federal

Cc: Dennis Morgan NOAA Federal; Eric Williams NOAA Affiliate; Robert Hembrook
NOAA Federal

Subject: Fwd: Hypothetical for Privacy Incident Tabletop Exercise

Attachments: Department of Commerce Pll, Bll, and PA Breach Response and Notification Plan

v3.pdf; Guide to Conducting a Pll Breach Table Top Exercise.docx

FYl Below
This is a NOAA Privacy led activity with DOC wide visibility.

As part of the new obligations under OMB M 17 12, DOC is preparing to conduct its first Privacy Incident
Tabletop Exercise across all DOC Bureaus

I . A COPy of the most recent DOC

Breach Response Notification Plan and guide to table top exercises is attached.

Let me know if you guys have any questions or issues you want raised to the group our next working group
meeting to prepare the exercise will be Thursday afternoon.

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

(C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.



Forwarded message
From: Mark Graff - NOAA Federal <mark.graff@noaa.gov>
Date: Tue, Jan 23, 2018 at 1:55 PM
Subject: Hypothetical for Privacy Incident Tabletop Exercise
To: "Neal, Donna A" <donna.a.neal@census.gov>, Eric Williams NOAA Affiliate
<eric.d.williams@noaa.gov>, "Martin, Lisa" <Imartinl@doc.gov>, "Jones, Stephen" <sjones@oig.doc.gov>,
"Murphy, Tahira" <TMurphy2@doc.gov>, "Daniel, Tiffany" <Tiffany.Daniel@bis.doc.gov>
Cc: "Purvis, Catrina" <cpurvis@doc.gov>

Hello All,

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

(C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomey work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.
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Department of Commerce PII, BII, and PA
Breach Response and Notification Plan

COMMERCE PRIVACY MISSION STATEMENT

The Department of Commerce is committed to safeguarding personal privacy.
Individual trust in the privacy and security of personally identifiable
information is a foundation of trust in government and commerce in the 21"
Century. As an employer, a collector of data on millions of individuals and
companies, the developer of information-management standards and a federal
advisor on information management policy, the Department strives to be a
leader in best privacy practices and privacy policy. To further this goal, the
Department assigns a high priority to privacy considerations in all systems,
programs, and policies.

This Plan establishes governing policies and procedures for privacy incident handling at the
Department of Commerce (DOC). The policies and procedures are based on applicable laws,
Presidential Directives, and Office of Management and Budget (OMB) directives. It was
originally developed in response to memoranda issued by the OMB and has been revised
according to the most recent memoranda issued in 2017.!

Please contact the DOC Senior Agency Official for Privacy (SAOP)/ Chief Privacy Officer (CPO)
in the Office of Privacy and Open Government (OPOG) at cpo@doc.gov or (202) 482-1190
concerning questions about this Plan or the DOC Privacy Program.

' OMB Memorandum regarding “Preparing for and Responding to a Breach of Personally Identifiable Information”,
issued on January 3, 2017 (OMB M-17-12).

Department of Commerce PII, BII, and PA Breach Response and Notification Plan 1
July 2017
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1.0 Introduction

1.1 Purpose

The Department of Commerce (DOC, Commerce, or the Department) has a duty to appropriately
safeguard personally identifiable information (PII) in its possession and to prevent its
compromise in order to maintain the public’s trust. This Breach Response and Notification Plan
(the Plan) serves this purpose by informing DOC and its bureaus, employees, and contractors of
their obligation to protect PII and by establishing procedures defining how they must prepare for
and respond to a PII incident.

The Plan also addresses response and notification procedures for business identifiable
information (BII) and Privacy Act (PA) incidents.

1.2 Background

The Office of Management and Budget (OMB) regularly issues memoranda which require
agencies to assess and mitigate the risk of harm to individuals potentially affected by a breach
and develop guidance on whether and how to provide notification and services to those
individuals. This Plan establishes appropriate administrative, technical, and physical safeguards
to ensure the security and confidentiality of records for any individual on whom information is
maintained. Further, OMB requires each agency to develop a breach notification policy and
plan, and to establish a core management team responsible for responding to the breach of
PII/BII.

Pursuant to these OMB requirements, this Plan:

e Outlines procedures for reporting a DOC breach;

e Provides guidance for assessing and mitigating the risk of harm to individuals potentially
affected by a breach;

e Delineates the investigation process, notification and remediation plan;

e Identifies applicable privacy compliance documentation;

e Lists the appropriate information sharing when responding to a breach; and

e Establishes the breach response team, called the DOC PII Breach Response Task Force
(Task Force).

This Plan supplements current requirements for reporting and handling incidents pursuant to the
Federal Information Security Modernization Act (FISMA), National Institute of Standards and
Technology (NIST) Special Publication 800-61, Computer Security Incident Handling Guide,
and the concept of operations for Department of Homeland Security (DHS), United States
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Computer Emergency Readiness Team (US-CERT). All Bureaus, Operating Units, and
contractors are responsible for compliance with this Plan.

1.3 Scope

The DOC PII, BII, and PA Breach Response and Notification Plan applies to all DOC and
Bureau personnel including contractors, and to all DOC and Bureau information systems and
information in any format (e.g., paper, electronic, etc.).

1.4 Authorities
o The Privacy Act of 1974, 5 U.S.C. § 552a, provides privacy protections for records

containing information about individuals (i.e., citizen and legal permanent resident) that are
collected and maintained by the federal government and are retrieved by a personal identifier.
The Act requires agencies to safeguard information contained in a system of records.

o The Federal Information Security Modernization Act of 2014, Public Law No. 113-283,
requires agencies to develop, document, and implement an agency-wide program to provide
information security for the information and information systems that support the operations
and assets of an agency.

o US-CERT Federal Incident Notification Guidelines, effective April 1, 2017, provides
guidance for notifying the computer emergency readiness team of any incident that

jeopardizes the integrity, confidentiality, or availability of information or an information
system.

o OMB Memorandum M-03-22. Guidance for Implementing the Privacy Provisions of the E-

Government Act of 2002 (September 26, 2003), requires agencies to conduct reviews of how
information about individuals is handled when information technology (IT) is used to collect
new information, or when agencies develop or buy new IT systems to handle collections of
personally identifiable information, and to describe how the agency handles information that
individuals provide electronically.

o OMB Memorandum M-06-16, Protection of Sensitive Agency Information (June 23, 2006),
requires agencies to implement encryption protections for PII being transported and/or stored
offsite.

o OMB Memorandum M-11-02, Sharing Data While Protecting Privacy (November 3. 2010),
requires agencies to develop and implement solutions that allow data sharing to move
forward in a manner that complies with applicable privacy laws, regulations, and policies.

o OMB Memorandum M-16-04, Cybersecurity Strategy and Implementation Plan (CSIP) for
the Federal Civilian Government (October 30, 2015), requires agencies to take immediate
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steps to further protect Federal information and assets and improve the resilience of Federal
networks.

o OMB Memorandum M-17-05, Fiscal Year 2016-2017 Guidance on Federal Information
Security and Privacy Management Requirements (November 4, 2016), requires oversight and
reporting requirements for Information Security and Privacy Programs and updates major
incident definition and US-CERT notification guidelines.

o OMB Memorandum M-17-12. Preparing for and Responding to a Breach of Personally
Identifiable Information (January 3, 2017).

2.0 Definitions and Examples

> Authorized User - A person or persons granted permission to manage, access or make
decisions regarding PII.

» Breach/Incident - For the purposes of this document, a PII breach incident includes the
loss of control, compromise, unauthorized disclosure, unauthorized acquisition, or any
similar occurrence where (1) a person other than an authorized user accesses or
potentially accesses sensitive PII, or (2) an authorized user accesses or potentially
accesses sensitive PII for other than an authorized purpose. A PII breach incident is not
limited to an occurrence where a person other than an authorized user potentially
accesses sensitive PII by means of a network intrusion, a targeted attack that exploits
website vulnerabilities, or an attack executed through an email message or attachment. A
breach incident may also include:

e The loss or theft of physical documents that include sensitive PII and portable
electronic storage media that stores sensitive PII. This could be a laptop or
portable storage device storing sensitive PII which is lost or stolen, or a box of
documents with sensitive PII which is lost or stolen during shipping;

e The inadvertent disclosure of sensitive PII. Examples include an email containing
PII/BII which is inadvertently sent to the wrong person or sensitive PII that
should not be widely disseminated is posted inadvertently on a public website;

e An employee sending their own sensitive PII via an unencrypted email;

e An oral disclosure of sensitive PII to a person who is not authorized to receive
that information. For example, an unauthorized third party overhears agency
employees discussing sensitive PII about an individual seeking employment or
Federal benefits;

e An authorized user accessing sensitive PII for other than an authorized purpose.
An example is a user with authorized access to sensitive PII sells it for personal
gain or disseminates it to embarrass an individual.
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> Business Identifiable Information (BII) Information that is defined in the Freedom of
Information Act (FOIA) as "trade secrets and commercial or financial information
obtained from a person and privileged or confidential.” Commercial or financial
information is considered confidential if disclosure is likely to cause substantial harm to
the competitive position of the person from whom the information was obtained.

» Close-out The process by which the Bureau Privacy Officer (BPO) or BPO designee
closes a PII incident report. Close-out is warranted after completion of the investigation
of the incident, issuance of external notification if appropriate, and implementation of all
suitable privacy and IT security mitigation, corrective, and/or remedial actions. If a
portion of one or more of these stages is ongoing, the incident cannot be closed. Written
SAOP/CPO concurrence is required for close-out of Moderate and High risk PII
incidents.

» Computer Incident Response Team (CIRT)? A capability set up for the purpose of
assisting in responding to computer security-related incidents. [NIST SP 800-61]. This
capability may include resources, such as staff, tools, monitoring, and intrusion
detection/prevention services.

» Corrective/Remedial Actions Steps taken to mitigate losses and protect against any
further breaches.

> Enterprise Security Operations Center (ESOC) — the committee that provides the
Department of Commerce with cybersecurity status information and decision-making
regarding cyber threat risks of various types.

» Harm Any adverse effects that would be experienced by an individual whose sensitive
PII was the subject of a breach, as well as any adverse effects experienced by the
organization that maintains the PII. Harm to an individual includes any negative or
unwanted effects (i.e., anything that may be socially, physically, or financially
damaging). Examples of types of harm to individuals include, but are not limited to, the
potential for blackmail, identity theft, physical harm, discrimination, or emotional
distress. Organizations may also experience harm as a result of a loss of sensitive PII
maintained by the organization, including but not limited to administrative burden,
financial losses, loss of public reputation and public confidence, and legal liability.

2 Throughout the Plan, the term CIRTs refer to both the DOC CIRT and Bureau/Operating Unit (BOU) CIRT,
except where otherwise specified.
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[NIST SP 800-122].

Major Incident Incidents requiring a report to Congress no later than seven (7) days
after the date on which the Department has considered the totality of circumstances of the
affects the risk poses to the Department or Bureau/Operating Unit (BOU) and individuals
and concluded a major incident has occurred. Incidents are considered major when:

e The information involved is Classified, Controlled Unclassified Information
(CUI), or PII; the incident resulted in the loss of critical service availability for all
users or for at least 10,000 users, for eight hours or more; and the potentially
compromised information poses a risk of harm to the Department or BOU and
individuals.

a. The Department CIO shall document a determination that potentially
compromised information does not pose a risk of harm to the affected
organizations and individuals as well as any risk mitigations in place.

Or

e The information involved is Classified, CUI, or PII; the incident resulted in the
unauthorized modification, deletion, exfiltration of, or access to any records:
a. Related to 10,000 or more individuals; or
b. Compromised or likely to result in a significant impact to Department
mission, public health or safety, national security, economic security,
foreign relations, civil liberties, or public confidence;
and the potentially compromised information poses a risk of harm to the affected
organizations and individuals.
a. The Department CIO shall document a determination that potentially
compromised information does not pose a risk of harm to the Department
or BOU and individuals, as well as any risk mitigations in place.

Need to Know - Information or data that is restricted due to its sensitive nature and the
information is only given when needed or authorized.

Personally Identifiable Information (PII) Information that can be used to distinguish
or trace an individual’s identity, such as name, Social Security number (SSN), biometric
records, etc., alone, or when combined with other personal or identifying information,
which is linked or linkable to a specific individual, such as date and place of birth,
mother’s maiden name, etc.

e Sensitive PII is personally identifiable information, which if lost, compromised,
or disclosed without authorization, could result in substantial harm,
embarrassment, inconvenience, or unfairness to an individual.

e Some forms of PII are sensitive as stand-alone data elements. Examples of such
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PII include: SSN, driver's license or state identification number, passport number,
Alien Registration Number, or financial account number. SSNs including
truncated SSNs revealing only the last four digits are considered sensitive PII,
both stand-alone and when associated with any other identifiable information.

e Other data elements such as citizenship or immigration status; medical
information; ethnic, religious, sexual orientation, or lifestyle information; and
account passwords, in conjunction with the identity of an individual (directly or
indirectly inferred), are also sensitive PII.

e Additionally, the context of the PII may determine whether it is sensitive, such as
a list of names of employees with poor performance ratings.

» Privacy Act (PA) Incident Disclosure of official records containing individually
identifiable information that is prohibited by 5 U.S.C. § 552a, or regulations established
thereunder. A PA incident occurs when an officer or employee of the Department, who
by virtue of employment or official position with possession of, or access to records,
discloses the material in any manner to any person or agency not entitled to receive it.
NOTE: PA protection is based on how an individual’s personal information is
maintained by the government. If personal information is maintained by the government
in a manner that is searchable by a personal identifier, it is PA information that must be
covered under a published System of Records Notice (SORN). Disclosure of a PA record
covered by a particular SORN without an identified routine use or another PA exception
is considered a PA incident.?

» Risk The level of impact on agency operations (including mission, functions, image, or
reputation), agency assets, or individuals resulting from the operation of an information
system given the potential impact of a threat and the likelihood of that threat occurring.
[NIST FIPS 200].

e Low is defined as the loss of confidentiality, integrity, or availability that is
expected to have a limited adverse effect on organizational operations,
organization assets or individuals. Breach incidents resulting from the following
may be defined as Low if there was no failure of a Commerce IT security control:

a. An individual exposed his/her own sensitive PII.
b. A PII incident resulted from personal use of Commerce IT.

3 The twelve exceptions to the “No Disclosure Without Consent Rule” are: 1) “need to know” within agency; 2)
required FOIA disclosure; 3) routine uses; 4) Bureau of the Census; 5) statistical research; 6) National Archives and
Records Administration; 7) law enforcement request; 8) health or safety of an individual; 9) Congress; 10) General
Accountability Office; 11) court order; and 12) Debt Collection Act. Additional information is available on the U.S.
Department of Justice website: Overview of the Privacy Act of 1974.
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e Moderate is defined as the loss of confidentiality, integrity, or availability that is
expected to have a serious adverse effect on organizational operations,
organization assets or individuals.

e High is defined as the loss of confidentiality, integrity, or availability that is
expected to have a severe or catastrophic adverse effect on organizational
operations, organization assets or individuals.

Security Control The management, operational, and technical controls (i.e., safeguards
or countermeasures) prescribed for an information system to protect the confidentiality,
integrity, and availability of the system and its information. [NIST FIPS 200]. For the
protection of PII, security controls may include password protection, data encryption,
full-disk encryption, or “auto-wipe” and “remote kill” features that provide the ability to
protect a lost device by remotely disabling accessibility to data.

Substitute Notification A supplemental notification of an incident breach which keeps
potentially affected individuals informed when there is insufficient contact information or
a means by which affected individuals are informed collectively. A substitute notification
consists of a conspicuous posting of the notification on the home page of the
Department’s website and/or notification to major print and broadcast media, including
major media in areas where the potentially affected individuals reside. Substitute
notification includes phone numbers and email for affected individuals to use.

3.0 Roles and Responsibilities

3.1
>

Y

Bureau/Operating Unit CIRT (BOU CIRT)*

Reports all sensitive PII breach incidents within one (1) hour of discovery/detection to
the SAOP/CPO, AND Enterprise Security Operations Center (ESOC).

Reports all incidents to the SAOP/CPO at: cpo@doc.gov.

Reports all incidents to the ESOC at: ESOC@doc.gov or 202-482-4000.

Provides information on all sensitive PII breach incidents in the initial incident report (or

as much of the information as known) in the format provided in Appendix A

Ensures an initial risk of harm rating (Low, Moderate, or High) is assigned by the BCPO
as part of the initial reporting for each PII incident using Appendix B - Risk Level
Evaluation Matrix.

4Throughout this Plan, Bureau/Operating Unit CIRT (BOU CIRT) may refer to the Bureau’s/Operating Unit’s
Privacy Office, Information Technology Security Officer (ITSO), or Information System Security Officer (ISSO) as
prescribed by the Bureau’s/Operating Unit’s policies/processes, Service Level Agreement (SLA), and/or
Memorandum of Understanding (MOU).
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Investigates all sensitive PII breach incidents within 48 hours of the incident
discovery/detection and provides a follow-up report to the SAOP/CPO, ESOC, and
BCPO. Investigates means that the following information has been documented in an
incident report and submitted to the ESOC and SAOP/CPO: initial risk rating,
mitigation and corrective/remedial actions, and any details/special circumstances
missing from the initial report.
Continues to investigate the incident, as necessary, and follows-up on all open incidents
as part of the weekly SAOP/CPO reporting until the incident is closed out.
Ensures the Privacy Task Force Package is built by the BCPO with coordination of the
SAOP/CPO for Moderate and High risk incidents, if required.
Ensures all applicable compliance documentation is identified, such as SORNs, Privacy
Impact Assessments, and privacy notices, when responding to a breach incident.
For PA and BII incidents involving no breach of sensitive PII, ensures PA incident
without PII is turned over to the Bureau Chief Counsel (BCC) for investigation.
Coordinates with BCPO to consult with the BCC as appropriate on BII incidents without
sensitive PII to determine if a Trade Secrets Act violation occurred, dates of referral to
the BCC for investigation are documented and sensitive PII portion of breach is closed.
For PA and BII incidents which do involve breach of sensitive PII, ensures BCC
notification of BII/PA aspects of incident, continuation of PII processing noting BII/PA
efforts in parallel, and BCC instructions are followed to close BII/PA portion of incident.
In instances where a PA violation occurs solely because an individual sends PA
information via an unencrypted email, the BCPO’s investigation clearly indicates that
the violation via the unencrypted email was inadvertent, and remedial measures have
already been taken to mitigate the PII breach, ensures that the BCPO does not refer the
matter to the BCC for further review.
Ensures the appropriate Property Management Office is notified of the loss when it
involves network server, desktop computer, laptop computer, notebook computer, or
other media and/or storage equipment, so that appropriate property management controls
can be considered.
Ensures notification to the Office of Inspector General (OIG), when necessary (e.g.,
intentional acts, criminal acts).
= The OIG has discretion to contact the Attorney General/Department of
Justice.
Ensures notification to the appropriate law enforcement authorities:
= Office of Security (OSY) and/or the Bureau-managed police force, when
applicable;
= Local law enforcement (Police Department), if incident involves theft from
locations other than the workplace (e.g., laptop stolen from personal or
government vehicle, laptop stolen from home); or

Department of Commerce PII, BII, and PA Breach Response and Notification Plan
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= Federal Protective Service (FPS), if incident involves theft from workplace
locations that include facilities managed by the General Services
Administration (GSA).
» Documents completion of all appropriate corrective/remedial actions in the incident
report prior to close-out of PII incident.
» Supports and participates in tabletop exercise with the Task Force in order to practice a
coordinated response to a breach, assist to refine and validate the Plan, and assist to
further identify potential weaknesses in the Department’s response capabilities.

3.2 Bureau Chief Privacy Officer (BCPO)’

» Ensures effective BOU execution of each breach response.

» Represents BOU in all Commerce Privacy Program meetings/events.

» Ensures all BOU sensitive PII incidents are reported within one (1) hour of
discovery/detection to the SAOP/CPO, and ESOC.°

» Ensures the BOU PII incident reporting process requires collection of all Appendix A
identified fields of information.

» Evaluates all BOU PII incidents in accordance with Appendix B Risk Level Evaluation
Matrix and assigns a risk of harm rating at initial report, changing as necessary upon
completion of the investigation.

» Notifies the appropriate Property Management Office of the loss when it involves
network server, desktop computer, laptop computer, notebook computer, or other media
and/or storage equipment, so that appropriate property management controls can be
considered.

» Notifies the OIG, when necessary (e.g., intentional acts, criminal acts)

e The OIG has discretion to contact the Attorney General/Department of Justice.

» Notifies to the appropriate law enforcement authorities:

e Office of Security (OSY) and/or the Bureau-managed police force, when applicable;
e Local law enforcement (Police Department), if incident involves theft from locations
other than the workplace (e.g., laptop stolen from personal or government vehicle,

laptop stolen from home); or
e Federal Protective Service (FPS), if incident involves theft from workplace locations
that include facilities managed by the General Services Administration (GSA).

» Ensures all BOU PII incidents are under investigation within 48 hours of the incident
discovery/detection and a follow-up report has been submitted to the SAOP/CPO and

3 Includes privacy officers in Operating Units.

¢ As indicated in OMB Memorandum M-17-05, “Fiscal Year 2016-2017 Guidance on Federal Information Security
and Privacy Management Requirements (November 4, 2016).
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ESOC. Under investigation means that the following information has been documented
in an incident report and submitted to the ESOC and SAOP/CPO: initial risk rating,
mitigation and corrective/remedial actions, and any details/special circumstances
missing from the initial report.

Builds the Privacy Task Force Package in coordination with the SAOP/CPO for

Moderate and High risk incidents, if required.

Identifies all applicable compliance documentation, such as SORNSs, Privacy Impact

Assessments, and privacy notices, when responding to a breach.

Ensures appropriate management attention is given to repeat offenders.

Maintains thorough records of PII incidents from the initial report through the completed

response.

Ensures completion of corrective/remedial actions for each PII incident and ensures

BOU CIRT has documented completion of these actions in the incident report prior to

close-out of PII incident.

Closes Low risk incidents and provides closure notification to SAOP/CPO and ESOC.

Sends closure concurrence requests for Moderate and High risk PII incidents to the

SAOP/CPO.

For PA and BII incidents involving no breach of PII, turns over PA incidents without PII

to the BCC for investigation, coordinates with BOU CIRT to consult with the BCC as

appropriate on BII incidents without PII to determine if a Trade Secrets Act violation
occurred, documents dates of referral to the BCC for investigation, and closes PII
portion of breach.

For PA and BII incidents which do involve breach of PII, notifies the BCC of BII/PA

aspects of incident, continues PII processing noting BII/PA efforts in parallel, and

follows BCC instructions to close BII/PA portion of incident.

e In instances where a PA violation occurs solely because an individual sends PA
information via an unencrypted email, the BCPO’s investigation clearly indicates
that the violation via the unencrypted email was inadvertent, and remedial measures
have already been taken to mitigate the PII breach, the BCPO is not required to refer
the matter to the BCC for further review.

Provides training to BOU personnel regarding the handling of PII breach response, as

needed.

Delegates a BCPO responsibility only to fully qualified individuals and designation is

made in writing to the SAOP/CPO (Sample delegation of authority memorandum is

provided in Appendix C).

Ensures BOU policies and training are updated, as appropriate, in response to problems

identified by a specific incident or trends indicated by several incidents.

Ensures that contract terms necessary for the Department to respond to a breach are

included in contracts when a contractor collects or maintains Federal information on
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behalf of the Department or uses or operates an information system on behalf of the
Department.

» Provides reporting to the Bureau Senior Management as necessary.

» Supports and participates in tabletop exercise with the Task Force in order to practice a
coordinated response to a breach, assist to refine and validate the Plan, and assist to
further identify potential weaknesses in the Department’s response capabilities

Enterprise Security Operations Center (ESOC)

Reports all cyber PII incidents within one (1) hour of notification to the SAOP/CPO and
the US-CERT by completing the US-CERT Incident Reporting System form.

Ensures all non-cyber PII incidents have been reported to the SAOP/CPO within one (1)
hour of notification.

Requests status updates when needed from the BCPO and/or BOU CIRT.

Provides closure notification to US-CERT and SAOP/CPO for all cyber low risk PII
incidents; provides closure notification to US-CERT for all cyber moderate/high risk PII
incidents; and provides closure notification to SAOP/CPO for all non-cyber low risk PII
incidents.

» Provides a quarterly report to the SAOP/CPO detailing the status of each breach reported

to the ESOC.

YV V V W

3.4 Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer
(CPO)

» Serves as Chair of the Task Force.

» Provides reports about Task Force actions to the Privacy Council, ensuring lessons
learned are used to implement preventative actions.

» Convenes mandatory Task Force meetings when a breach constitutes a major incident
and determines frequency of all other Task Force meetings.

» Holds a tabletop exercise annually with the Task Force in order to practice a coordinated
response to a breach, further refine and validate the Plan, and identify potential
weaknesses in the Department’s response capabilities.

» Receives reports of all PII incidents at: cpo@doc.gov.

» Ensures effective execution of each breach response.

» Meets regularly with the Privacy Council to ensure effective execution of BOU level
breach response.

» Provides closure concurrence for Moderate and High risk PII incident reports.

» Provides quarterly PII metrics.

» Maintains thorough records of PII incidents from the initial report through the completed
response.

» Provides training to DOC employees and contractors regarding preparing for and the
handling of PII breach response, as needed.

» Reviews the quarterly status report received from the ESOC and validates the reports
accurately reflect the status of each reported breach.

» Reviews reports and determines appropriate action, such as developing new policy,
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updating existing policies, improving training and awareness, etc.

» Provides reporting to the Secretary, Deputy Secretary, and the Executive Management
Team (EMT), as necessary.

» Develops training for individuals with access to Federal information and information
systems on how to identify, report, and respond to a breach.

» Ensures routine uses are in all PA System of Records Notices (SORNS) for the disclosure

of information necessary to respond to a breach either of the Department’s PII or to assist
another agency in its response to a breach.

3.5 DOC PII Breach Response Task Force

12

Consistent with the OMB guidance, the Task Force will consist of the following permanent
members (or their designees):

e Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO), Chair

e General Counsel (legal counsel)

e Chief Information Officer (CI1O) or the C1O’s designee

e Senior Agency Information Security Officer (SAISO) or the SAISO’s designee

e Chief Financial Officer/Assistant Secretary for Administration

e Assistant Secretary for Legislative and Intergovernmental Affairs (OLIA) (legislative

affairs official)

e Chief of Staff, Office of the Secretary

e Director, Office of Public Affairs (OPA) (communication official)

e Director, Office of Policy and Strategic Planning

e Director, Office of Human Resources Management

e Office of Security (OSY), Attends on an as needed basis

e Office of Inspector General (OIG), Advisory Role

Each member shall participate in Task Force meetings when convened by the SAOP/CPO
and shall provide his/her expertise as needed to provide the best response and lessons learned
for each incident. Decisions and recommendations are made by consensus. In addition, the
Task Force members must participate in the tabletop exercise held annually.

The Bureau/Operating Unit (BOU) that initially reported an incident may be asked to attend a
Task Force meeting to discuss the specific details of the incident, help to formulate an
appropriate response, and assist in executing the breach response.

The Task Force, or a designated representative, may also work closely with other Federal
agencies, offices, or teams to share lessons learned or help to develop government-wide
guidance for handling PII incidents.

If a breach involves DOC employee PII, then the Task Force has the discretion to notify the
relevant and affected senior management while the response is being developed and
executed.

As Chair of the Task Force, the CPO shall provide reports to the Privacy Council, as

appropriate.
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In order to effectively and efficiently respond to a breach, the breach response team may
need to consult with the following personnel:

e Budget and procurement personnel who can provide expertise when a breach involves
contractors or an acquisition, or who may help procure services such as computer
forensics, cybersecurity experts, services, or call center support;

e Human resources personnel who may assist when employee misconduct results in a
breach or when an employee is suspected of intentionally causing a breach or
violating agency policy;

e Law enforcement personnel who may assist when a breach involves the violation or
suspected violation of law or when a breach is the subject of a law enforcement
investigation;

e Physical security personnel who may investigate a breach involving unauthorized
physical access to a facility or when additional information regarding physical access
to a facility is required; and,

e Other agency personnel who may be necessary according to specific agency missions,
authorities, circumstances, and identified risks.

3.6 Office of the Chief Information Officer (OCIO)

» Provides information technology guidance in responding to suspected or known breaches,
such as an evaluation of controls or computer forensics investigation and analysis.
» Working with the affected BOU, takes steps to control and contain the breach, such as:
o Monitor, suspend, or terminate affected accounts;
o Modify computer access or physical access controls; and
» Takes other necessary and appropriate action without undue delay and consistent with
current requirements under FISMA.

3.7 Office of General Counsel (OGC)/Bureau Chief Counsel (BCC)

» Provides legal support and guidance in responding to a PII incident.
» Provides legal review of BII and PA incidents.

3.8 Office of Inspector General (OIG)

» Determines whether to notify the Department of Justice or other law enforcement
authorities following a breach.

» Advises the Task Force about ongoing investigations and the timing of external
notifications that may affect such investigations.

3.9 Office of Legislative and Intergovernmental Affairs (OLIA)

» Coordinates all communications and meetings with members of Congress and their staff
when necessary.
» Ensures major incidents are reported to Congress within the established seven (7) days.
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3.10 Privacy Council

>

Receives reports about the actions of the Task Force.

Analyzes reports from the Task Force to make recommendations for privacy policy
changes.

Approves changes to this Plan as recommended by the SAOP/CPO.

3.11 Office of Public Affairs (OPA)

>

Coordinates notifications to individuals, the media, and other third parties as appropriate.

3.12 Supervisor/Manager

>
>
>

YV V V

Ensures compliance to Federal laws, rules, regulations, and Departmental privacy policy.
Ensures employee/contractor completes training to properly safeguard information.
Takes steps to prevent a breach from occurring (e.g., ensuring laptops are password
protected and encrypted, and providing shredder for staff, etc.).
Recognizes a privacy incident and upon discovery/detection, immediately reports a
suspected or confirmed breach incident to the BCPO and BOU CIRT (NOTE:
Supervisor/manager does not forward sensitive PII when reporting incident). Information
to report verbally or by email includes:

e Name
Contact information
Description of incident
Date, time, and place incident occurred
Type of media or device involved

e Any controls enabled to mitigate loss

e Number of individuals potentially affected
Maintains or documents records of information and/or actions relevant to the incident.
Provides advice, expertise, and assistance to the BCPO and/or BOU CIRT, as needed.
Assists with the investigation and corrective/remedial actions, as needed.

Ensures appropriate consequences for repeat offenders.

3.13 Employee/Contractor

14

>

>

Adheres to Federal laws, rules, regulations, and Departmental privacy policy and is
aware of the consequences for violating such directives.

Successfully completes training regarding his/her respective responsibilities relative to
safeguarding information.

Takes steps to prevent a breach from occurring (e.g., encrypting sensitive PII in emails
and on mobile computers, media, and devices, destroying paper containing sensitive PII,
and locking computer system when leaving it unattended, etc.).

Recognizes a privacy incident and upon discovery/detection, immediately reports a
suspected or confirmed breach incident to his/her supervisor, BCPO, and BOU CIRT
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(NOTE: Employee/contractor does not forward sensitive PII when reporting incident).
Information to report verbally or by email includes:

e Name

e Contact information

e Description of incident

e Date, time, and place incident occurred

e Type of media or device involved

e Any controls enabled to mitigate loss

e Number of individuals potentially affected

e Maintains or documents records of information and/or actions relevant to the
incident.
e Completes corrective/remedial actions, if appropriate.

4.0 DOC PII/BII/PA Incident Response Process
(See Appendix D for process flowchart)

A) DOC employee or contractor suspects or becomes aware of a PII/BII/PA incident.

B) DOC employee or contractor reports the incident immediately to his/her BCPO/BOU
CIRT? AND to his/her immediate supervisor.

C) The BCPO/BOU CIRT reports the PII incident to the SAOP/CPO and ESOC within one
(1) hour of discovery/detection. Simultaneously the following occurs:

1) The BCPO and BOU CIRT continue to investigate the incident.
2) The BCPO/BOU CIRT determines if the incident is a BII or PA incident.

1. Ifthe incident is a BII or PA incident which DOES NOT contain PII
(1) BCPO/BOU CIRT turns over the PA incident without PII to the BCC for
investigation and consults with the BCC as appropriate on BII incidents
without PII to determine if a Trade Secrets Act violation occurred.
(2) BCPO/BOU CIRT documents date of referral to BCC for investigation and
closes PII portion of the incident.

ii.  If the incident is BII or PA incident and DOES contain PII
(1) BCPO/BOU CIRT continues with PII incident processing AND

7 Some BOUs report directly to the ESOC (See Appendix E for additional information).
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(2) BCPO/BOU CIRT notifies the BCC of the BII/PA aspects of the incident and
follows BCC instructions to close BII/PA portion of the incident while
proceeding with the PII incident response in parallel.

3) The BCPO uses Appendix B Risk Level Evaluation Matrix to assign an initial risk
of harm rating for the PII incident.

4) The BCPO/BOU CIRT notifies the Property Management Office, OIG, and/or law
enforcement, if applicable.

5) The BCPO/BOU CIRT documents planned and completed corrective/remedial
actions.

6) The BCPO/BOU CIRT provides a report of the results of the investigation to the
SAOP/CPO and the ESOC within 48 hours of initial incident reporting.

i.  If anincident is handled directly by the ESOC, then the ESOC shall provide the
report to the SAOP/CPO.

ii.  Low risk of harm rated incidents may be closed by the BCPO only after fully
documenting the incident in accordance with Appendix A of this plan and
updating the incident report with confirmation that corrective/remedial actions
have been completed.

ili.  Moderate and High risk of harm rated incidents require SAOP/CPO concurrence
for closure.

iv.  All major incidents require SAOP/CPO concurrence for closure.

D) When reviewing privacy compliance documentation in response to a breach, the SAOP
considers the following:

1) Which SORNSs, PIAs, and privacy notices apply to the potentially compromised
information.

2) If PII maintained as part of a system of records needs to be disclosed as part of the
breach response, is the disclosure permissible under the Privacy Act and how the
Department will account for the disclosure.

3) If additional PII is necessary to contact or verify the identity of individuals potentially
affected by the breach, will new or revised SORNSs or PIAs be required.

4) Whether all relevant SORNs, PIAs, and privacy notices are accurate and up-do-date.

E) When determining the potential information sharing that may be required in response to a
breach, the SAOP considers the following:

1) Is the information sharing consistent with existing agreements;
2) How the PII is transmitted, protected, and retained during this phase; and
3) If the information may be shared with third parties.
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F) The SAOP/CPO determines whether to convene a meeting of the Task Force for

Moderate and High Risk of harm and Major incidents based on several factors, including:

e Risk and type of harm to the affected individuals and/or the DOC

e  Whether the acts leading to the breach were intentional or accidental

e Number of affected individuals

e Security controls applied to the affected PII

e Other factors enumerated in the section entitled “Risk of Harm Analysis Factors and
Rating Assignment”

e Any other basis on which the SAOP/CPO believes the incident warrants attention of
the Task Force

1) If the SAOP/CPO determines that the Task Force needs to be convened

i.  The BCPO builds a Privacy Task Force Package in coordination with the
SAOP/CPO. The Privacy Task Force Package includes:

PII summary of incident

Notification letter

OPA talking points

Additional documents as requested

ii.  The Task Force concurs, modifies, and/or approves corrective/remedial actions to
be taken.

iii.  The BCPO/BOU CIRT confirms and documents completion of
corrective/remedial actions directed by the Task Force in close coordination with
the SAOP/CPO and submits a request for closure.

iv.  The SAOP/CPO follows up to ensure that the breach response is carried out
effectively and approves closure request.

v.  The BCPO/BOU CIRT notifies ESOC to close incident.
2) If the SAOP/CPO determines that the Task Force DOES NOT need to be convened

i.  The BCPO/BOU CIRT confirms and documents completion of
corrective/remedial actions and submits a request for closure to the SAOP/CPO at
CPO@doc.gov.

it.  The SAOP/CPO follows up to ensure that the breach response is carried out
effectively and approves closure request.
iit.  The BCPO/BOU CIRT notifies ESOC to close incident.

5.0 Risk of Harm Analysis Factors and Rating Assignment

Based on the risk of potential harm and other factors provided in this section, the BCPO
shall assign an initial rating level of the risk of harm Low, Moderate, or High for each
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reported PII incident. The rating level of the risk of harm will be used to assist the
SAOP/CPO in making a determination as to whether the Task Force should be convened.
The analysis and risk rating should be used by the Task Force to determine the appropriate

response.

In assessing the risk of harm, it is important to consider all potential harm to both the
affected individuals and the Department.

Potential harm to the individual may include, but is not limited to:
Identity theft

Blackmail

Embarrassment

Physical harm

Discrimination

Emotional distress

Inappropriate denial of benefits

Potential harm to the Department may include, but is not limited to:
Administrative burden

Cost of remediation

Loss of public trust
Legal liability

Additional factors the SAOP considers for determining the rating level for the risk of harm
include:®

Security controls in place at the time of the breach.
Type of breach and evaluation of each data element as well as evaluation of the
sensitivity of all the data elements combined.
Number of individuals affected by the breach.
Sensitivity of the PII and the context in which it was used.
Likelihood the information is accessible and usable which includes:
= Security safeguards for whether the PII was properly encrypted or
rendered partially or completely inaccessible by other means;
»  Format and media if the format of the PII makes it difficult and resource-
intensive to use;
»  Duration of exposure to find out how long the PII was exposed; and
= Evidence of misuse to indicate or confirm that the PII is being misused or
never accessed.
Likelihood that the breach may lead to harm.

8 See NIST SP 800-122, Guide to Protecting the Confidentiality of PII (Section 3) for additional information about
assessing the impact level for a particular collection of PII.

18
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e  Specific legal obligations to protect the PII or report its loss.

e  Whether the acts leading to the breach were intentional or accidental.

e  The extent to which the PII identifies or disproportionately impacts a vulnerable
population (e.g., children, senior citizens, active duty military, confidential
informants, individuals with disabilities, victims, or other populations considered
vulnerable).

e The permanence of the breach including the continued relevance and utility of the
PII over time and whether it is easily replaced or substituted.

6.0 Breach Notification and Remediation

The appropriate response to a breach of PII may include notification to the affected individuals
or third parties, as well as specific corrective/remedial actions. The SAOP/CPO (and/or Task
Force, if convened) shall recommend a response plan to mitigate risks to the individual and the
Department. The SAOP/CPO and/or Task Force should consider the options available to protect
potential victims of identity theft and other harm.

Options may include:

e Providing notice of the breach to affected individuals.

e Engaging a third party to conduct a data breach analysis to determine whether a particular
data loss appears to be resulting in identity theft.

e Providing credit monitoring services.’

e Referring individuals to websites providing guidance about ID Theft, such as the Federal
Trade Commission Consumer Information site.

e Providing a toll-free hotline or website for affected individuals to obtain additional
information.

6.1 Notifying Individuals

The SAOP/CPO (and/or Task Force, if convened) shall determine whether individuals
should be notified based on the rating level of the risk of harm, as well as the analysis
leading to the assigned rating level. The OIG shall notify the SAOP/CPO and/or Task Force
and request a delay if notice to individuals or third parties would compromise an ongoing
law enforcement investigation. Unless notification to individuals is delayed or barred for
law enforcement or national security reasons, the notice should be provided within 30 days
or as expeditiously as practicable and without unreasonable delay.

?1If a decision is made to retain monitoring services, the SAOP/CPO and/or Task Force should consult the OMB
Memorandum M-07-04, Use of Commercial Credit Monitoring Services Blanket Purchase Agreements, (December
22, 2006).
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The SAOP/CPO and/or Task Force shall consider the following elements in the notification
process:
e Timing of the notice
Source of the notice
Contents of the notice
Method of notification
Special Considerations
Preparation for follow-on inquiries

The contents of the notice to individuals shall include:

e A brief description of what happened, including the date(s) of the breach and of its
discovery.

e To the extent possible, a description of the types of information involved in the
breach.

e A statement of whether the information was encrypted or protected by other means,
when it is determined that disclosing such information would be beneficial to the
potentially affected individuals and would not compromise the security of the
information system.

e A brief description of what the Department is doing to investigate the breach,
mitigate losses, and protect against further breaches.

e Contact information for individuals who have questions or need more information,
such as a toll-free number, website, or postal address.

e Steps for individuals to undertake in order to protect themselves from the risk of ID
theft.

e Information about how to take advantage of credit monitoring or other service(s) that
the Department or BOU intends to offer.

e The signature of the relevant senior Department management official (Head of
Operating Unit or Secretarial Officer).

6.2 Method of Notification

The SAOP/CPO will determine the method of notification to the potentially affected
individuals. The best method for providing notification will be dependent upon the number of
individuals affected, available contact information for the potentially affected individuals,
and the urgency in which the individuals need to receive the notification. Notification should
be provided by:

e First-Class Mail
e Telephone
e FEmail!®

10 While email notification may be appropriate, it is not recommended as the primary form of notification.
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e Substitute Notification

6.3 Notification/Reporting Requirements

The SAOP/CPO (and/or Task Force, if convened) shall determine whether notification to any
third parties is necessary. Potential third parties may include:

e Law Enforcement Local law enforcement or Federal Protective Services; the IG may
notify the FBI.

e Media and the Public The Director of the Office of Public Affairs, in coordination
with the SAOP/CPO and/or Task Force and the affected Bureau public affairs staff, will
be responsible for directing all communications with the news media and public. This
includes the issuance of press releases and related materials on www.commerce.gov or a
BOU website.

¢ Financial Institutions If the breach involves government-authorized credit cards, the
DOC must notify the issuing bank promptly.!"" The SAOP/CPO and/or Task Force shall
coordinate with the Department’s Acquisitions Branch regarding such notification and
suspension of the account.

e Appropriate Members of Congress The Assistant Secretary for Legislative and
Intergovernmental Affairs, in consultation with the Task Force, shall be responsible to
coordinate all communications and meetings with members of Congress and their staff.

e Attorney General/Department of Justice The Inspector General shall determine when
to contact the Attorney General.

e Others — The SAOP/CPO and/or Task Force shall have the discretion to determine if any
additional third parties should be notified.

7.0 Consequences

Employees are expected to familiarize themselves with their responsibilities with respect to
the protection of PII, as well as their responsibilities in the event of a breach. Likewise,
managers and supervisors should ensure that their employees have access to adequate training
with respect to these responsibilities.

Failure to adhere to the requirements of this Plan may result in administrative or disciplinary
action, up to and including removal from the Federal service.

' OMB M-07-16 requires bank notification in the event that PII related to government-authorized credit cards is
involved in a breach.

Department of Commerce PII, BII, and PA Breach Response and Notification Plan 2 1
July 2017



Department of Commerce PII, BII, and PA

Breach Response and Notification Plan

Appendix A - DOC PII Incident Report Content

The Department requires that the following elements be included in a PII Incident Report:

22

Incident number
Contact Person and Phone number

O
o
O
(@]
o

Breach reported by
Contact information
B/OU

Email

Phone Number

Incident date/time

Major Incident (Yes/No)

Contractor System (Yes/No)

Date/Time Reported to BOU-CIRT
Date/Time Reported to US-CERT
Date/Time Reported to Law Enforcement

Repeat
Region

Offender (Yes/No) If Yes, include 2", 3™ offense

Status (Open/Closed)

Follow-up within 48 Hours (Yes/No)

Summary of Circumstances Summarize the facts or circumstances of the theft, loss, or
compromise of PII as currently known, including:

O

0O O O O

O

A description of the parties involved in the breach;

The physical or electronic storage location of the information at risk;
If steps were immediately taken to contain the breach;

Whether the breach is an isolated occurrence or a systematic problem;
Who conducted the investigations of the breach, if applicable; and
Any other pertinent information.

Type(s) of PII Disclosed or Compromised (e.g., SSN, truncated or partial SSN, DOB,
address, driver’s license number, passport number, or credit card)

O

O

Lost information or equipment, (e.g., laptop or table, desktop, smartphone,
external storage devices, or paper files).

Stolen information or equipment, (e.g., laptop or table, desktop, smartphone,
external storage devices, or paper files).

Unauthorized equipment (e.g., using an unauthorized personal device server or
email account to store PII).

Unauthorized disclosure (e.g., email sent to incorrect address, oral or written
disclosure to unauthorized person, or disclosing documents publicly with sensitive
information not redacted).

Unauthorized access (e.g., an unauthorized employee or contractor access
information or an information system).

Unauthorized use (e.g., employee with agency-authorized access to database or
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file access and uses information for personal purposes rather than for official
purposes).

Storage Medium (e.g., unencrypted, email, or unsecure website)

Controls Enabled- Password Protection and/or Encryption

Number of Individuals Affected (internal or external to DOC)

FISMA System ID Number(s)

Identify Relevant Specific PIA or SORNs

BII or Privacy Act Violation (BII/PA/No)

e Risk Assessment and Employee Making Assessment

e Corrective and Remedial Actions (include status e.g., pending, confirmed)
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Appendix B — Risk Level Evaluation Matrix

In analyzing a PII incident, the BCPO must consider the following six (6) critical risk of harm
factors:
e The nature of the data compromised, level of risk in light of the context of the data, and
broad range of potential harm that may result from disclosure;
e  Whether the incident occurred during the performance of an official “Commerce work
related activity”;
e The likelihood that the PII will be or has been used in an unauthorized manner;
e DOC’s ability to mitigate the risk of harm to affected individuals;
o The likelihood that the breach may lead to harm (e.g., mental or emotional distress,
financial harm, embarrassment, harassment or identity theft); and
e The number of individuals affected by the breach.
To address the first of the six (6) critical factors, the BCPO must evaluate whether the type of
breached PII data elements constitute the type of information that may pose a risk of identity
theft and whether a significant and immediate 1dentity theft risk exists. Examples of data which
present an identity theft risk include: (1) SSN, including truncated form; (2) date of birth, place
of birth, or mother’s maiden name; (3) passport number, financial account number, credit card
number, medical information, or biometric information; (4) potentially sensitive employment
information (e.g., personnel ratings, disciplinary actions, and results of background
investigations) and criminal history; or (5) any information that may stigmatize or adversely
affect an individual. If there is a significant and immediate risk of identity theft, the BCPO must
immediately contact the Commerce SAOP/CPO who will determine whether to convene the
Privacy Task Force and advise on how to proceed. If no significant and immediate risk of
identity theft is implicated, the BCPO will use the Commerce Risk Level Evaluation Matrix to
assess the five (5) remaining factors and assign an initial incident risk of harm rating.

Using the Risk Level Evaluation Matrix:

Step 1: From left to right, select the first “Breach Category” section of the Matrix that describes
the general fact pattern of the incident.

Step 2: Then, from top to bottom, use the detailed facts of the incident to determine the
appropriate response (Y/N/NDF) for each evaluation statement of the Matrix until all answers
are documented. NOTE: Y (Yes); N (No); and NDF (Not Determining Factor)

Step 3: Finally, use the “Recommended Initial Risk Rating” row of the appropriate “Breach

Category” with Y/N/NDF selections that match those of the incident to determine the risk of
harm rating.

The risk of harm rating may be adjusted by the BPO to a higher rating as appropriate to reflect a
unique mission impact. However, Commerce CPO concurrence is required prior to lowering an
initial risk of harm rating. If PII was encrypted, the incident may be rated a Low risk of harm.
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Risk Level Evaluation Matrix

Breach Category

Critical Factors

PII Incidents Resulting for PII Owner Action and/or Al are One or Mo Does
. Use Al Recipients Have Valid Need to Know and are Authorized to

NOT have a Need to Know Moderate Trigger Tegger

Duty

Sent by PII
Owner and/or
PI Owner is Y

Association with an Official

i
;
H
g

Likelihood
PII will be
or has been
used in
Unauthoriz
ed Manner

Ability to Mitigate
Risk of Harm

Likelihood

Incident may

lead to Harm

Quantity of PIl
(# of exposed
fields of PII per A
person)

# of Individuals
Affected

Recommended
Initial Risk LowW
Rating

NOTE: If PII was encrypted, the incident may be rated a “Low” risk of harm. 25
Y Yes
N No

NDF Not Determining Factor
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Examples: How to Use Risk Level Evaluation Matrix

Scenario 1: Resulting from PII Owner Action and/or Personal Use

John Doe, DOC employee, faxed his Form 1040 to the Loan Department at Capitol One Bank
without notifying his loan officer to expect the document. Approximately four hours later, the
loan officer informed John that he received the form from a contractor who was repairing the
shredder in the bank. John was concerned that his identity had the potential of being
compromised and notified his supervisor who reported the incident to his bureau CIRT since a
DOC fax machine was used.

Analysis:

o Fax sent by PIl owner (Y)

o Faxed document for personal use (Y)

o First recipient had need to know (NDF)

o First recipient authorized to receive information (NDF)

o Fax exposed only to DOC personnel (NDF)

o Fax exposed on Internet, non-DOC system, or public/non-DOC controlled facility (NDF)
o Quantity of PI (NDF)

o Number of individuals affected (NDF)

Rating:  Low Risk

Scenario 2: Valid Need to Know and Authorized User

A supervisory payroll specialist sent an unencrypted email with attachments to a payroll
specialist in the same division to ensure notification letters were sent to certain employees. The
attachments contained information regarding child support payments which included sensitive
PII (SSN, DOB) of 20 DOC employees.

Analysis:

Recipient had need to know (Y)

Recipient authorized to receive information (Y)

Email exposed only to DOC personnel (Y)

Email exposed on Internet, non-DOC system, or public/non-DOC controlled facility (N)
Quantity of PII  (<10)

Number of individuals affected (<500)

© O O 0O O O

Rating:  Low Risk
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Scenario 3: Authorized User, but One or More Recipients has no Need to Know

25 supervisors in the Los Angeles Field Office were granted access to the electronic Employee
Relations files of 200 employees located in the Denver Field Office. These files contained
sensitive PII (SSN, DOB, medical information, performance ratings, performance grievances,
and disciplinary actions).

Analysis:

Recipients had need to know (N)

Recipients authorized to receive information (Y)

Exposed only to DOC personnel (Y)

Exposed on Internet, non-DOC system, or public/non-DOC controlled facility (N)
Quantity of PII (>5)

Number of individuals affected (<250)

© O O 0O O O

Rating: Moderate Risk

Scenario 4: Not Authorized, Greater than 10 PII Fields, and Affecting More than 2500
Individuals

An employee incorrectly mailed Standard Form (SF)-85P, Questionnaire for Public Trust
Positions, to 10 survey respondents, rather than to employees at the U.S. Office of Personnel
Management. Each SF-85P contained SSN, DOB, POB, mother’s maiden name, passport
number, alien registration number, reason employment ended, police record, illegal drug activity,
financial record, and delinquency on loans or financial obligations. 2,842 employees were
affected.

Analysis:

Recipients had need to know (N)

Recipients authorized to receive information (N)

Exposed only to DOC personnel (N)

Exposed on Internet, non-DOC system, or public/non-DOC controlled facility (Y)
Quantity of PII  (>10)

Number of individuals affected (>2500)

© O O 0O O O

Rating: High Risk
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Appendix C — Delegation of Authority Memorandum

Bureau Chief Privacy Officer (BCPO)
Delegation of Authority Memorandum

MEMORANDUM FOR:  (Insert name of current SAOP/CPO)
Senior Agency Official for Privacy/Chief Privacy Officer

FROM:
(Name of bureau) Bureau Chief Privacy Officer

SUBJECT: Delegation of Privacy Breach Authority for Bureau Chief
Privacy Officer

In accordance with the Department of Commerce (DOC) PII, BII, and PA Breach Response and
Notification Plan, I hereby appoint (insert name of employee) to act on
behalf of the Bureau Chief Privacy Officer (BCPO) for privacy breaches. The employee identified above
is qualified to manage the daily operations for privacy breaches and hereby delegated authority to (check
all that apply):

(1 Evaluate all Bureau/Operating Unit PII incidents in accordance with the Risk Level Evaluation
Matrix and assign a risk of harm rating

L1 Ensure all Bureau/Operating Unit PII incidents are under investigation within 48 hours of the

incident discovery/detection and a follow-up report has been submitted to the SAOP/CPO and
ESOC

L] Maintain thorough records of Bureau/Operating Unit PII incidents from the initial report through
the completed response

(1 Ensure Bureau/Operating Unit CIRT has documented completion of all appropriate
corrective/remedial actions in the incident report prior to close-out of the PII incident

[J Close Low risk incidents and send closure concurrence requests for Moderate and High risk PII
incidents to the SAOP/CPO

The delegation may be terminated at any time by written notice by the BCPO.

EMPLOYEE SIGNATURE

[Employee signature indicates that he/she has read, understands, and agrees to comply with the BCPO role and responsibilities.]
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Appendix D Flowchart

Incidentis
Dgfa;‘“?‘“?e:; imm ediately reported
b o 3 to BCPO/BOU CIRT/
ot becom es awars of »> 2 2
2 PIBI/PA Smpeiyisar
e (se= Appendix A for
information reported)

BCPO/BOU CIRT

Reports PIlincident

to SAOP/CPQ/

BCPO/BOU CIRT
Investigates incident to

r

BCPO/BOU CIRT
Tums over PA incident without PIT to
OGC forinvestigation, consults with
OGC/BGC as appropriate on BIL
incidents without P11 to determ ine if a
Trade Secrets Act violation occurred,
documents date of referral to QGC/
EGC for investigation, and doses PIT
portion of breach.

BCPO/BOU CIRT
Confirms corrective/
remedial actions are

Is incident BII

BCPO/BOU CIRT

Notifies 0GC/BGC of BILPA

aspects of ind dent and

contirmies PII processing nofing,

BILPA efforts in parallel

BILPA

¥
BCPO/BOU CIRT
Follows OGC BGC
instructions to close
BILPA portion of
inci dent

completed and updates
the reparting spreadsheet
(Appendix A)

v

BCPO/BOU CIRT
Notifies SAOP/CPOESOC/DOC CIRT/
US-CERT/of closure of LOW RISK

Whether the acts leading fo the breach were intertional or accidental

incident
Determining Factors

®  Risk and type of hamn to the affected individuals and/or the DOC
-
®  Number of affected individuals
®  Security centrols applied to affected PII
®  Other factors enum erated in Secion VI
®  Any other basis on which the SAOP/CPO believes the incident

detection

ESOC/DOC CIRT/
US-CERT within 1
hour of discovery’

complete reporting spreadsheet
(Appendix A)

Is incident
PIT only?

UsesRisk Level Evaluation
Matrix (Appendix B) to
assign Initial Risk Rating
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Appendix - D
Incident Response Process

BCPO/BOU CIRT
Notifies Property Managem ent Office, O1G . and’
or law enforcement if applicable

Privacy Task Force Documentation Package

®  PII Summary of Incident

v

BCPO/BOU CIRT
Documents planned corrective/
rem edial actions and provides repert of
results of invesfization to S AOP/CPO/

initial incident reporting

MODERATE HIGH
RISK AND MAJOR INCIDENT

BCPO/BOU CIRT
Submits recomm ended
comective rem edial
actions to SAOP CPO
at CPO@doc.gov

ESOC/DOC CIRT within 48 hours of 5

Na.

®  Notificaion Letter
®  OPA Talking Points
®  Additional docum ents as requested
I
|
|
P 1
. s\ -
_“SAOP/CPO™ BCPO Privacy TaskForce
- i B Builds Privacy Task Concurs, modifies,
Does Privacy Task eyt < !
M Force needtobe Y eP| Force Package in »  andior appr
— coerdinaion with comective fem edial
. > SAOPCPO actions to be taken

BCPO/BOU CIRT
Confirms and
documents
completion of

rrective/rem edial

actions and submits

request for closure to
SAOQP/CPO at
CPO@doc.gov

v

SAQP/CPO
Ensures breach
response is carried

out and approves
closure request

BCPO/BOU CIRT
Notifies DOC CIRT/
US CERT to close
incident
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Appendix E — Senior Agency Official for Privacy/Chief Privacy
Officer and Commerce Operating Unit CIRT Reporting Offices

The ESOC and Bureau CIRTs shall report PII incidents directly to the SAOP/CPO.

o Senior Agency Official for Privacy/Chief Privacy Officer (SAOP/CPO)
o cpo@doc.gov
o (202) 482-1190, for immediate assistance only

o Enterprise Security Operations Center (ESOC)
o ESOC@doc.gov
o (202)482-4000
o https://connection.commerce.gov/overview/about-doc-cirt
PII incidents occurring in EDA, ESA, MBDA, NTIA, OIG, and OS shall be reported
directly to ESOC.

o Bureau of Economic Analysis (BEA) CIRT
o helpdesk@bea.gov
o (301)278-9407

o0 Bureau of Industry and Security (BIS) IT Security
o BISITSecurity@bis.doc.gov
o (202)482-0623 or (202) 482-1188

o Bureau of the Census (BOC) CIRT
o Dboc.cirt@census.gov
o (301)763-3333 or (877) 343-2010 (after hours)

o International Trade Administration (ITA) CIRT
o CSC@trade.gov
O (202) 482-1955 or (877) 206-0645 (toll free)

o National Institute of Standards and Technology (NIST) CIRT
o itac(@nist.gov
o (301) 975-5375 (Gaithersburg, MD); (303) 497-5375 (Boulder, CO)

o National Oceanic and Atmospheric Administration (NOAA) CIRT
O ncirt@noaa.gov
o (301)713-9111

3 0 Department of Commerce PII, BII, and PA Breach Response and Notification Plan
July 2017
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o National Technical Information Service (NTIS) CIRT
O secops@ntis.gov
o (703) 605-6519

o U.S. Patent and Trademark Office (USPTO) CIRT
o CyberSecuritylnvestigations@uspto.gov
o (571)272-6700

Department of Commerce PII, BII, and PA Breach Response and Notification Plan 3 l
July 2017
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Guide to Conducting a Pll Breach Table Top Exercise (TTX)

Prior to Conducting this TTX

1. Review the DOC PA, Pll, and BIl Breach Response Plan.
2. Review OMB Memorandum 17 12, Preparing for and Responding to a Breach of Personally
Identifiable Information.

Breach Response Team Members

Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)
General Counsel (legal counsel)

Chief Information Officer (ClO) or the CIO’s designee

Senior Agency Information Security Officer (SAISO) or the SAISO’s designee
Chief Financial Officer/Assistant Secretary for Administration

Assistant Secretary for Legislative and Intergovernmental Affairs (OLIA) (legislative affairs
official)

7. Chief of Staff, Office of the Secretary

8. Director, Office of Public Affairs (OPA) (communication official)

9. Director, Office of Policy and Strategic Planning

10. Director, Office of Human Resources Management

11. Office of Security (OSY), Attends on an as needed basis

12. Office of Inspector General (OIG), Advisory Role

oukwnpeE

13. Bureau Chief Privacy Officers

14. Privacy Act Officers

15. Deputy Director for Departmental Privacy Operations
16. Departmental FOIA/PA Officer

Planning

1. Establish the objectives of the TTX. Some of your objectives may be:

a. Improve the understanding of the DOC Breach Response Plan.

b. Identify opportunities to improve the DOC Breach Response Plan and the
Department’s preparedness.

c. Identify interdependencies among agency organizations and third party service
providers.

2. Plan the TTX logistics.

a. Determine the date.

b. Reserve a space with an appropriate clearance level, as well as any materials or
multimedia support you may need, such as computer and display, whiteboard and
markers, butcher block paper, handouts, and dial in capabilities.

c. Setatime limit for the TTX. This will help you choose an appropriate scenario and
focus the conversation appropriately during the TTX.

d. Assign support staff roles.



Determine what role you want your privacy program to play in the exercise.
Individuals who are deeply involved in planning the TTX may need to take a
step back during the exercise to avoid accidently influencing the course of the
exercise. In a TTX, privacy office representatives often act in an advisor or
consultant role, responding to questions from other participants, rather than
the active leaders they often are in an actual breach.
Identify a facilitator (Consider using a neutral facilitator). The facilitator has the
primary responsibility for exercise conduct. This includes introducing and
providing scenario updates, moderating the discussions to ensure players
address exercise objectives and core capabilities, and ensuring everyone
contributes to the discussion and relevant issues are explored as thoroughly as
possible within the allotted time.
In addition to a facilitator, you will also need staff dedicated to:

1. Taking notes. These notes will form the basis of the after action report.

2. Tracking “parking lot” issues.

3. Documenting when Breach Response Plan steps are completed.

e. Create a participant roster to track attendance at the TTX.
f. Consider what role you want Senior Executive Service (SES) members and other senior

leaders to play. SES member participation may stifle the conversation. Consider using

SES members or other senior leaders as floaters who give out real time feedback.

A sample agenda is below:

[Month Day, Year]
0000 - 0000 Registration
0000 - 0000 Welcome and Introductions
0000 - 0000 Exercise Overview
0000 - 0000 Module 1: Initial Response — Scenario Background
0000 - 0000 Break
0000 - 0000 Module 2: Response
0000 - 0000 Module 3: Recovery
0000 - 0000 Break
0000 - 0000 Hot Wash




Time Activity

0000 - 0000

Closing Comments

0000 - 0000

Debrief (Facilitators and Evaluators only)

3. Develop arealistic breach scenario.

a. Choosing a scenario.

Consider which high value assets, applications, or processes you may want to include in
the scenario.

1. You do not have to limit yourself to high value assets, but you want to make sure
the scenario has stakes. A high profile system or program, or a scenario that
involves risks to the reputation or operations of the agency may be more
engaging and offer more avenues for the participants to explore.

Look at the Department’s recent breaches, as well as any major breaches, for ideas.
Review the Department’s breach metrics to see where there are trends that may
indicate a weakness or identify an issue about which you receive questions or
complaints and consider developing a scenario around those fact patterns.

Consider breaches that will engage all of the participants. For example, a loss of
hardcopy documents may not effectively engage a participant from the cybersecurity
team. A scenario that requires cross functional collaboration (e.g., between staff
supporting Freedom of Information Act (FOIA), privacy, cybersecurity, and human
resources) is often a more effective TTX.

Balance the complexity of the TTX with the knowledge and experience the BRT
members have with handling a breach. A too simple scenario may not be an effective
use of this training and awareness opportunity; a too complex scenario may make it
difficult for participants to engage in the TTX.

b. Refining the scenario.

After you have chosen the breach you would like to test, speak with the relevant
program office and/or system owners to ensure that you understand their data and
processes. The scenario should be grounded in reality.

Create a scenario that evolves over time. Create injects that complicate the scenario by
adding additional facts. Provide a realistic timestamp for each update to help
participants track their compliance with reporting requirements and understand how
long actual breach response activities may take.

You should be able to map the DOC Breach Response Plan steps to the steps in your
TTX; this will help you ensure that you have not forgotten any aspects of the DOC
Breach Response Plan in the development of the scenario. Consider creating a table or
grid citing back to the plan to ensure you know each BRT member’s role and
responsibility.

Try to make the TTX as interactive as possible. Break the scenario into modules with
injects to keep participant attention and focus the discussion.

4. Create supporting artifacts, such as breach reports, supplemental reports, and after action reports.



a. Use the Department’s breach reporting forms, including supplemental reports and after action
reports, for the exercise. Using existing artifacts may highlight areas that need clarification or
improvement.

b. You may want to create additional artifacts, such as dummy data file examples and external
press reports.

c. Besureto label all documents created for the TTX with “For exercise purposes only.”

It can be helpful to have packets available to the participants that include your agency’s breach
response policy, the initial scenario, the injects, and any other supporting materials. The
participants should not view the injects until they are directed to by the facilitator.
5. Provide an executive summary of the goals of the breach response program, its importance, and the
goals and relevance of the TTX for senior leadership prior to TTX.

Execution
1. Share the TTX ground rules with the participants. Examples of TTX Ground Rules
a. Stress that this is a learning exercise and that * Silence cell phones and other mobile devices

during the exercise.
* Accept that the circumstances surrounding
the event are real.
wrong answers and everyone’s opinion will be * This is a “no-fault” environment where
considered. varying viewpoints and disagreements are to
be expected. There are no wrong answers.

participants should feel comfortable asking
questions or throwing out ideas. There are no

b. Emphasize that participants should not “fight

the scenario.” Every effort will have been made to ensure that the scenario is realistic and
reflects actual practices.
2. Present the initial facts of the scenario to the participants. Use prompts to encourage interaction if the
conversation is slow to start.
3. Participants should begin to identify immediate actions that should be taken, including establishing a

. communications plan and, if appropriate, Congressional
Examples of Questions the BRT Should tificati |
Consider notification plan.

« |s there a SORN or PIA? 4. Start to provide injects to the scenario that reflect the
* What other agency stakeholders or types of information you would learn from a breach

partners should be made aware of the investigation.

breach?

« Who reports the breach to Congress? a. With each inject, participants should identify the

 Who will need to approve any notices, | actions that should be taken based on the updated
notifications, and other information.
communications?

* Who would be the source of the

notification? Is any official designation
required? involves information about members of the public only, you

* How and who will fund identity can ask them whether they would do anything differently if
protection services (IPS)?
* Does the CFO need to be engaged

before securing IPS?
« Is there a vendor engaged for call leaving to get their input on the quality and strengths of the

b. You can also ask questions that explore other
potential aspects of the breach. For example, if your breach

employee information was included.
5. Have participants complete a post TTX survey before

center and IPS? ITX, suggestions for improvement, and recommendations for




future TTX scenarios.
Close-out

1. Develop an after action report/improvement plan that documents lessons learned and follow up
actions for strengthening the DOC breach response process and/or the system, program, or processes
that were tested in the TTX. The report/plan must provide timelines for improvement recommendation
implementation and assignment to responsible parties.

a. Also document lessons learned for the next tabletop exercise. You can include these in the
same report or a separate document.
b. Share the report with the BRT.

2. Review the DOC Breach Response Plan for any needed changes based on the lessons learned from the
TTX.

3. If appropriate, conduct an out brief for senior leadership. The briefing should identify any unresolved
issues to allow leadership to determine if any unmitigated risks are within the Department’s risk
tolerance.



Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Tuesday, January 23, 2018 3:48 PM

To: Sarah Brabson NOAA Federal

Subject: Re: NOAA8850 PIA and PTA for your signature DOC wants by COB today, thx
Attachments: NOAA8850 Privacy Threshold Analysis for mhg signature mhg.pdf; NOAA8850 EMES

PIA 010918 for mhg sig mhg.pdf

Both signed and good to go thanks for including the integration of 8205 note right at Sec. 1.1. Very easy to
follow

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

(NN (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Tue, Jan 23, 2018 at 3:08 PM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Almost sent to Kathy by mistake!

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce MM
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U.S. Department of Commerce Privacy Threshold Analysis
NWS Enterprise Mission Enabling System (EMES)

NOAAS8850

Unique Project Identifier: NOAAS8850

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

The NWS Enterprise Mission Enabling System (EMES) is a group of complimentary enterprise
services that provide a secure and reliable infrastructure throughout the NWS organization.
Providing central management of these services is more reliable, efficient and customer friendly.
EMES consists of Microsoft Active Directory, McAfee ePolicy Orchestrator, Centralized
Certificate Authority and Enterprise Cyber security Monitoring and Operations (ECMO). Each
of these separate products work together to provide Authentication, Security, Reliability,
Inventory and an overall continuity of enterprise service for NWS staff. These tools ensure that
only properly identified network devices connect to the NWS Network; run the latest software;
run in a secure environment; and only correctly identified and authorized NWS staff gain
network access. The system uses redundancy to ensure reliability and availability while reducing
latency and bandwidth.

Microsoft Active Directory

Microsoft Active Directory is a special purpose database that authenticates and authorizes all
users and computers in a Windows domain network. It is responsible for assigning and enforcing
security policies for all computers. Active Directory checks the submitted password and
authorizes user access to the system. Multiple Domain Controllers maintain copies of the AD
Database and provide redundancy if another Domain Controller is unavailable. Domain
Controllers are located in regional offices and key field offices to provide user access and reduce
bandwidth.

McAfee ePolicy Orchestrator (ePO)

McAfee ePolicy Orchestrator is an integrated security software program designed to integrate the
numerous security programs and to provide real time monitoring of security programs through a
single console. McAfee EPO provides end-to-end visibility with a unified view of your security
posture, simplified security operations, real-time security status, and an open architecture
enabling faster response times.
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Enterprise Cybersecurity Monitoring and Operations (ECMOQO)

U.S. Office of Management and Budget (OMB) memoranda M-10-15 and M-10-19 require all
Federal agencies to continuously monitor security-related information from across the enterprise
and present this information to the various levels of agency-wide management to enable timely
decision making. The ECMO initiative will fulfill this requirement, providing essential, near
real-time security status and remediation, increasing visibility into system operations and helping
security personnel make risk-management decisions based on increased situational awareness.
ECMO will also provide performance metrics to support the administration priority performance
areas for continuous monitoring, automated asset management, automated configuration
management, and automated vulnerability management.

Centralized Certificate Authority (CCA)

Centralized Certificate Authority issues thousands of certificates for day-to-day encryption
needs, for encrypting local files and file systems, encrypting the communications between client
workstation and servers, as well as server to server communication encryption. The internal
Certificate Authority is a key component to NWS HSPD-12 implementation. The CCA enables
the NWS to effectively implement Single Sign On internally.

We presently issue nine types of certificates:

(1) SSL for internal web protocols such as for SharePoint and service oriented Architecture
applications;

(2) Domain Controller certificates for enabling Smartcard protocols for client and server
cascaded protocols such as Terminal Servers and Remote Desktops and OS to OS
communications;

3) PKI/IKE certificates for various Public Key Infrastructure;

4) Domain Controller Authentication for chaining authentication for non-web protocol
applications;

5) File Service Encryption certificates useful for enabling Windows-based client equipment
to encrypt disk drives, thumb drives, and files and folders. This service includes and
administrative back up certificate provision allowing NWS administrators to
administratively unencrypt drives that were otherwise locked out by individual certificate
damage, corruption or compromise.
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McAfee Virus Scan, Malware, ePolicy Orchestrator, Rogue System Detection and
Endpoint Encryption are services for multiple platforms (Windows, Macintosh, Linux,
etc.) that use these certificates for various client and application communications;

Microsoft Systems Center Configuration Manager (SCCM) uses these certificates in the
NWS implementation for communicating with clients to distributed OS Patches,
applications patches, and inventory of configurations;

Microsoft Group Policy uses these certificates for the communications between clients
and servers for distributing USGCB compliant policies for user and machine
configurations

Centrify implementation allows Active Directory to more tightly manage non-Microsoft
equipment and user accounts, and provides HSPD-12 implementation more readily with
better management and administration leveraging Active Directory, and therefore
leveraging the internal Certificate Authority for many of the day-to-day encryption tasks.

EMES is a system in production. Currently EMES has included all components within its
boundary. EMES expects to continue to expand and offer new products and services. In the near
future EMES will provide NETWRIX software and IMET laptops. All new services that EMES
provide will be brought into the system boundary following the SDLC framework and will
incorporate Security from the beginning.

EMES is defined as a group of complementary enterprise services that provide a secure and
reliable infrastructure throughout the NWS organization. EMES consists of Microsoft Active
Directory (AD), McAfee ePolicy Orchestrator (ePO), Centralized Certificate Authority (CCA),
and Enterprise Cybersecurity Monitoring and Operations (ECMO). Each of these separate
products work together to provide authentication, security, reliability, inventory and an overall
continuity of enterprise service for NWS staff. These tools ensure that only properly identified
network devices connect to the NWS Network; run the latest software; run in a secure
environment; and only properly identified and authorized NWS staff gain network access. The
system employs redundancy to ensure reliability and availability while reducing latency and
bandwidth.

The National Weather Service Headquarters Local Area Network (NWSHQNet), Infrastructure,
is a general support system consisting of domain controllers, servers, desktop/workstation,
laptops, printers and network infrastructure components. The Infrastructure is located within the
Silver Spring Metro Complex Building 2 (SSMC-2) and supports approximately 250 users and
1,500 network devices.
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The network infrastructure provides the support, management and connectivity services for
administrative functions to include: Service Desk support, Active Directory, file and print, file
backup and restoration, storage, Dynamic Host Configuration Protocol, Windows Internet Name
Services, Domain Name Service, IP address space allocation, application distribution and patch
management, backup and disaster recovery to the desktop and server customers within the
accreditation boundary. In addition, it provides system-level support for servers,
desktops/workstations, and laptops and a test lab mimicking the production environment for
systems and network engineers to develop and test new technologies. Lastly, active directory
user base receives electronic mail and calendar services from the NOAA Messaging Operations
Center.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
X _[1This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

] This is an existing information system in which changes do not create new privacy

118kS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.
X No
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3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

X _[1Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

'] Companies
X __[1Other business entities

"1 No, this IT system does not collect any BII.

4. Personally Identifiable Information
4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X [1Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X _[1DOC employees

X __[Contractors working on behalf of DOC
'] Members of the public

No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
_ X  Yes, the IT system collects, maintains, or disseminates PII other than user ID.

[INo, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

X __[INo, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [I certify the criteria implied by one or more of the questions above apply to the
NOAAS8850 EMES and as a consequence of this applicability, I will perform and document a
PIA for this IT system.

1 I certify the criteria implied by the questions above do not apply to the NOAAS8850
EMES and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of System Owner (SO): Tommy Thompson, Sr.

Digitally signed by THOMPSON.THOMAS.PAUL.SR.1200327841
THOMPSON.THOMAS. PAUL.SR.1200327841  D3ially signec by THOMPSON T

Signature of SO

Name of Information Technology Security Officer (ITSO): Andrew Browne

Digitally signed by BROWNE.ANDREW.PATRICK.1472149349
BROWNE.ANDREW.PATRICK. 1472149349 Dgtall signed by BROWNE.ANE

Signature of ITSO

Name of Authorizing Official (AO): Richard Varn

Date: 2018.01.23 09:19:36 -05'00'

Signature of AO

Name of Bureau Chief Privacy Officer (BCPO): Mark Graff

Digitally signed by GRAFF.MARK.HYRUM.1514447892

GRAFF.MARK.HYRUM. 1514447892 2t ciesus, Sommen e v ovoren

Date: 2018.01.23 15:46:23 -05'00"

Signature of BCPO



Version Number: 01-2015

U.S. Department of Commerce
National Oceanic and Atmospheric Administration National
Weather Service

Privacy Impact Assessment
for the

NWS Enterprise Mission Enabling System (EMES)
NOAAS8850

Reviewed by: , Bureau Chief Privacy Officer

LI Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
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Unique Project Identifier: NOAAS850
Introduction: System Description

The NWS Enterprise Mission Enabling System (EMES) is a group of complimentary enterprise
services that provide a secure and reliable infrastructure throughout the NWS organization.
Providing central management of these services is more reliable, efficient and customer friendly.
EMES consists of Microsoft Active Directory, McAfee ePolicy Orchestrator, Centralized
Certificate Authority and Enterprise Cyber security Monitoring and Operations (ECMO). Each
of these separate products work together to provide Authentication, Security, Reliability,
Inventory and an overall continuity of enterprise service for NWS staff. These tools ensure that
only properly identified network devices connect to the NWS Network; run the latest software;
run in a secure environment; and only correctly identified and authorized NWS staff gain
network access. The system uses redundancy to ensure reliability and availability while reducing
latency and bandwidth.

Microsoft Active Directory

Microsoft Active Directory is a special purpose database that authenticates and authorizes all
users and computers in a Windows domain network. It is responsible for assigning and enforcing
security policies for all computers. Active Directory checks the submitted password and
authorizes user access to the system. Multiple Domain Controllers maintain copies of the AD
Database and provide redundancy if another Domain Controller is unavailable. Domain
Controllers are located in regional offices and key field offices to provide user access and reduce
bandwidth.

McAfee ePolicy Orchestrator (ePO)

McAfee ePolicy Orchestrator is an integrated security software program designed to integrate the
numerous security programs and to provide real time monitoring of security programs through a
single console. McAfee EPO provides end-to-end visibility with a unified view of your security
posture, simplified security operations, real-time security status, and an open architecture
enabling faster response times.

Enterprise Cybersecurity Monitoring and Operations (ECMO)

U.S. Office of Management and Budget (OMB) memoranda M-10-15 and M-10-19 require all
Federal agencies to continuously monitor security-related information from across the enterprise
and present this information to the various levels of agency-wide management to enable timely
decision making. The ECMO initiative will fulfill this requirement, providing essential, near
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real-time security status and remediation, increasing visibility into system operations and helping
security personnel make risk-management decisions based on increased situational awareness.
ECMO will also provide performance metrics to support the administration priority performance
areas for continuous monitoring, automated asset management, automated configuration
management, and automated vulnerability management.

Centralized Certificate Authority (CCA)

Centralized Certificate Authority issues thousands of certificates for day-to-day encryption
needs, for encrypting local files and file systems, encrypting the communications between client
workstation and servers, as well as server to server communication encryption. The internal
Certificate Authority is a key component to NWS HSPD-12 implementation. The CCA enables
the NWS to effectively implement Single Sign On internally.

We presently issue nine types of certificates:

(1) SSL for internal web protocols such as for SharePoint and service oriented Architecture
applications;

2) Domain Controller certificates for enabling Smartcard protocols for client and server
cascaded protocols such as Terminal Servers and Remote Desktops and OS to OS
communications;

3) PKI/IKE certificates for various Public Key Infrastructure;

(4) Domain Controller Authentication for chaining authentication for non-web protocol
applications;

(5) File Service Encryption certificates useful for enabling Windows-based client equipment
to encrypt disk drives, thumb drives, and files and folders. This service includes and
administrative back up certificate provision allowing NWS administrators to
administratively unencrypt drives that were otherwise locked out by individual certificate
damage, corruption or compromise.

(6) McAfee Virus Scan, Malware, ePolicy Orchestrator, Rogue System Detection and
Endpoint Encryption are services for multiple platforms (Windows, Macintosh, Linux,
etc.) that use these certificates for various client and application communications;

(7) Microsoft Systems Center Configuration Manager (SCCM) uses these certificates in the
NWS implementation for communicating with clients to distributed OS Patches,
applications patches, and inventory of configurations;
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(8) Microsoft Group Policy uses these certificates for the communications between clients
and servers for distributing USGCB compliant policies for user and machine
configurations

) Centrify implementation allows Active Directory to more tightly manage non-Microsoft
equipment and user accounts, and provides HSPD-12 implementation more readily with
better management and administration leveraging Active Directory, and therefore
leveraging the internal Certificate Authority for many of the day-to-day encryption tasks.

Future

EMES is a system in production. Currently EMES has included all components within its
boundary. EMES expects to continue to expand and offer new products and services. In the near
future, EMES will provide NETWRIX software and IMET laptops. All new services that EMES
provide will be brought into the system boundary following the SDLC framework and will
incorporate Security from the beginning.

EMES also contains the National Weather Service Headquarters Local Area Network
(NWSHQNet) a general support system consisting of domain controllers, servers,
desktop/workstation, laptops, printers and network infrastructure components. NWSHQNet is
located within the Silver Spring Metro Complex Building 2 (SSMC-2) and supports
approximately 250 users and 600 network devices. NNWSHQNet provides network
infrastructure support, management and connectivity services for administrative functions to
include: Service Desk support, Active Directory, file and print, file backup and restoration,
storage, Dynamic Host Configuration Protocol, Windows Internet Name Services, Domain
Name Service, IP address space allocation, application distribution and patch management,
backup and disaster recovery to the desktop and server customers within the NOAA8850
accreditation boundary. In addition, it provides system-level support for servers,
desktops/workstations, and laptops and a test lab mimicking the production environment for
systems and network engineers to develop and test new technologies. Lastly, the active directory
user base receives electronic mail and calendar services from the NOAA Messaging Operations
Center.

Multi Year Planning System (MYPS)

The Multi Year Planning System (MYPS) is comprised of three General Services Systems (GSS)
and includes 20 servers (CFO1 servers). The GSS are the MYPS Labor Projection Model,
Management Analysis and Reporting System Business Intelligence (BI) Maintenance Platform
(MARS), and the General Forecaster Vacancy System. The Labor Projection Model and the
General Forecaster Vacancy System are operational production systems. MARS BI Maintenance
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Platform is used only for maintenance efforts related to the production and pre-production
MARS systems which are housed at the NOAA Information Technology Center.

The MYPS Labor Projection Model is a tool used to compute the multi-year total NWS labor
model (5 years) using a detailed site-by-site, bottom-up cost approach. It calculates labor costs
by site by position with the impact of changes in staffing levels. The model applies a labor lapse,
calculates FTE, benefits, premium pay (shift differential), overtime, locality pay, cost of living
allowance (COLA), special IT pay, awards, and annual pay raises. Costs are calculated using
OPM-published salary and rates tables. All costs are categorized by Accounting Classification
Code Structure (ACCS), cost category, funding source, and portfolio. In addition, the model is
used in “what-if” analyses to answer questions about proposed changes in labor such as lapse,
labor rates, inflation, and table of organization changes. The resulting five year answer sets are
used to answer detailed questions about labor planning for NWS, NOAA, DOC, OMB, and
Congressional requests without any PII data. The labor data contained in the model’s database is
the master authorized (funded) position data for NWS. The model has its own user logon system
and is accessed by its sole Federal user and its maintenance support contractor staff via the
NOAA Silver Spring Metro Campus (SSMC) trusted campus network. The MYPS system
retains user name, job title, and budgeted salary information for the purposes of budget forecast
modeling.

MARS is a NOAA enterprise system that provides a common Business Intelligence (BI)
platform to all NOAA Line Offices for financial reporting and querying, budget planning and
commitment tracking. It consists of two modules, Reporting and Querying and Data Entry. The
Data Entry module is not supported by MYPS. The MARS Reporting and Querying module is a
business intelligence maintenance environment used for ongoing design, creation and testing of
new reports; new extract, transform and load (ETL) jobs; and software patches and upgrades for
eventual deployment to the Reporting and Querying module of MARS. MARS BI Maintenance
Platform is accessible only via the NOAA Silver Spring Metro Campus (SSMC) trusted campus
network. PII related information is collected solely for regression testing purposes within the
MARS system. Once testing has been completed, the sample data will be retained for a time,
and deleted within 3 years or sooner. Our mandate is to make sure any revisions to our processes
operate correctly and produce correct answers on the MARS reports before promoting the
revisions forward to TEST where yet another testing cycle occurs. Once the Federal client
approves the system fix(es) on TEST, the final solution is only then migrated to PROD, with
another final confirmation things worked in PROD before closing our Software Design Request
(SDR) ticket.

Sample data is extracted from production to use during various development cycles that include
previous fiscal year (FY) data and the current FY data. The resultant differences are compared
between DEV or TEST to the PROD environment to prove the expected system modifications
actually repaired the process or MARS report.
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If dummy data was implemented, live data would still need to be extracted, but then
systematically be revised to substitute real values for dummy values across multiple fiscal years
and multiple database tables many of which enforce primary/foreign key relational

constraints. After this exercise, the MARS team would still need to map backwards to the
original data for direct comparison to our production system data or reports for validation of the
changes. These steps would be costly in team resources with multiple developers working on
multiple SDRs, but yet allowing correlated comparison of before and after change modification
to the operational MARS production system as proof of task completion. Since the Government
doesn't want to pay for these steps in time or dollars, the additional developer, system, and user
controls have been added on all MARS developers and users giving them the responsibility to
protect data from all unauthorized disclosures (e.g. NDAs mentioned previously above).

Government stakeholders need the MARS Financial Data Warehouse and they imposed the best
possible security measures given the exigent trade-offs and limited available resources available
(CPU speed, disk space, contract dollars, time, and staf¥).

The General Forecaster Vacancy System is a notification application that is used by regional
workforce managers to make regional meteorological (met) interns (Met Interns) aware of
upcoming general forecaster vacancies at NWS Weather Forecast Offices (WFOs), per an
agreement between NWS management and the National Weather Service Employees
Organization (NWSEO). The system contains a database of all the Met Interns in the regions.
The database is maintained by the regional workforce managers using a web application which is
accessed using LDAP authentication. Prior to posting a vacancy for a general forecaster
(meteorologist) at a WFO, the workforce manager in the region uses the system too
automatically send an email to all the met interns listed in the database. An intern who is
interested in the listed vacancy clicks on an HTML hyperlink imbedded in the email to express
their interest. The system counts the responses and a determination is made at the regional level,
based on the number of responses, whether the vacancy will be advertised to status candidates
only or to all hiring sources (USAJOBS, etc.). The web portal uses session cookies to time-out
any open workforce manager sessions within five minutes to maintain security of the process.
PII in the form of user name and email address is collected and retained as part of the application
process.

The NOAAS8850 Trusted Agent collects and stores Form CD591 (PIV request form) for
government issued IDs, LDAP and Active Directory. The Trusted Agent processes security and
badging forms for contractors only, not federal employees. The processing package includes
fingerprints and a photograph, both taken by the badging office (but not stored in NOAA8850),
driver’s license and passport number. Once the Eastern Region Security Office approves a
contractor for a CAC, it returns the CD-591s for the sponsored contractors and they are stored
electronically. OF306 Declaration for Federal Employment is stored temporarily when the form
needs to be scanned and saved to a drive prior to uploading into Accellion Secure File transfer to
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send to the Security Office. Contractors are advised to remove the form from their desktops
after the transfer, but there is no current way to check this. The system is investigating courses
of action to discover PII data within NOAA8850, including user terminals, but in the meantime,
we are changing the confidentiality level to ‘High’ based on possible SSN retention on desktops.
A paper copy of the Security Coversheet/Request for Investigation Coversheet is also stored after
removing Birth Date and SSN.

No PII is shared outside of the Department of Commerce (DOC) except in these cases: 1) only
PII directly related to an individual’s clearance is shared with DOC:;. if there is a security or
privacy breach, applicable PII may be shared with the Department and other Federal agencies.

Authorities

U.S.C. § 301 authorizes the operations of an executive agency, including the creation,
custodianship, maintenance and distribution of records.

15 U.S.C. § 1512, which confers general powers and duties authority to executive agencies,
vesting jurisdiction and control of departments, bureaus, offices and branches.

Federal Information Security Management Act (Pub. L. 107 296, Sec. 3544).
E-Government Act (Pub. L. 107 347, Sec. 203).

From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C.
1501 et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.

From DEPT-18: 5 U.S.C. 301; 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5
U.S.C. 5379; 5 CFR Part 537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC)
65, July 26, 1999; DAO 210-110; Executive Order 12564; Public Law 100-71, dated July 11,
1987.

From DEPT-25: 5 U.S.C. 301; 35 U.S.C. 2; the Electronic Signatures in Global and National
Commerce Act, Public Law 106-229; 28 U.S.C. 533-535; 44 U.S.C. 1301; Homeland Security
Presidential Directive 12 (HSPD 12), Federal Property and Administrative Services Act of 1949,
as amended.

From GSA/GOVT-7: 5 U.S.C. 301; Federal Information Security Management Act of 2002 (44
U.S.C. 3554); E-Government Act of 2002 (Pub. L. 107-347, Sec. 203); Paperwork Reduction
Act of 1995 (44 U.S.C. 3501 et al.) and Government Paperwork Elimination Act (Pub. L. 105-
277,44 U.S.C. 3504 note); Homeland Security Presidential Directive 12 (HSPD-12), Policy for a
Common Identification Standard for Federal Employees and Contractors, August 27, 2004.
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From OPM/GOVT-1: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397,
as amended by 13478, 9830, and 12107.

This system has been classified as FIPS 199 moderate level.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
X This is an existing information system with changes that create new privacy risks.

(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or X
Anonymous Collection*

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS8205 integrated into this system.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* X | e. File/CaseID i. Credit Card

b. Taxpayer ID f. Driver’s License X | j. Financial Account

c. Employer ID g. Passport X | k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

* Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

* For MARS testing: A three tier approach (DEV, TEST, PROD) is implemented so that any new bug fixes or
new developments are moved forward to TEST tier first, run in mock production setting on TEST, then once all
regression testing has been validated and approvals given from Federal agent, the “code” is migrated into
production. During testing periods, the TEST tier has PROD data to assure everything works as though it were in
production. Afterwards housecleaning is conducted on TEST until the next testing cycle.

There is also temporary storage of the OF306 before transmitting to the security office.

Authorities: see DEPT 18 authorities in the system description.
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General Personal Data (GPD)

a. Name X | g. Date of Birth X m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address X 0. Medical Information
d. Gender X |j. Telephone Number X p. Military Service

e. Age X | k. Email Address X q. Physical Characteristics
f. Race/Ethnicity X | 1. Education X r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation X | d. Telephone Number X | g. Salary

b. Job Title X | e. Email Address X | h. Work History

c. Work Address X | f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans

c. Voice f.  Vascular Scan i.  Dental Profile

Recording/Signatures

j-  Other distinguishing features/biometrics (specify):
* For badging purposes only

System Administration/Audit Data (SAAD)

a. UserID X | c. Date/Time of Access X | e. IDFiles Accessed

b. IP Address X | d. Queries Run X | f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X | Hard Copy: Mail/Fax X | Online
Telephone Email
Other (specify):
Government Sources
Within the Bureau X | Other DOC Bureaus X | Other Federal Agencies
State, Local, Tribal Foreign

Other (specify
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Non-government Sources

Public Organizations |

| Private Sector

Commercial Data Brokers

Third Party Website or Application

Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously

deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics

Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

l X\ | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

|

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)

Activities

Audio recordings

Building entry readers

Video surveillance

Electronic purchase transactions

Other (specify):

| x | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters To promote information sharing initiatives
For litigation For criminal law enforcement activities

For civil enforcement activities

For intelligence activities

To improve Federal services online

For employee or customer satisfaction

For web measurement and customization
technologies (single-session )

For web measurement and customization
technologies (multi-session )

Other (specify):
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Section 5: Use of the Information

5.1  In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).

The NOAAS8205 Trusted Agent collects and stores Form CD591 (PIV request form) for
government issued IDs, LDAP and Active Directory. The Trusted Agent processes security
and badging forms for contractors only, not federal employees. The processing package
includes fingerprints and a photograph, both taken by the badging office (but not stored in the
system), driver’s license and passport number. Once the Eastern Region Security Office
approves a contractor for a CAC, it returns the CD-591s for the sponsored contractors and they
are stored electronically. Trusted agents are instructed to complete only Section A of the CD-
591. They do not include the I-9 form and have never been requested to do so by OSY.

OF306 Declaration for Federal Employment is stored temporarily when the form needs to be
scanned and saved to a drive prior to uploading into Accellion Secure File transfer to send to
the Security Office. A paper copy of the Security Coversheet/Request for Investigation
Coversheet is also stored after removing Birth Date and SSN. The only forms stored are
redacted Coversheets and CD-591s which do not contain PII.

The MYPS system retains user name, job title and budgeted salary information for the
purposes of budget forecast models.

The Forecaster Vacancy system retains name and email only for federal employees.

The MARS system retains sample PII for testing purposes only and discards after each testing
cycle.
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Section 6: Information Sharing and Access

6.1  Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X
Federal agencies X*
State, local, tribal gov’t agencies

Public
Private sector
Foreign governments
Foreign entities
Other (specify):
*In case of breach.
| | The PII/BII in the system will not be shared.

6.2  Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BII.
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Identify the class of users who will have access to the IT system and the PII/BIL. (Check

all that apply.)

Class of Users

General Public

Government Employees X

Contractors

Other (specify):

Section 7: Notice and Consent

7.1

Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

Yes, notice is provided pursuant to a system of records notice published in the Federal Register and discussed

in Section 9.

Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and/or

privacy policy can be found at:

Yes, notice is provided by other means.

Specify how:

Form CDS591, the DOC PIV request form, provides notice in that
the request for information comes from the sponsor and registrar.
The information comes from the applicant, who completes the
form and provides it to the sponsor. There is also a privacy act
statement on this form.

https://mars.rdc.noaa.gov/docs/forms/NOAA MARS Rules of
Behavior.pdf

https://mars.rdc.noaa.gov/docs/forms/DOC NOAA MARS ND
A v2.pdf

Form OF306 states that the Office of Personnel Management is
authorized to request this information under sections 1302, 3301,
3304, 3328, and 8716 of title 5, U. S. Code and addresses and
Routine Uses.

The MYPS, Forecaster Vacancy System, and MARS: Federal
workers sign a privacy release pursuant to the Privacy Act of
1974 during on-boarding with NOAA/NWS; see
https://www.justice.gov/opcl/privacy-act-1974 ; Conditions of
disclosure; "For routine uses within a U.S. government agency"
and "Other administrative purposes."

No, notice is not provided.

Specify why not:

7.2

Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

Yes, individuals have an opportunity to
decline to provide PII/BII.

Specify how: Individuals can decline by not providing
requested information to receive NOAA ID. However, without
a NOAA ID, they cannot work at NOAA as a Federal Employee
or Contractor.

The information collected Forecaster Vacancy System is
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provided only if the service is desired.

The information collected by MYPS is solely for budget
purposes (no opt out) and MARS collects information solely for
testing applications (no opt out).

No, individuals do not have an
opportunity to decline to provide
PII/BII.

Specify why not:

7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.
Yes, individuals have an opportunity to | Specify how: If no consent is granted, no ID will be issued as in
consent to particular uses of their 7.2 above. This is the only purpose for this information.
PII/BII.
There is only one use for each of these: MYPS (budget) and
MARS (testing)
Forecaster Vacancy is voluntary for job openings and solely
consists of user name and email address. There is only one use
of the information.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BIL.
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.
Yes, individuals have an opportunity to | Specify how:
review/update PII/BII pertaining to
them. Users are informed in person or in writing by their supervisors
at time of onboarding, that they can update PII/information via
NOAA LDAP or NOAA Locator. https:/nsd.rdc.noaa.gov/
Forecaster Vacancy user name, email address and MYPS
X information updates are not applicable for the individual.

However, updates may be implemented by HQ and FMC
administrators at an individual’s request in writing to one or the
other.

MARS PII is used solely for testing and thus the individual does
not need to review/update PII/BII pertaining to them.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:
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Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: MARS has built-in auditor for who accessed what report and when.

[ [ [

The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 11/20/2017
[ This is a new system. The A&A date will be provided when the A&A package is approved.
The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.
NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
X | security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).
X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.
Contracts with customers establish ownership rights over data including PII/BII.
X | Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.
Other (specify):

>~

8.2 Provide a general description of the technologies used to protect PII/BII on the IT system.

User name, Office location, and Telephone Number of NOAA employees and contractors are collected and
maintained in NOAAS8205 Active Directory and LDAP. NOAAS8205 Administrators can access or alter this
information; the Active Directory is not publicly accessible and has internal boundary controls in place to include
firewall and Access Control Lists (ACLs).

The NWS HQ Trusted agent (TA) collects and maintains CD591 information. This information is stored by the
TA in a locked secure location; after three months, the information is shredded in accordance with NOAA
Records Management schedule. (Contains name, phone number and email address.)

The MYPS and MARS information is maintained in encrypted files and protected through Role Based Access
Controls (RBAC).

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

Yes, this system is covered by an existing system of records notice (SORN).
X | Provide the SORN name and number (/ist all that apply): DEPT-13, Investigative and Security Records,
DEPT-18, Employees Information Not Covered by Notices of Other Agencies; DEPT-25, Access Control
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and Identity Management System, GSA./GOVT-7, Personal Identity Verification Identity Management
System. OPM/GOVT-1, General Personnel Records

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

There is an approved record control schedule.
Provide the name of the record control schedule:
NOAA Records Schedule Series Chapter: 900
X 904-01Building Identification Credential Files
NOAA Chapter 100: Enterprise-Wide Functions Electronic Records schedule:
NARA General Records Schedule 20, Electronic Records
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X | Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BII. (Check all that apply.)
Disposal
Shredding X Overwriting X
Degaussing Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.
Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.
Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.
X | High — the loss of confidentiality, integrity, or availability could be expected to have a severe or

catastrophic adverse effect on organizational operations, organizational assets, or individuals.
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11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.

(Check all that apply.)

Identifiability

Provide explanation: The loss of confidentiality could lead to
identity theft for individuals affected.

X | Quantity of PII

Provide explanation: No access for average MARS user; limited
access for MARS power users as needed to do their job function;
and more access for top level managers who require access for
those they manage.

X Data Field Sensitivity

Provide explanation: In some cases, the CD306 containing a
contractor SSN may not have been removed from a desktop. The
system is working on addressing this issue.

X Context of Use

Provide explanation: MARS links some PII data using natural keys
for SQL table joins which report users cannot see.

Obligation to Protect
Confidentiality

Provide explanation:

X Access to and Location of PII

Provide explanation: The information collected for badging
purposes contains two forms of personal identification (ie Passport,
Driver’s license, etc.) which, if exposed during the course of
collection and verification, could have an adverse impact to user
confidentiality.

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PIA results in required business process changes.

X | Explanation: The possibility of retention of the SSN, as stored electronically in the OF306, caused us to

change our confidentiality rating from “moderate” to “high.”

No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Explanation:

Yes, the conduct of this PTA results in required technology changes.

X | No, the conduct of this PIA does not result in any required technology changes.
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Unique Project Identifier: NOAAS8850

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

The NWS Enterprise Mission Enabling System (EMES) is a group of complimentary enterprise
services that provide a secure and reliable infrastructure throughout the NWS organization.
Providing central management of these services is more reliable, efficient and customer friendly.
EMES consists of Microsoft Active Directory, McAfee ePolicy Orchestrator, Centralized
Certificate Authority and Enterprise Cyber security Monitoring and Operations (ECMO). Each
of these separate products work together to provide Authentication, Security, Reliability,
Inventory and an overall continuity of enterprise service for NWS staff. These tools ensure that
only properly identified network devices connect to the NWS Network; run the latest software;
run in a secure environment; and only correctly identified and authorized NWS staff gain
network access. The system uses redundancy to ensure reliability and availability while reducing
latency and bandwidth.

Microsoft Active Directory

Microsoft Active Directory is a special purpose database that authenticates and authorizes all
users and computers in a Windows domain network. It is responsible for assigning and enforcing
security policies for all computers. Active Directory checks the submitted password and
authorizes user access to the system. Multiple Domain Controllers maintain copies of the AD
Database and provide redundancy if another Domain Controller is unavailable. Domain
Controllers are located in regional offices and key field offices to provide user access and reduce
bandwidth.

McAfee ePolicy Orchestrator (ePO)

McAfee ePolicy Orchestrator is an integrated security software program designed to integrate the
numerous security programs and to provide real time monitoring of security programs through a
single console. McAfee EPO provides end-to-end visibility with a unified view of your security
posture, simplified security operations, real-time security status, and an open architecture
enabling faster response times.
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Enterprise Cybersecurity Monitoring and Operations (ECMOQO)

U.S. Office of Management and Budget (OMB) memoranda M-10-15 and M-10-19 require all
Federal agencies to continuously monitor security-related information from across the enterprise
and present this information to the various levels of agency-wide management to enable timely
decision making. The ECMO initiative will fulfill this requirement, providing essential, near
real-time security status and remediation, increasing visibility into system operations and helping
security personnel make risk-management decisions based on increased situational awareness.
ECMO will also provide performance metrics to support the administration priority performance
areas for continuous monitoring, automated asset management, automated configuration
management, and automated vulnerability management.

Centralized Certificate Authority (CCA)

Centralized Certificate Authority issues thousands of certificates for day-to-day encryption
needs, for encrypting local files and file systems, encrypting the communications between client
workstation and servers, as well as server to server communication encryption. The internal
Certificate Authority is a key component to NWS HSPD-12 implementation. The CCA enables
the NWS to effectively implement Single Sign On internally.

We presently issue nine types of certificates:

(1) SSL for internal web protocols such as for SharePoint and service oriented Architecture
applications;

(2) Domain Controller certificates for enabling Smartcard protocols for client and server
cascaded protocols such as Terminal Servers and Remote Desktops and OS to OS
communications;

3) PKI/IKE certificates for various Public Key Infrastructure;

4) Domain Controller Authentication for chaining authentication for non-web protocol
applications;

5) File Service Encryption certificates useful for enabling Windows-based client equipment
to encrypt disk drives, thumb drives, and files and folders. This service includes and
administrative back up certificate provision allowing NWS administrators to
administratively unencrypt drives that were otherwise locked out by individual certificate
damage, corruption or compromise.
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McAfee Virus Scan, Malware, ePolicy Orchestrator, Rogue System Detection and
Endpoint Encryption are services for multiple platforms (Windows, Macintosh, Linux,
etc.) that use these certificates for various client and application communications;

Microsoft Systems Center Configuration Manager (SCCM) uses these certificates in the
NWS implementation for communicating with clients to distributed OS Patches,
applications patches, and inventory of configurations;

Microsoft Group Policy uses these certificates for the communications between clients
and servers for distributing USGCB compliant policies for user and machine
configurations

Centrify implementation allows Active Directory to more tightly manage non-Microsoft
equipment and user accounts, and provides HSPD-12 implementation more readily with
better management and administration leveraging Active Directory, and therefore
leveraging the internal Certificate Authority for many of the day-to-day encryption tasks.

EMES is a system in production. Currently EMES has included all components within its
boundary. EMES expects to continue to expand and offer new products and services. In the near
future EMES will provide NETWRIX software and IMET laptops. All new services that EMES
provide will be brought into the system boundary following the SDLC framework and will
incorporate Security from the beginning.

EMES is defined as a group of complementary enterprise services that provide a secure and
reliable infrastructure throughout the NWS organization. EMES consists of Microsoft Active
Directory (AD), McAfee ePolicy Orchestrator (ePO), Centralized Certificate Authority (CCA),
and Enterprise Cybersecurity Monitoring and Operations (ECMO). Each of these separate
products work together to provide authentication, security, reliability, inventory and an overall
continuity of enterprise service for NWS staff. These tools ensure that only properly identified
network devices connect to the NWS Network; run the latest software; run in a secure
environment; and only properly identified and authorized NWS staff gain network access. The
system employs redundancy to ensure reliability and availability while reducing latency and
bandwidth.

The National Weather Service Headquarters Local Area Network (NWSHQNet), Infrastructure,
is a general support system consisting of domain controllers, servers, desktop/workstation,
laptops, printers and network infrastructure components. The Infrastructure is located within the
Silver Spring Metro Complex Building 2 (SSMC-2) and supports approximately 250 users and
1,500 network devices.
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The network infrastructure provides the support, management and connectivity services for
administrative functions to include: Service Desk support, Active Directory, file and print, file
backup and restoration, storage, Dynamic Host Configuration Protocol, Windows Internet Name
Services, Domain Name Service, IP address space allocation, application distribution and patch
management, backup and disaster recovery to the desktop and server customers within the
accreditation boundary. In addition, it provides system-level support for servers,
desktops/workstations, and laptops and a test lab mimicking the production environment for
systems and network engineers to develop and test new technologies. Lastly, active directory
user base receives electronic mail and calendar services from the NOAA Messaging Operations
Center.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
X _[1This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

] This is an existing information system in which changes do not create new privacy

118kS. Continue to answer questions, and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.
X No
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3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

X _[1Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

'] Companies
X __[1Other business entities

"1 No, this IT system does not collect any BII.

4. Personally Identifiable Information
4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X [1Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

X _[1DOC employees

X __[Contractors working on behalf of DOC
'] Members of the public

No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
_ X  Yes, the IT system collects, maintains, or disseminates PII other than user ID.

[INo, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

X __[INo, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [I certify the criteria implied by one or more of the questions above apply to the
NOAAS8850 EMES and as a consequence of this applicability, I will perform and document a
PIA for this IT system.

1 I certify the criteria implied by the questions above do not apply to the NOAAS8850
EMES and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of System Owner (SO): Tommy Thompson, Sr.

Digitally signed by THOMPSON.THOMAS.PAUL.SR.1200327841
THOMPSON.THOMAS. PAUL.SR.1200327841  D3ially signec by THOMPSON T

Signature of SO

Name of Information Technology Security Officer (ITSO): Andrew Browne

Digitally signed by BROWNE.ANDREW.PATRICK.1472149349
BROWNE.ANDREW.PATRICK. 1472149349 Dgtall signed by BROWNE.ANE

Signature of ITSO

Name of Authorizing Official (AO): Richard Varn

Date: 2018.01.23 09:19:36 -05'00'

Signature of AO

Name of Bureau Chief Privacy Officer (BCPO): Mark Graff

Digitally signed by GRAFF.MARK.HYRUM.1514447892

GRAFF.MARK.HYRUM. 1514447892 2t ciesus, Sommen e v ovoren

Date: 2018.01.23 15:46:23 -05'00"

Signature of BCPO
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Unique Project Identifier: NOAAS850
Introduction: System Description

The NWS Enterprise Mission Enabling System (EMES) is a group of complimentary enterprise
services that provide a secure and reliable infrastructure throughout the NWS organization.
Providing central management of these services is more reliable, efficient and customer friendly.
EMES consists of Microsoft Active Directory, McAfee ePolicy Orchestrator, Centralized
Certificate Authority and Enterprise Cyber security Monitoring and Operations (ECMO). Each
of these separate products work together to provide Authentication, Security, Reliability,
Inventory and an overall continuity of enterprise service for NWS staff. These tools ensure that
only properly identified network devices connect to the NWS Network; run the latest software;
run in a secure environment; and only correctly identified and authorized NWS staff gain
network access. The system uses redundancy to ensure reliability and availability while reducing
latency and bandwidth.

Microsoft Active Directory

Microsoft Active Directory is a special purpose database that authenticates and authorizes all
users and computers in a Windows domain network. It is responsible for assigning and enforcing
security policies for all computers. Active Directory checks the submitted password and
authorizes user access to the system. Multiple Domain Controllers maintain copies of the AD
Database and provide redundancy if another Domain Controller is unavailable. Domain
Controllers are located in regional offices and key field offices to provide user access and reduce
bandwidth.

McAfee ePolicy Orchestrator (ePO)

McAfee ePolicy Orchestrator is an integrated security software program designed to integrate the
numerous security programs and to provide real time monitoring of security programs through a
single console. McAfee EPO provides end-to-end visibility with a unified view of your security
posture, simplified security operations, real-time security status, and an open architecture
enabling faster response times.

Enterprise Cybersecurity Monitoring and Operations (ECMO)

U.S. Office of Management and Budget (OMB) memoranda M-10-15 and M-10-19 require all
Federal agencies to continuously monitor security-related information from across the enterprise
and present this information to the various levels of agency-wide management to enable timely
decision making. The ECMO initiative will fulfill this requirement, providing essential, near
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real-time security status and remediation, increasing visibility into system operations and helping
security personnel make risk-management decisions based on increased situational awareness.
ECMO will also provide performance metrics to support the administration priority performance
areas for continuous monitoring, automated asset management, automated configuration
management, and automated vulnerability management.

Centralized Certificate Authority (CCA)

Centralized Certificate Authority issues thousands of certificates for day-to-day encryption
needs, for encrypting local files and file systems, encrypting the communications between client
workstation and servers, as well as server to server communication encryption. The internal
Certificate Authority is a key component to NWS HSPD-12 implementation. The CCA enables
the NWS to effectively implement Single Sign On internally.

We presently issue nine types of certificates:

(1) SSL for internal web protocols such as for SharePoint and service oriented Architecture
applications;

2) Domain Controller certificates for enabling Smartcard protocols for client and server
cascaded protocols such as Terminal Servers and Remote Desktops and OS to OS
communications;

3) PKI/IKE certificates for various Public Key Infrastructure;

(4) Domain Controller Authentication for chaining authentication for non-web protocol
applications;

(5) File Service Encryption certificates useful for enabling Windows-based client equipment
to encrypt disk drives, thumb drives, and files and folders. This service includes and
administrative back up certificate provision allowing NWS administrators to
administratively unencrypt drives that were otherwise locked out by individual certificate
damage, corruption or compromise.

(6) McAfee Virus Scan, Malware, ePolicy Orchestrator, Rogue System Detection and
Endpoint Encryption are services for multiple platforms (Windows, Macintosh, Linux,
etc.) that use these certificates for various client and application communications;

(7) Microsoft Systems Center Configuration Manager (SCCM) uses these certificates in the
NWS implementation for communicating with clients to distributed OS Patches,
applications patches, and inventory of configurations;
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(8) Microsoft Group Policy uses these certificates for the communications between clients
and servers for distributing USGCB compliant policies for user and machine
configurations

) Centrify implementation allows Active Directory to more tightly manage non-Microsoft
equipment and user accounts, and provides HSPD-12 implementation more readily with
better management and administration leveraging Active Directory, and therefore
leveraging the internal Certificate Authority for many of the day-to-day encryption tasks.

Future

EMES is a system in production. Currently EMES has included all components within its
boundary. EMES expects to continue to expand and offer new products and services. In the near
future, EMES will provide NETWRIX software and IMET laptops. All new services that EMES
provide will be brought into the system boundary following the SDLC framework and will
incorporate Security from the beginning.

EMES also contains the National Weather Service Headquarters Local Area Network
(NWSHQNet) a general support system consisting of domain controllers, servers,
desktop/workstation, laptops, printers and network infrastructure components. NWSHQNet is
located within the Silver Spring Metro Complex Building 2 (SSMC-2) and supports
approximately 250 users and 600 network devices. NNWSHQNet provides network
infrastructure support, management and connectivity services for administrative functions to
include: Service Desk support, Active Directory, file and print, file backup and restoration,
storage, Dynamic Host Configuration Protocol, Windows Internet Name Services, Domain
Name Service, IP address space allocation, application distribution and patch management,
backup and disaster recovery to the desktop and server customers within the NOAA8850
accreditation boundary. In addition, it provides system-level support for servers,
desktops/workstations, and laptops and a test lab mimicking the production environment for
systems and network engineers to develop and test new technologies. Lastly, the active directory
user base receives electronic mail and calendar services from the NOAA Messaging Operations
Center.

Multi Year Planning System (MYPS)

The Multi Year Planning System (MYPS) is comprised of three General Services Systems (GSS)
and includes 20 servers (CFO1 servers). The GSS are the MYPS Labor Projection Model,
Management Analysis and Reporting System Business Intelligence (BI) Maintenance Platform
(MARS), and the General Forecaster Vacancy System. The Labor Projection Model and the
General Forecaster Vacancy System are operational production systems. MARS BI Maintenance
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Platform is used only for maintenance efforts related to the production and pre-production
MARS systems which are housed at the NOAA Information Technology Center.

The MYPS Labor Projection Model is a tool used to compute the multi-year total NWS labor
model (5 years) using a detailed site-by-site, bottom-up cost approach. It calculates labor costs
by site by position with the impact of changes in staffing levels. The model applies a labor lapse,
calculates FTE, benefits, premium pay (shift differential), overtime, locality pay, cost of living
allowance (COLA), special IT pay, awards, and annual pay raises. Costs are calculated using
OPM-published salary and rates tables. All costs are categorized by Accounting Classification
Code Structure (ACCS), cost category, funding source, and portfolio. In addition, the model is
used in “what-if” analyses to answer questions about proposed changes in labor such as lapse,
labor rates, inflation, and table of organization changes. The resulting five year answer sets are
used to answer detailed questions about labor planning for NWS, NOAA, DOC, OMB, and
Congressional requests without any PII data. The labor data contained in the model’s database is
the master authorized (funded) position data for NWS. The model has its own user logon system
and is accessed by its sole Federal user and its maintenance support contractor staff via the
NOAA Silver Spring Metro Campus (SSMC) trusted campus network. The MYPS system
retains user name, job title, and budgeted salary information for the purposes of budget forecast
modeling.

MARS is a NOAA enterprise system that provides a common Business Intelligence (BI)
platform to all NOAA Line Offices for financial reporting and querying, budget planning and
commitment tracking. It consists of two modules, Reporting and Querying and Data Entry. The
Data Entry module is not supported by MYPS. The MARS Reporting and Querying module is a
business intelligence maintenance environment used for ongoing design, creation and testing of
new reports; new extract, transform and load (ETL) jobs; and software patches and upgrades for
eventual deployment to the Reporting and Querying module of MARS. MARS BI Maintenance
Platform is accessible only via the NOAA Silver Spring Metro Campus (SSMC) trusted campus
network. PII related information is collected solely for regression testing purposes within the
MARS system. Once testing has been completed, the sample data will be retained for a time,
and deleted within 3 years or sooner. Our mandate is to make sure any revisions to our processes
operate correctly and produce correct answers on the MARS reports before promoting the
revisions forward to TEST where yet another testing cycle occurs. Once the Federal client
approves the system fix(es) on TEST, the final solution is only then migrated to PROD, with
another final confirmation things worked in PROD before closing our Software Design Request
(SDR) ticket.

Sample data is extracted from production to use during various development cycles that include
previous fiscal year (FY) data and the current FY data. The resultant differences are compared
between DEV or TEST to the PROD environment to prove the expected system modifications
actually repaired the process or MARS report.
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If dummy data was implemented, live data would still need to be extracted, but then
systematically be revised to substitute real values for dummy values across multiple fiscal years
and multiple database tables many of which enforce primary/foreign key relational

constraints. After this exercise, the MARS team would still need to map backwards to the
original data for direct comparison to our production system data or reports for validation of the
changes. These steps would be costly in team resources with multiple developers working on
multiple SDRs, but yet allowing correlated comparison of before and after change modification
to the operational MARS production system as proof of task completion. Since the Government
doesn't want to pay for these steps in time or dollars, the additional developer, system, and user
controls have been added on all MARS developers and users giving them the responsibility to
protect data from all unauthorized disclosures (e.g. NDAs mentioned previously above).

Government stakeholders need the MARS Financial Data Warehouse and they imposed the best
possible security measures given the exigent trade-offs and limited available resources available
(CPU speed, disk space, contract dollars, time, and staf¥).

The General Forecaster Vacancy System is a notification application that is used by regional
workforce managers to make regional meteorological (met) interns (Met Interns) aware of
upcoming general forecaster vacancies at NWS Weather Forecast Offices (WFOs), per an
agreement between NWS management and the National Weather Service Employees
Organization (NWSEO). The system contains a database of all the Met Interns in the regions.
The database is maintained by the regional workforce managers using a web application which is
accessed using LDAP authentication. Prior to posting a vacancy for a general forecaster
(meteorologist) at a WFO, the workforce manager in the region uses the system too
automatically send an email to all the met interns listed in the database. An intern who is
interested in the listed vacancy clicks on an HTML hyperlink imbedded in the email to express
their interest. The system counts the responses and a determination is made at the regional level,
based on the number of responses, whether the vacancy will be advertised to status candidates
only or to all hiring sources (USAJOBS, etc.). The web portal uses session cookies to time-out
any open workforce manager sessions within five minutes to maintain security of the process.
PII in the form of user name and email address is collected and retained as part of the application
process.

The NOAAS8850 Trusted Agent collects and stores Form CD591 (PIV request form) for
government issued IDs, LDAP and Active Directory. The Trusted Agent processes security and
badging forms for contractors only, not federal employees. The processing package includes
fingerprints and a photograph, both taken by the badging office (but not stored in NOAA8850),
driver’s license and passport number. Once the Eastern Region Security Office approves a
contractor for a CAC, it returns the CD-591s for the sponsored contractors and they are stored
electronically. OF306 Declaration for Federal Employment is stored temporarily when the form
needs to be scanned and saved to a drive prior to uploading into Accellion Secure File transfer to
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send to the Security Office. Contractors are advised to remove the form from their desktops
after the transfer, but there is no current way to check this. The system is investigating courses
of action to discover PII data within NOAA8850, including user terminals, but in the meantime,
we are changing the confidentiality level to ‘High’ based on possible SSN retention on desktops.
A paper copy of the Security Coversheet/Request for Investigation Coversheet is also stored after
removing Birth Date and SSN.

No PII is shared outside of the Department of Commerce (DOC) except in these cases: 1) only
PII directly related to an individual’s clearance is shared with DOC:;. if there is a security or
privacy breach, applicable PII may be shared with the Department and other Federal agencies.

Authorities

U.S.C. § 301 authorizes the operations of an executive agency, including the creation,
custodianship, maintenance and distribution of records.

15 U.S.C. § 1512, which confers general powers and duties authority to executive agencies,
vesting jurisdiction and control of departments, bureaus, offices and branches.

Federal Information Security Management Act (Pub. L. 107 296, Sec. 3544).
E-Government Act (Pub. L. 107 347, Sec. 203).

From DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-332; 15 U.S.C.
1501 et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act of 1972.

From DEPT-18: 5 U.S.C. 301; 44 U.S.C. 3101; E.O. 12107, E.O. 13164, 41 U.S.C. 433(d); 5
U.S.C. 5379; 5 CFR Part 537; DAO 202-957; E.O. 12656; Federal Preparedness Circular (FPC)
65, July 26, 1999; DAO 210-110; Executive Order 12564; Public Law 100-71, dated July 11,
1987.

From DEPT-25: 5 U.S.C. 301; 35 U.S.C. 2; the Electronic Signatures in Global and National
Commerce Act, Public Law 106-229; 28 U.S.C. 533-535; 44 U.S.C. 1301; Homeland Security
Presidential Directive 12 (HSPD 12), Federal Property and Administrative Services Act of 1949,
as amended.

From GSA/GOVT-7: 5 U.S.C. 301; Federal Information Security Management Act of 2002 (44
U.S.C. 3554); E-Government Act of 2002 (Pub. L. 107-347, Sec. 203); Paperwork Reduction
Act of 1995 (44 U.S.C. 3501 et al.) and Government Paperwork Elimination Act (Pub. L. 105-
277,44 U.S.C. 3504 note); Homeland Security Presidential Directive 12 (HSPD-12), Policy for a
Common Identification Standard for Federal Employees and Contractors, August 27, 2004.
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From OPM/GOVT-1: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397,
as amended by 13478, 9830, and 12107.

This system has been classified as FIPS 199 moderate level.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
X This is an existing information system with changes that create new privacy risks.

(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or X
Anonymous Collection*

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS8205 integrated into this system.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* X | e. File/CaseID i. Credit Card

b. Taxpayer ID f. Driver’s License X | j. Financial Account

c. Employer ID g. Passport X | k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

* Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

* For MARS testing: A three tier approach (DEV, TEST, PROD) is implemented so that any new bug fixes or
new developments are moved forward to TEST tier first, run in mock production setting on TEST, then once all
regression testing has been validated and approvals given from Federal agent, the “code” is migrated into
production. During testing periods, the TEST tier has PROD data to assure everything works as though it were in
production. Afterwards housecleaning is conducted on TEST until the next testing cycle.

There is also temporary storage of the OF306 before transmitting to the security office.

Authorities: see DEPT 18 authorities in the system description.
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General Personal Data (GPD)

a. Name X | g. Date of Birth X m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address X 0. Medical Information
d. Gender X |j. Telephone Number X p. Military Service

e. Age X | k. Email Address X q. Physical Characteristics
f. Race/Ethnicity X | 1. Education X r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation X | d. Telephone Number X | g. Salary

b. Job Title X | e. Email Address X | h. Work History

c. Work Address X | f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans

c. Voice f.  Vascular Scan i.  Dental Profile

Recording/Signatures

j-  Other distinguishing features/biometrics (specify):
* For badging purposes only

System Administration/Audit Data (SAAD)

a. UserID X | c. Date/Time of Access X | e. IDFiles Accessed

b. IP Address X | d. Queries Run X | f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X | Hard Copy: Mail/Fax X | Online
Telephone Email
Other (specify):
Government Sources
Within the Bureau X | Other DOC Bureaus X | Other Federal Agencies
State, Local, Tribal Foreign

Other (specify
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Non-government Sources

Public Organizations |

| Private Sector

Commercial Data Brokers

Third Party Website or Application

Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously

deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics

Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

l X\ | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

|

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)

Activities

Audio recordings

Building entry readers

Video surveillance

Electronic purchase transactions

Other (specify):

| x | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters To promote information sharing initiatives
For litigation For criminal law enforcement activities

For civil enforcement activities

For intelligence activities

To improve Federal services online

For employee or customer satisfaction

For web measurement and customization
technologies (single-session )

For web measurement and customization
technologies (multi-session )

Other (specify):
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Section 5: Use of the Information

5.1  In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).

The NOAAS8205 Trusted Agent collects and stores Form CD591 (PIV request form) for
government issued IDs, LDAP and Active Directory. The Trusted Agent processes security
and badging forms for contractors only, not federal employees. The processing package
includes fingerprints and a photograph, both taken by the badging office (but not stored in the
system), driver’s license and passport number. Once the Eastern Region Security Office
approves a contractor for a CAC, it returns the CD-591s for the sponsored contractors and they
are stored electronically. Trusted agents are instructed to complete only Section A of the CD-
591. They do not include the I-9 form and have never been requested to do so by OSY.

OF306 Declaration for Federal Employment is stored temporarily when the form needs to be
scanned and saved to a drive prior to uploading into Accellion Secure File transfer to send to
the Security Office. A paper copy of the Security Coversheet/Request for Investigation
Coversheet is also stored after removing Birth Date and SSN. The only forms stored are
redacted Coversheets and CD-591s which do not contain PII.

The MYPS system retains user name, job title and budgeted salary information for the
purposes of budget forecast models.

The Forecaster Vacancy system retains name and email only for federal employees.

The MARS system retains sample PII for testing purposes only and discards after each testing
cycle.




Version Number: 01-2015

Section 6: Information Sharing and Access

6.1  Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X
Federal agencies X*
State, local, tribal gov’t agencies

Public
Private sector
Foreign governments
Foreign entities
Other (specify):
*In case of breach.
| | The PII/BII in the system will not be shared.

6.2  Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BII.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BII.
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Identify the class of users who will have access to the IT system and the PII/BIL. (Check

all that apply.)

Class of Users

General Public

Government Employees X

Contractors

Other (specify):

Section 7: Notice and Consent

7.1

Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

Yes, notice is provided pursuant to a system of records notice published in the Federal Register and discussed

in Section 9.

Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and/or

privacy policy can be found at:

Yes, notice is provided by other means.

Specify how:

Form CDS591, the DOC PIV request form, provides notice in that
the request for information comes from the sponsor and registrar.
The information comes from the applicant, who completes the
form and provides it to the sponsor. There is also a privacy act
statement on this form.

https://mars.rdc.noaa.gov/docs/forms/NOAA MARS Rules of
Behavior.pdf

https://mars.rdc.noaa.gov/docs/forms/DOC NOAA MARS ND
A v2.pdf

Form OF306 states that the Office of Personnel Management is
authorized to request this information under sections 1302, 3301,
3304, 3328, and 8716 of title 5, U. S. Code and addresses and
Routine Uses.

The MYPS, Forecaster Vacancy System, and MARS: Federal
workers sign a privacy release pursuant to the Privacy Act of
1974 during on-boarding with NOAA/NWS; see
https://www.justice.gov/opcl/privacy-act-1974 ; Conditions of
disclosure; "For routine uses within a U.S. government agency"
and "Other administrative purposes."

No, notice is not provided.

Specify why not:

7.2

Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

Yes, individuals have an opportunity to
decline to provide PII/BII.

Specify how: Individuals can decline by not providing
requested information to receive NOAA ID. However, without
a NOAA ID, they cannot work at NOAA as a Federal Employee
or Contractor.

The information collected Forecaster Vacancy System is
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provided only if the service is desired.

The information collected by MYPS is solely for budget
purposes (no opt out) and MARS collects information solely for
testing applications (no opt out).

No, individuals do not have an
opportunity to decline to provide
PII/BII.

Specify why not:

7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.
Yes, individuals have an opportunity to | Specify how: If no consent is granted, no ID will be issued as in
consent to particular uses of their 7.2 above. This is the only purpose for this information.
PII/BII.
There is only one use for each of these: MYPS (budget) and
MARS (testing)
Forecaster Vacancy is voluntary for job openings and solely
consists of user name and email address. There is only one use
of the information.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BIL.
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.
Yes, individuals have an opportunity to | Specify how:
review/update PII/BII pertaining to
them. Users are informed in person or in writing by their supervisors
at time of onboarding, that they can update PII/information via
NOAA LDAP or NOAA Locator. https:/nsd.rdc.noaa.gov/
Forecaster Vacancy user name, email address and MYPS
X information updates are not applicable for the individual.

However, updates may be implemented by HQ and FMC
administrators at an individual’s request in writing to one or the
other.

MARS PII is used solely for testing and thus the individual does
not need to review/update PII/BII pertaining to them.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:
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Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: MARS has built-in auditor for who accessed what report and when.

[ [ [

The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 11/20/2017
[ This is a new system. The A&A date will be provided when the A&A package is approved.
The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.
NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
X | security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).
X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.
Contracts with customers establish ownership rights over data including PII/BII.
X | Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.
Other (specify):

>~

8.2 Provide a general description of the technologies used to protect PII/BII on the IT system.

User name, Office location, and Telephone Number of NOAA employees and contractors are collected and
maintained in NOAAS8205 Active Directory and LDAP. NOAAS8205 Administrators can access or alter this
information; the Active Directory is not publicly accessible and has internal boundary controls in place to include
firewall and Access Control Lists (ACLs).

The NWS HQ Trusted agent (TA) collects and maintains CD591 information. This information is stored by the
TA in a locked secure location; after three months, the information is shredded in accordance with NOAA
Records Management schedule. (Contains name, phone number and email address.)

The MYPS and MARS information is maintained in encrypted files and protected through Role Based Access
Controls (RBAC).

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

Yes, this system is covered by an existing system of records notice (SORN).
X | Provide the SORN name and number (/ist all that apply): DEPT-13, Investigative and Security Records,
DEPT-18, Employees Information Not Covered by Notices of Other Agencies; DEPT-25, Access Control
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and Identity Management System, GSA./GOVT-7, Personal Identity Verification Identity Management
System. OPM/GOVT-1, General Personnel Records

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

There is an approved record control schedule.
Provide the name of the record control schedule:
NOAA Records Schedule Series Chapter: 900
X 904-01Building Identification Credential Files
NOAA Chapter 100: Enterprise-Wide Functions Electronic Records schedule:
NARA General Records Schedule 20, Electronic Records
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X | Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BII. (Check all that apply.)
Disposal
Shredding X Overwriting X
Degaussing Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.
Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.
Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.
X | High — the loss of confidentiality, integrity, or availability could be expected to have a severe or

catastrophic adverse effect on organizational operations, organizational assets, or individuals.
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11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.

(Check all that apply.)

Identifiability

Provide explanation: The loss of confidentiality could lead to
identity theft for individuals affected.

X | Quantity of PII

Provide explanation: No access for average MARS user; limited
access for MARS power users as needed to do their job function;
and more access for top level managers who require access for
those they manage.

X Data Field Sensitivity

Provide explanation: In some cases, the CD306 containing a
contractor SSN may not have been removed from a desktop. The
system is working on addressing this issue.

X Context of Use

Provide explanation: MARS links some PII data using natural keys
for SQL table joins which report users cannot see.

Obligation to Protect
Confidentiality

Provide explanation:

X Access to and Location of PII

Provide explanation: The information collected for badging
purposes contains two forms of personal identification (ie Passport,
Driver’s license, etc.) which, if exposed during the course of
collection and verification, could have an adverse impact to user
confidentiality.

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PIA results in required business process changes.

X | Explanation: The possibility of retention of the SSN, as stored electronically in the OF306, caused us to

change our confidentiality rating from “moderate” to “high.”

No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Explanation:

Yes, the conduct of this PTA results in required technology changes.

X | No, the conduct of this PIA does not result in any required technology changes.
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System Owner

Name: Tommy Thompson Sr.

Office: NWS/ACIO

Phone: (301) 427-6987

Email: Tommy.Thompson@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

: PAUL.SR.1200327841 1200327841
Signature:

THOMPSON.THOMAS. THOMPSON.THOMAS.PAUL.SR.

Date: 2018.01.23 14:04:02 -05'00'

Information Technology Security Officer

Name: Andrew Browne

Office: NWS/ACIO

Phone: (301) 427-9033

Email: Andrew.Browne@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

BROWNE.ANDREW.P gRoWNE ANDREW.PATRICK. 14
ATRICK.1472149349 72149349

Signature: Date: 2018.01.23 10:36:05 -05'00"

Authorizing Official
Name: Richard Varn

Office: NWS/ACIO

Phone: (301) 427-0927

Email: Richard.Varn@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by
VARN . R I C HARD A VARN.RICHARD.ALAN.II.1073462

Signamre: LAN : I I : 1 073462041 g‘ge: 2018.01.23 14:51:31 -05'00"

Bureau Chief Privacy Officer
Name: Mark Graff

Office: NOAA/OCIO

Phone: (301) 628-5658

Email: Mark.Graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

G RAF F . MARK. HY gllg:ilgsﬂir::z%RUM 1514447892

DN: c=US 0=U75 Government ou=DoD ou=PKI
Signature; RUM. 1514447802 Zeim it e

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.




Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Wednesday, January 24, 2018 9:31 AM

To: Sarah Brabson NOAA Federal

Subject: Re: Reminders

Attachments: NOAAO0500 PIA_Annual_Review_Certification_Form 14Dec17_ISSO Signed mhg.pdf;

NOAAO500_PTA_Updated_14Dec17 LBH (2) mhg.pdf; NOAAO500 PIA_17Jan18
ISSO_Signed mhg.pdf

Here is NOAA05QO, all docs signed
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Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (O)

IS (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attomney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Wed, Jan 24, 2018 at 8:54 AM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Mark, Nancy D. reminded me that NOAA5045 no longer has PIl other than user ID. So | have changed the
color code and put "no" for PII, on the spreadsheet. Now I'll email DOC and ask them to remove the Pll and
the old PTA from their page, sending them the Sept PTA as evidence. | must have been especially
distracted when this change occurred.

Please sign the NOAAO500 PIA and PTA that Zach sent you, as well as the certification | sent you.

Please also sign the NOAA8884 PIA and PTA. | need to get this CRB scheduled, as the ATO is 4 30 18.

301 628 5751
(0)©) |
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
NOAA Research & Development High Performance Computing
System (R&D HPCS) - NOAA0500

Reviewed by: , Bureau Chief Privacy Officer

Mark Graff

I Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[J Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
NOAA Research & Development High Performance Computing
System (R&D HPCS) — NOAA0500

Unique Project Identifier: NOAA0500

Introduction: System Description

NOAAO0500 system provides research and development weather models in support of NOAA’s
operational mission. The R&D HPCS operates large scale, extreme computing environments that
encompass multiple geographic sites, and heterogeneous supercomputing architectures. This
system supports NOAA’s mission by providing cutting edge technology for weather and climate
model developers. These models eventually form the basis for NOAA’s daily weather forecasts,
storm warnings, and climate change forecasts. System users include scientists from multiple
NOAA Line Offices, and their research collaborators, including some foreign nationals.

NOAA’s R&D HPC system (R&D HPCS) provides four fundamental HPC functions:

1. Large-scale computing provides computing for development, testing, and production
integrations of NOAA environmental models. The workload that runs on this subsystem
is characterized by computer-intensive codes with I/O characterized by regular snapshots
of diagnostic fields.

2. Analysis and interactive computing provides computing for the post-processing of data
from production runs and the analysis of post-processed data, code development, and
debugging. The workload that runs on this subsystem is characterized by data-intensive
codes requiring high I/O bandwidth.

3. Data archiving provides long-term storage of post-processed model runs and analyses.
4. Networking links these subsystems together.

The users of the system are primarily, but not exclusively, NOAA employees who represent the
following offices:

1. NOAA/ESRL Global Systems Division, Boulder, Colorado

2. NOAA National Weather Service (NWS), National Centers for Environmental Prediction
(NCEP), Environmental Modeling Center (EMC), Camp Springs, Maryland

3. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton, New Jersey

These users access the system and submit weather or climate modeling application program runs
via job scheduling software. These models contain parallelized code to take advantage of the
large scale, highly parallelized environment offered by the HPCS. This is necessary to support
the science. Modeling jobs can be extremely large (e.g., 1200 processors required), because they
incorporate different local, regional, or global atmospheric and ocean models to create an
ensemble model program. The scheduling software automatically identifies and collects the
necessary processors to run the job, and controls its execution. Therefore, the user never has any
direct interaction with the compute nodes of the system.

1
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In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply the
requested/required data on a web-based form. Those requests and associated data supplied by the
user are stored in a database and only accessible by authorized privileged account administrators.
The user-supplied data is used only for identification and creation of unique accounts as well as
for contact purposes if there should be a problem with the account. The user base consists of
Federal employees, contractors, foreign nationals and casual collaborators.

Weather and climate data is collected from a variety of sources and fed into the system by the
user community. All of this data is vetted by the NOAA scientific community through processes
outside of this system, to guarantee its authenticity and integrity. Once entered into the R&D
HPCS, the system security controls are designed to guarantee the integrity of this data.

The current configuration of the R&D HPCS is architected along organizational lines. Large-
scale computing, analysis computing, and storage are located at the following locations:

1. NOAA Earth System Research Laboratory (ESRL), David Skaggs Research Center
(DSRC325 N. Broadway Street, Boulder, Colorado 80305,

2. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton University Forrestal
Campus, 201 Forrestal Road, Princeton, New Jersey 08450,

3. NOAA Environmental, Security Computing Center (NESCC), 1000 Galliher Drive,
Fairmont, WV 26554,

4. NOAA Center for Weather and Climate Predication (NCWCP), 5830 University
Research Court, College Park, MD 20740.

The R&D HPCS system boundary encompasses these locations. Interconnection Security
Agreements with ORNL, N-Wave, NCEP, GFDL, and ESRL provide general support and
services such a LAN/WAN connectivity, authentication and identification controls, DNS, WEB
and other IT infrastructure support.

The National Centers for Environmental Prediction (NCEP) utilize data acquired from
commercial, other U.S Government and International sources to execute NCEP mission. A
subset of this data, referred to as “restricted data” is made available to NCEP with restrictions on
further dissemination.* As a direct or indirect party to the agreements governing the use of this
Restricted Data, NCEP is charged with protecting restricted data during use and identifying
restricted data to managers, users, staff and partners supporting NCEP mission.

*NOAA has agreements with ships and planes, which collect local weather data while at sea/in
the air and share with NOAA. The data includes the positions of those ships and planes, because
the two types of information cannot be separated. The location data is considered proprietary.
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Authority for collection of information: 5 U.S.C. 301 5 U.S.C. 301 authorizes the operations of
an executive agency, including the creation, custodianship, maintenance and distribution of
records.

Information sharing: The PII in the system will not be shared. The BII (restricted data), NCEP
receives and shares with RDHPC.

NCEP FIPS 199 Impact Level: HIGH
R&D HPCS FIPS 199 Impact Level: MODERATE
Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

[] This is a new information system.

[] This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

General Personal Data (GPD

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
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c. Alias i. Home Address 0. Medical Information
d. Gender j. Telephone Number p. Military Service

e. Age k. Email Address q. Physical Characteristics
f. Race/Ethnicity 1. Education r. Mother’s Maiden Name
s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation d. Telephone Number g. Salary

e. Email Address

h.  Work History

Work Address

f. Business Associates

b. Job Title
c.
i

Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints

d. Photographs

g. DNA Profiles

b. Palm Prints

e. Scars, Marks, Tattoos

h. Retina/Iris Scans

c. Voice
Recording/Signatures

f. Vascular Scan

i.  Dental Profile

j-  Other distinguishing features/biometrics (specify):

System Administration/Audit Data (SAAD)

a. UserID

X

c. Date/Time of Access

e. ID Files Accessed

b. IP Address

X

d. Queries Run

f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)

WCOSS proprietary and restricted data (locations of ships and planes providing weather data).

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person Hard Copy: Mail/Fax Online

Telephone Email

Other (specify):

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign

Other (specify: NWS NCEP program owns the data and is responsible for its distribution.

Non-government Sources

Public Organizations

| Private Sector

| Commercial Data Brokers
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Third Party Website or Application | | |

Other (specify):

2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously
deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

| X | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):

| X [ There are not any IT system supported activities which raise privacy risks/concems.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters To promote information sharing initiatives X
For litigation For criminal law enforcement activities
For civil enforcement activities For intelligence activities
To improve Federal services online For employee or customer satisfaction
For web measurement and customization For web measurement and customization
technologies (single-session ) technologies (multi-session )
Other (specify): Archive and Storage only —no dissemination or processing within the R&D HPCS
environment

Section 5: Use of the Information
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5.1 The National Centers for Environmental Prediction (NCEP) utilize data acquired from
commercial, other U.S Government and International sources to execute NCEP mission. A
subset of this data, referred to as “restricted data” is made available to NCEP with restrictions
on further dissemination. As a direct or indirect party to the agreements governing the use of
this Restricted Data, NCEP is charged with protecting restricted data during use and
identifying restricted data to managers, users, staff and partners supporting NCEP mission.
NCEP Restricted Data Storage Locations
Restricted data can be found in the following locations:

e System networks [transitory]

e Long-term scratch file system in the path /tbd/tbd [transitory]

e Fast scratch file system in the path /tbd/tbd [stored]

e NCEP-Authorized user home file systems [stored]

e Backup media holding NCEP files [stored]
NCEP Restricted Data Protection
Restricted data stored is protected by setting each file containing restricted data as readable
only by users in the RSTPROD group.
Authorized Users
NCEP explicitly grants access to restricted data to NCEP staff and associates whose work
utilizes these data. This access is granted through each system’s account approval process.
Privileged Users
Privileged users include staff that supports the systems, storage, and networks utilized to
accomplish NCEP work. Privileged access includes access to a systems administrator or root
account on a system, privileged access to network devices, and other than general user access
to system storage devices, including data archiving or backup equipment. A privileged user
has access to restricted data as a result of their privileged access to these systems.

Limitations on Privileged Users
Privileged users are notified that any of the following actions may be taken only with NCEP
Management and Site Manager approval:
e Copying or moving restricted data to a location not identified as an NCEP Restricted
Data Storage Location
e Making restricted data available by any means to a user that is not identified by NCEP
Management as authorized to access restricted data
e Making restricted data available by any means to the public such as through an
internet-connected server or public portal

In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply
the requested/required data on a web-based form. Those requests and associated data
supplied by the user are stored in a database and only accessible by authorized
privileged account administrators. The user-supplied data is used only for
identification and creation of unique accounts as well as for contact purposes if there
should be a problem with the account. The user base consists of Federal employees,
contractors, foreign nationals and casual collaborators.
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Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access

Within the bureau

DOC bureaus

Federal agencies

State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):

| X | The PII/BII in the system will not be shared.

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

X Yes, this IT system connects with or receives information from another IT system(s) authorized to
process BIL

Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
NCEP. AC-1, 3,4, 5, 6, 14, 21, 22; AU-2, 6; IA4, 5, 8; and SC-4, 7, 8

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BII.

6.3  Identify the class of users who will have access to the IT system and the PII/BII. (Check
all that apply.)

Class of Users

General Public Govermnment Employees X

Contractors X

Other (specify):

Section 7: Notice and Consent

7.1 Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

X | Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.
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X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
and/or privacy policy can be found at: NCEP: (located above Clear Form button)
http://www.nco.ncep.noaa.gov/sib/restricted data/restricted data sib/register/ and R&D HPCS AIM:
(located at bottom right / top line)
https://aim.rdhpcs.noaa.gov/

X | Yes, notice is provided by other Specify how: Notification and use is provided by NCEP on their
means. rstprod web site:
http://www.nco.ncep.noaa.gov/sib/restricted data/restricted data sib/
Proprietary date is shared through NCEP agreements.
No, notice is not provided. Specify why not:
7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.
X Yes, individuals have an opportunity to | Specify how: Proprietary data collected is provided through
decline to provide PII/BII. organizations with which NCEP has agreements for the use and
dissemination of the data etc.
Account users may decline to provide PII, by not providing it,
but this will affect their ability to establish an account.

No, individuals do not have an Specify why not:

opportunity to decline to provide

PII/BIL.

7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.
X Yes, individuals have an opportunity to | Specify how: Proprietary data is provided through agreements,
consent to particular uses of their for research purposes as agreed on.
PII/BIL.
Account users: By providing information to establish an
account, the user consents to its uses — access to the data and
trouble-shooting any problems with the account.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BII.
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.

X Yes, individuals have an opportunity to | Specify how:

review/update PII/BII pertaining to

them. Account users may update their information at any time, and
we ask them to update at least annually,, using instructions on
the Web site

X No, individuals do not have an Specify why not: This is NA for the proprietary data.

opportunity to review/update PII/BII
pertaining to them.
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Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: Users who would like an account must supply the requested/required data on
a web-based form. Those requests and associated data supplied by the user are stored in
a database and only accessible by authorized privileged account administrators. The
user-supplied data is used only for identification and creation of unique accounts as well
as for contact purposes if there should be a problem with the account.

A [

X | The information is secured in accordance with FISMA requirements.

Provide date of most recent Assessment and Authorization (A&A): 3/15/2017

[J This is a new system. The A&A date will be provided when the A&A package is approved.

X | The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X | NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X | Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

The WCCOS data stored within the R&D HPCS and is only accessible to NCEP, which
approves and provides access. Network accessibility to the storage and archive system is via
internal connection (private circuits) and does not traverse the internet. Both NCEP and
R&D HPCS users are required to login utilizing either 2-factor authentication and or CAC
authentication.

R&D HPCS has 24hr network and system monitoring and security logs weekly for suspicious
activities, attempted logins etc. Data residing within the R&D HPCS system boundary
remains within a data center which is also monitored 24x7, has CCTV, and armed guards.
Access to the data center where the Storage and Archive resides is accessible via CAC/Badge
reader to authorized and vetted NOAA personnel and contractors. Maintenance, and other
personnel not previously vetted by NOAA are escorted and observed at all times within the
data center.

In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply the

9
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requested/required data on a web-based form. Those requests and associated data supplied by
the user are stored in a database and only accessible by authorized privileged account
administrators. The user-supplied data is used only for identification and creation of unique
accounts as well as for contact purposes if there should be a problem with the account. The
user base consists of Federal employees, contractors, foreign nationals and casual
collaborators.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (/ist all that apply): DEPT-18, Employees Personnel Files not
Covered by other Notices; COMMERCE/NOAA-11, Contact Information for Members of the Public
Requesting or Providing Information Related to NOAA’s Mission

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

X There is an approved record control schedule.
Provide the name of the record control schedule: NOAA 1200-02, Research Notebooks and NOAA1200-
6, Data Requests.

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

X Yes, retention is monitored for compliance to the schedule.

10
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No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BII. (Check all that apply.)

Disposal
Shredding Overwriting
Degaussing X Deleting

boundary.

Other (specify): The referenced data has a very long/perpetual life. Storage media that has potentially been
used for this referenced data is degaussed once retired and prior to being removed from the system

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.

X | Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious
adverse effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.

(Check all that apply.)

X | Identifiability

Provide

explanation: An individual may be identified from

information in the accounts database.

X | Quantity of PII

Provide

explanation: The only PII is account contact information,

X | Data Field Sensitivity Provide explanation: There is no sensitive PII.
Context of Use Provide explanation:
Obligation to Protect Confidentiality | Provide explanation:
X | Access to and Location of PII Provide explanation: AC-1, 3,4, 5, 6, 14, 21, 22; AU-2, 6; [A-4,

5,8;and SC-4,7, 8

Other:

Provide

explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

11
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Yes, the conduct of this PIA results in required business process changes.
Explanation:
Addition of a Privacy Act Statement on account page

No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

X

Yes, the conduct of this PTA results in required technology changes.
Explanation:

Addition of a Privacy Act Statement on account page

No, the conduct of this PIA does not result in any required technology changes.

12
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Justin May (ISSO)

Office: NOAA/OCIO

Phone: (303) 437-8155

Email: justin.may@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.
Digitally signed by
MAY JUSTIN.NATH  \iavJusTin.NaTHANIEL 103963

. ANIEL.1039635980 >*°
Signature:

Date signed:

Date: 2018.01.17 18:08:24 -07'00'

Information Technology Security Officer

Name: Jean Apedo

Office: NOAA/OCIO

Phone: (301) 628-5730
Email: jean.apedo@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

APEDOJEAN givermymres,
Date signed: .1188076064

Signature:

Authorizing Official

Name: Zachary Goldstein

Office: NOAA/OCIO

Phone: (301) 713-9600

Email: zachary.goldstein@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

GOLDSTEIN.ZACHAR  Digitally signed by
GOLDSTEIN.ZACHARY.G.1228698985
Y.G.1228698985

Signature . Date: 2018.01.23 09:27:19 -05'00"

Date signed:

ou DoD, ou PKl, ou OTHER,
cn APEDO.JEAN.1188076064
Date: 2018.01.18 06:23:46 -05'00"

Bureau Chief Privacy Officer

Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this

PIA ensures compliance with DOC policy to protect privacy, and the

Bureau/OU Privacy Act Officer concurs with the SORNs and
GRAFF.MARKHYRUM.15144478H2

authorities cited.
GRAFF.MARK.
HYRUM.15144 o bobou pi.ou omen.
cn GRAFF.MARKHYRUM.15144%
47892

Digitally signed by
Signature:

7892
Date: 2018.01.24 09:25:46 -05'0¢

Date signed:

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)

Name of PIA: NOAA Research & Development High Performance Computing System (R&D HPCS)

FISMA Name/ID (if different): R&D HPCS - NOAA0500

Name of IT System/ Program Owner: Frank Ind|V|gl|O
Name of Information System Security Officer: ‘JUStIn May

Name of Authorizing Official(s): ZaChary GOIdStein

Date of Last PIA Compliance Review Board (CRB): 14 Mar 17

(This date must be within three (3) years.)

Date of PIA Review: 14 Dec 17
Justin May

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

___Digitally signed by MAY JUSTIN NATHANIEL 1039635980
" VE?]‘S['/W MAY JUSTIN NATHANIEL 1039635980, ¢ US, 0 US Government,

. ) MAY.JUSTIN.NATHANIEL. 1039635980 5 fontaicron
Signature of Reviewer (SO or ISSO): @w——%if";m‘?%'ﬁ23'33'5’3'2?§§°“”“”‘

Date of BCPO Review: 1/24/18

. Mark Graff

Name of the Reviewing Bureau Chief Privacy Officer (BCPO

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/Pll)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Digitally signed by GRAFF MARK HYRUM 1514447892
GRAFF.MARK.HYRUM.151444 3257 Govemment v Dob, o K
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature of the Bureau Chief Privacy Officer: 7892 Date 2018 01 2406 18 14 0500
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA Research and Development High Performance Computer

Unique Project Identifier: NOAA0500

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: NOAAO0500 system is a considered to
be a General Support System which provides research and development weather models in
support of NOAA’s operational mission. The R&D HPCS operates large scale, extreme
computing environments that encompass multiple geographic sites, and heterogeneous
supercomputing architectures. This system supports NOAA’s mission by providing cutting edge
technology for weather and climate model developers. These models eventually form the basis
for NOAA'’s daily weather forecasts, storm warnings, and climate change forecasts. System users
include scientists from multiple NOAA Line Offices, and their research collaborators, including
some foreign nationals.

NOAA’s R&D HPC system (R&D HPCS) provides four fundamental HPC functions:

1. Large scale computing provides computing for development, testing, and production
integrations of NOAA environmental models. The workload that runs on this subsystem
is characterized by compute intensive codes with 1/O characterized by regular snapshots
of diagnostic fields.

2. Analysis and interactive computing provides computing for the post processing of data
from production runs and the analysis of post processed data, code development, and
debugging. The workload that runs on this subsystem is characterized by data intensive
codes requiring high I/O bandwidth.

3. Data archiving provides long term storage of post processed model runs and analyses.
4. Networking links these subsystems together.

The users of the system are primarily, but not exclusively, NOAA employees who represent the
following offices:

1. NOAA/ESRL Global Systems Division, Boulder, Colorado

2. NOAA National Weather Service (NWS), National Centers for Environmental Prediction
(NCEP), Environmental Modeling Center (EMC), Camp Springs, Maryland

3. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton, New Jersey

These users access the system and submit weather or climate modeling application program runs
via job scheduling software. These models contain parallelized code to take advantage of the
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large scale, highly parallelized environment offered by the HPCS. This is necessary to support
the science. Modeling jobs can be extremely large (e.g., 1200 processors required), because they
incorporate different local, regional, or global atmospheric and ocean models to create an
ensemble model program. The scheduling software automatically identifies and collects the
necessary processors to run the job, and controls its execution. Therefore, the user never has any
direct interaction with the compute nodes of the system.

Weather and climate data is collected from a variety of sources and fed into the system by the
user community. All of this data is vetted by the NOAA scientific community through processes
outside of this system, to guarantee its authenticity and integrity. Once entered into the R&D
HPCS, the system security controls are designed to guarantee the integrity of this data.

The current configuration of the R&D HPCS is architected along organizational lines. Large
scale computing, analysis computing, and storage are located at the following locations:

1. NOAA Earth System Research Laboratory (ESRL), David Skaggs Research Center
(DSRC325 N. Broadway Street, Boulder, Colorado 80305,

2. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton University Forrestal
Campus, 201 Forrestal Road, Princeton, New Jersey 08450,

3. NOAA Environmental, Security Computing Center (NESCC), 1000 Galliher Drive,
Fairmont, WV 26554,

4. NOAA Center for Weather and Climate Predication (NCWCP), 5830 University
Research Court, College Park, MD 20740.

The R&D HPCS system boundary encompasses these locations. Interconnection Security
Agreements with ORNL, N-Wave, NCEP, GFDL, and ESRL provide general support and
services such a LAN/WAN connectivity, authentication and identification controls, DNS, WEB
and other IT infrastructure support.

Questionnaire:
1. What is the status of this information system?

] This is a new information system. (Continue to answer questions and complete certification.)

[ This is an existing information system with changes that create new privacy risks.

(Complete chart below, continue to answer questions, and complete certification)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):
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This is an existing information system in which changes do not create new privacy
risks. (Skip questions and complete certification)

2. Isthe IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

l:‘ YGS. Please describe the activities which may raise privacy concerns.
NO

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial” is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)
Companies
Other business entities
[ No, this IT system does not collect any BII.
4. Personally Identifiable Information

4.a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)
DOC employees
Contractors working on behalf of DOC
Members of the public
] No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
Yes, the IT system collects, maintains, or disseminates PII other than user ID.

[ No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, efc.

[] Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality

impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

I certify the criteria implied by one or more of the questions above apply to the
NOAAO500 IS and as a consequence of this applicability, I will perform and document a PIA for
this IT system.

[] I certify the criteria implied by the questions above do not apply to the NOAAO0500 IS
and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO): Frank Indiviglio

HART.LESLIE.B.136587 Digitally signed by
HART.LESLIE B.1365870787

Signature of ISSO or SO: 0787 Date: 2018.01.16 11:09:13 07'00' Date:

Leslie Hart (acting for Frank Indiviglio)

"y
Name of Information Techno R%B:&ujg A f; ﬁﬁf@fﬁﬁgg Jean Apedo
DN:c US,o US.Government,

u DoD,ou PKl,ou O R,
Slgnatul‘e Of ITSO 1 1 88076064 (c)n APEDOJEAN‘HBSOJ:OEM Date:
Date: 20T8.0T.T706:32:TZ-0500
Name of Authorizing Official (AO): Zachary Goldstein
Signature of AO: GOLDSTEIN.ZACHARY.G.1228698985  D9taly sianed by GOLDSTEINZACHARY.G.1226698985 Date:
Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
—————————"Digitally signed by 4447892

Signature of BCPO: GRAFF.MARK.HYRUM.1514447892 c:ipg%%y%}i%;:me%gﬁgD ouTPI oumOTHER,




Mark Graff - NOAA Federal
|

From: Mark Graff NOAA Federal

Sent: Wednesday, January 24, 2018 10:58 AM

To: Sarah Brabson NOAA Federal

Subject: Re: NOAA8884 PIA and PTA for your signature

Attachments: NOAA8884 PIA 011618 Final_SO ITSO Signature mhg.pdf; NOAA8884 PTA 01162018

Final_SO ITSO Signed mhg.pdf

Both signed and attached thanks!

Mark H. Graff

FOIA Officer/Bureau Chief Privacy Officer (BCPO)
National Oceanic and Atmospheric Administration
(301) 628 5658 (0)

ISR (C)

Confidentiality Notice: This e mail message is intended only for the named recipients. It contains information that may be confidential, privileged,
attorney work product, or otherwise exempt from disclosure under applicable law. If you have received this message in error, are not a named recipient,
or are not the employee or agent responsible for delivering this message to a named recipient, be advised that any review, disclosure, use,
dissemination, distribution, or reproduction of this message or its contents is strictly prohibited. Please notify us immediately that you have received this
message in error, and delete the message.

On Tue, Jan 23, 2018 at 1:03 PM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Mark, please sign when you have time. The ATO is 4 30 18. thx
Forwarded message
From: Sarah Brabson - NOAA Federal <sarah.brabson@noaa.gov>
Date: Tue, Jan 23, 2018 at 10:23 AM
Subject: NOAA8884 PIA and PTA for your signature
To: Mark Graff NOAA Federal <mark.graff@noaa.gov>
Cc: Gary Petroski NOAA Federal <gary.petroski@noaa.gov>

Revised per your comments, and okay'd for signatures by you. Despite the file names, the AO did sign as
well.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce MM



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce M
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
Southern Region General Support System (GSS) (NOAA8884)

Reviewed by: Mark Graff , Bureau Chief Privacy Officer

[0 Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[ Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
NOAA / Southern Region General Support System (GSS) (NOAA8884)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00
Introduction: System Description

The National Weather Service (NWS) Southern Region provides weather, hydrologic, and
climate forecasts and warnings for the United States, its territories, adjacent waters and ocean
areas, for the protection of life and property and the enhancement of the national economy.
NWS data and products form a national information database and infrastructure, which can be
used by our partners, the public, and the global community. Issuance of products including
forecasts and warning is dependent on a complex interaction of many information resources and
systems. The GSS is designed and used to support the collection, processing, and dissemination
of data that supports the mission of the organization. It also supports the administrative
functions and the scientific and technical research and innovations activities of employees
within the organization.

Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a
Government agency. Mission Support infrastructure encompasses Wide Area Networks
(WAN), Local Area Networks (LAN), host computer systems, client-server and web-based
server systems. The system supports a variety of users, functions, and applications, including
word processing, financial data, spreadsheets, presentation graphics, database development and
management, electronic mail, image processing, electronic commerce, project management,
training, research and development, and collaboration.

All administrative functions relating to people and PII are conducted on-line with these systems:
MARS, CBS and NFC. The system does not keep any information local, since all information
can be accessed via the on line databases.

Personally Identifiable Information (PII) maintained in the system is:

1. Located in a local database at the local Weather Forecast Office/River Forecast
Center that maintains information on volunteers who provide weather reports to
them.

2. Located in an encrypted Folder located on the Regional HQ NAS device, under the
user of the Regional ISSO. This information is required for locally stationed
contractors that require CAC authorization. This data is compiled by the Trusted
Agent (TA) for submittal to the OSY for background checks and input to the TASS
system.

No information is shared except with OSY, for the Trusted Agent information and in the case
of security or privacy breach (see Section 6.1)

The statutory authorittycovering the collection of this data is 5 U.S.C 301, Departmental

Regulations and 15 USC 1512 - Sec. 1512, Powers and Duties of Department [of Commerce].
2
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Authorities from DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-

332; 15 U.S.C. 1501 et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act
of 1972.

Authorities from DEPT-25: 5 U.S.C. 301; 35 U.S.C. 2; the Electronic Signatures in Global and
National Commerce Act, Public Law 106-229; 28 U.S.C. 533-535; 44 U.S.C. 1301; Homeland
Security Presidential Directive 12 and IRS Publication-1075.

This is a moderate level system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with no new privacy risks.

X [1This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions | | d. Significant Merging | | g. New Interagency Uses |

b. Anonymous to Non- e. New Public Access h. Internal Flow or X*
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS205 was incorporated into this collection.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* X | e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form: See authorities from DEPT-18 in the system description.




General Personal Data (GPD

Religiorion Number: 01

FZU T

a. Name X  g. Date of Birth X m ! )
b. Maiden Name h. Place of Birth X n. Financial | T Ormation
c. Alias X i. Home Address X  o. Medical Information
d. Gender X j. Telephone Number X p. Military Service X
e. Age X k. Email A ddress X g. Physical Characteristics
f. Race/Ethnicity 1. Education r. Mother’s [V 0T Name
s. Other general personal data (specify): General description of volunteer’s home location.
Work-Related Data (WRD)
a. Occupation X | d. Telephone Number X | g Salary
b. Job Title X | e. Email Address X | h. Work History
c. Work Address f. Business Associates
i.  Other work-related data (specify):
Distinguishing Features/Biometrics (DFB)
a. Fingerprints X | d. Photographs X | g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans
c. Voice f. Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify):
System Administration/Audit Data (SAAD)
a. UserID X | c. Date/Time of Access e. ID Files Accessed
b. IP Address d. Queries Run f. Contents of Files
g. Other system administration/audit data (specify):
I
Other Information (specify)
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X | Hard Copy: Mail/Fax X | Online X
Telephone X | Email
Other (specify):
Government Sources
Within the Bureau X | Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify
Non-government Sources
Public Organizations | Private Sector Commercial Data Brokers

Third Party Website or Application

Other (specify): Cooperative observers.
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Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards X | Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specity):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):

[ X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters X To promote information sharing initiatives X
For litigation For criminal law enforcement activities X
For civil enforcement activities X For intelligence activities
To improve Federal services online X | For employee or customer satisfaction
For web measurement and customization X For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Information on weather volunteers.

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).
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There are local databases at the local WFO/RFC that maintain information on volunteers who provide weather
reports to them. The databases hold contact information on these volunteers, in order to contact them when
needed and as a record of who provides the information.

All of this information is voluntary and the Co-Op Observer has the right to opt-out of the program at any time.
This information is entered into a NOAA database called the Cooperative Station Service Accountability (CSSA),
located and maintained by NWS Office of Climate Weather and Water Services (OCWWS).

A locally assigned NWS staff person is responsible for entry of this information into the CSSA database. A
limited amount of this data is retained in the local office for quick access to contact the Co-Op in case of
equipment outages.

This information is collected from members of the public.

The Regional ISSO has been assigned the Trusted Agent (TA) duties for multiple contractors. All badging
paperwork and OSY Security/Investigative coversheets for the contractors are being saved to the ISSO’s system.
All transmission of PII data flows to other organizational entities (OSY) via secured Acellion SFTP server.

All PII data residing on the NOAA8884 system is encrypted at rest with the use of McAfee Endpoint Security
protection. This is an encrypted Directory only assessable from the user with CAC authentication.
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Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access

Within the bureau X ¥

DOC bureaus X *

Federal agencies X ¥

State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities
Other (specify):

*In case of breach. For DOC bureaus, also for submission of CAC documents to OSY.

| | The PIU/BII in the system will not be shared.

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BIL

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BIL.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

X | No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees

Contractors* X
Other (specify):

*Contractors log in to review their information before the TA approves.

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

[ X | Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
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discussed in Section 9.

Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and

X | privacy policy can be found at: http://www.nws.noaa.gov/om/coop/index.htm
X Yes, notice is provided by other means. | Specify how: There are privacy act statements on the federal-wise
forms used by the TA.
Notice to volunteers is provided when information is collected,
No, notice is not provided. Specify why not:
7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.
X Yes, individuals have an opportunity to | Specify how:
decline to provide PII/BII. All of this information is voluntary, as part of the cooperative
agreement to work with the NWS on providing observations.
The only means of providing the PII is by completing and
signing the cooperative agreement form.
Prospective contractors may decline, but their employment
would be affected.
No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BII.
7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.
Yes, individuals have an opportunity to | Specify how:
consent to particular uses of their The only use of the information is for contact
X | PI/BIL purposes, which is given as part of the signed agreement. No
other uses are suggested or specified.
For the clearance, there is only one use for the information.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BII.
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.
X Yes, individuals have an opportunity to | Specify how:

review/update PII/BII pertaining to
them.

The local manager visits each volunteer twice monthly to
monitor equipment and answer questions. Updates can be made
then, or emailed, as explained by the manager during
orientation.

Contractors can log into the TA system to review their
information but cannot make changes.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:
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Section 8: Administrative and Technological Controls

8.1 Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: Any access to the local Database is logged and saved.

AD maintains logging of all access to file system

X | The information is secured in accordance with FISMA requirements.

Provide date of most recent Assessment and Authorization (A&A): 4/19/2017

O This is a new system. The A&A date will be provided when the A& A package is approved.

et

X | The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher. MODERATE

X | NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Access to the system maintaining the PII is controlled by access via Active Directory and the
use of CAC (PIV) cards. Only employees with authority to maintain this database are allowed
access to the information.

Trusted Agent data is located in an encrypted Folder located on the Regional HQ NAS device,
under the user of the Regional ISSO. Can only be decrypted by use of CAC card using
McAfee Files and Folders encryption for the ISO only.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to
the individual.”

| X | Yes, this system is covered by an existing system of records notice (SORN).
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COMMERCE/NOAA-11, Contact information for members of the public requesting or providing
information related to NOAA’s mission, COMMERCE/DEPT-13, Investigative and Security
Records.

COMMERCE/DEPT-25, Access Control and Identity Management

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

X | There is an approved record control schedule.
Provide the name of the record control schedule: Chapter 1300- Weather, 1307-05
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X | Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)
Disposal
Shredding X Overwriting
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1

Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2

Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)
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X | Identifiability

Individual’s PII are in the system.

X Quantity of PII

Provide explanation: Only name and contact information for
volunteers, and names of employees, are in the system.

X Data Field Sensitivity

Application data has many sensitive fields filled out.

X Context of Use

Voluntary submission of PII for internal use only

Obligation to Protect Confidentiality

X | Access to and Location of PII

Secured local database managed by limited Federal
employees

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Explanation:

Yes, the conduct of this PIA results in required business process changes.

X No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Explanation:

Yes, the conduct of this PIA results in required technology changes.

X | No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

System Owner or Information System Information Technology Security Officer
Security Officer
Name: Andrew Browne
Name: John Duxbury Office: NOAA NWS Office of the CIO
Office: NWS/SR Phone: 301-427-9033
Phone: 682-703-3703 Email: beckie.koonge@noaa.gov

Email: john.duxbury@noaa.gov

I certify that this PIA is an accurate representation of the security

I certify that this PIA is an accurate representation of the security contsols in place o protect PIVBII processed on this IT system.

controls in place to protect PII/BII processed on this IT system.

Signature:
Signature: Digitally signed by
¢ /4 Y DUXBURY.JOHN.C.136587 BROWNE.ANDREW.P' growNE NDREW.PATRICK 1

AL £ LA 0. 7730 ATRICK.1472149349 3;21.4293143012215'3920 0500
/ < 2018.01.17 11:58:34 -06'00' o ’

Authorizing Official Bureau Chief Privacy Officer

Name: Steven Cooper Name: Mark Graff

Office: NWS/SR Office: NOAA Privacy Office

Phone: 682-703-3700 Phone: 301-628-5658

Email: steven.cooper@noaa.gov Email: mark.graffi@noaa.gov

I certify that this PIA is an accurate representation of the security I certify that the PII/BII processed in this IT system is necessary, this
controls in place to protect PII/BII processed on this IT system. PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and

Signature: authorities cited.

COOPER STEVE pguysaeaty, . vussono | Signature: GRAFF.MARK.HY S e

DN ¢ US,0 US Gowemment, ou DaD,ou PKI,

N.G.136585093(0 Date:2018.0122 14:11:48 -08'00° RUM.1514447892 &&=

on GRAFF MARK HYRUM 1514447892
Dato 20180124 10 5625 0500

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce Privacy Threshold Analysis
Southern Region GSS (NOAAS8884)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

The National Weather Service (NWS) Southern Region provides weather, hydrologic, and
climate forecasts and warnings for the United States, its territories, adjacent waters and
ocean areas, for the protection of life and property and the enhancement of the national
economy. NWS data and products form a national information database and
infrastructure, which can be used by our partners, the public, and the global community.
Issuance of products including forecasts and warning is dependent on a complex
interaction of many information resources and systems. This system is designed and used
to support the collection, processing, and dissemination of data that supports the mission
of the origination. It also supports the administrative functions and the scientific &
technical research and innovations activities of employees within the organization.

Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a
Government agency. Mission Support infrastructure encompasses Wide Area Networks
(WAN), Local Area Networks (LAN), host computer systems; client-server and web-
based server systems. The system supports a variety of users, functions, and applications;
including word processing, financial data, spreadsheets, presentation graphics, database
development and management, electronic mail, image processing, electronic commerce,
project management, training, research and development and collaboration.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
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X _[1 Thisis an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS8205 was incorporated into this collection.

] This is an existing information system in which changes do not create new privacy

risks. Skip questions and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

X __Yes. Please describe the activities which may raise privacy concerns.

The Regional ISSO has been assigned the Trusted Agent (TA) duties for multiple
contractors. All badging paperwork and OSY Security/Investigative coversheets for the
contractors are being saved to the ISSO’s system.

All transmission of PII data flows to other organizational entities (OSY) via secured Acellion
SFTP server.

All PII data residing on the NOAA8884 system is encrypted at rest with the use of McAfee
Endpoint Security protection. This is an encrypted Directory only assessable from the user
with CAC authentication.

No

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

I Companies
[ Other business entities

__ X _[1 No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

'] DOC employees
X [0 Contractors working on behalf of DOC

_): O Members of the public
_ [INo, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [ I certify the criteria implied by one or more of the questions above apply to the
Southern Region GSS (NOAA8884) and as a consequence of this applicability, I will perform
and document a PIA for this IT system.

[ I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):
John Duxbury (SO)

S/ # ., __» DUXBURY.JOHN.C.1365877730
ger e 7 2018.01.18 07:50:53 06'00"

Signature of ISSO or SO: 7 Date:
Name of Information Technology Security Officer (ITSO):
Andrew Browne (ITSO)
BROWNE.ANDREW.PA gr\g‘oth:g::;:éw PATRICK.1472149349
Signature of ITSO: TRICK.1472149349 Date: 2018.01.22 15:38:35 -0500 Date:
Name of Authorizing Official (AO):
__Steven Cooper
COOPER.STEVEN.G.136 ggi(t)ag}ésg}egvng.G.nesssogso
Signature of AQ: 9850930 Date: 2018.01.22 14:10:31 06'00' Date:
Name of Bureau Chief Privacy Officer (BCPO): = Mark Graff
GRAFF.MARK.HYRUM.1 Dgtet somdty RATF MARK HYRUM 1514447692
Signature of BCPO: 514447892 Dote 2018 0124 1052 07 0500 T Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Wednesday, January 24, 2018 11:25 AM

To: Gioffre, Kathy (Federal); CPO

Cc: Mark Graff NOAA Federal; Gary Petroski NOAA Federal

Subject: NOAA8884 PIA and PTA for DOC review

Attachments: NOAA8884 PIA 011618 Final_SO ITSO Signature mhg.pdf; NOAA8884 PTA 01162018

Final_SO ITSO Signed mhg.pdf

Kathy, NOAA8884 is the system for which we withdrew our PIA a few months ago because the ISSO had just
become a trusted agent and updates needed to be made.

The ATO is April 30, 2018. | am hoping that the CRB can be fit in in place of one of the NOAA systems for
which we are providing certifications.

thx Sarah

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce IMIDMNNN
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
Southern Region General Support System (GSS) (NOAA8884)

Reviewed by: Mark Graff , Bureau Chief Privacy Officer

[0 Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[ Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
NOAA / Southern Region General Support System (GSS) (NOAA8884)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00
Introduction: System Description

The National Weather Service (NWS) Southern Region provides weather, hydrologic, and
climate forecasts and warnings for the United States, its territories, adjacent waters and ocean
areas, for the protection of life and property and the enhancement of the national economy.
NWS data and products form a national information database and infrastructure, which can be
used by our partners, the public, and the global community. Issuance of products including
forecasts and warning is dependent on a complex interaction of many information resources and
systems. The GSS is designed and used to support the collection, processing, and dissemination
of data that supports the mission of the organization. It also supports the administrative
functions and the scientific and technical research and innovations activities of employees
within the organization.

Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a
Government agency. Mission Support infrastructure encompasses Wide Area Networks
(WAN), Local Area Networks (LAN), host computer systems, client-server and web-based
server systems. The system supports a variety of users, functions, and applications, including
word processing, financial data, spreadsheets, presentation graphics, database development and
management, electronic mail, image processing, electronic commerce, project management,
training, research and development, and collaboration.

All administrative functions relating to people and PII are conducted on-line with these systems:
MARS, CBS and NFC. The system does not keep any information local, since all information
can be accessed via the on line databases.

Personally Identifiable Information (PII) maintained in the system is:

1. Located in a local database at the local Weather Forecast Office/River Forecast
Center that maintains information on volunteers who provide weather reports to
them.

2. Located in an encrypted Folder located on the Regional HQ NAS device, under the
user of the Regional ISSO. This information is required for locally stationed
contractors that require CAC authorization. This data is compiled by the Trusted
Agent (TA) for submittal to the OSY for background checks and input to the TASS
system.

No information is shared except with OSY, for the Trusted Agent information and in the case
of security or privacy breach (see Section 6.1)

The statutory authorittycovering the collection of this data is 5 U.S.C 301, Departmental

Regulations and 15 USC 1512 - Sec. 1512, Powers and Duties of Department [of Commerce].
2



Version Number: 01-2015

Authorities from DEPT-13: Executive Orders 10450, 11478, 12065, 5 U.S.C. 301 and 7531-

332; 15 U.S.C. 1501 et. seq.; 28 U.S.C. 533-535; 44 U.S.C. 3101; and Equal Employment Act
of 1972.

Authorities from DEPT-25: 5 U.S.C. 301; 35 U.S.C. 2; the Electronic Signatures in Global and
National Commerce Act, Public Law 106-229; 28 U.S.C. 533-535; 44 U.S.C. 1301; Homeland
Security Presidential Directive 12 and IRS Publication-1075.

This is a moderate level system.

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with no new privacy risks.

X [1This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions | | d. Significant Merging | | g. New Interagency Uses |

b. Anonymous to Non- e. New Public Access h. Internal Flow or X*
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS205 was incorporated into this collection.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* X | e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form: See authorities from DEPT-18 in the system description.




General Personal Data (GPD

Religiorion Number: 01

FZU T

a. Name X  g. Date of Birth X m ! )
b. Maiden Name h. Place of Birth X n. Financial | T Ormation
c. Alias X i. Home Address X  o. Medical Information
d. Gender X j. Telephone Number X p. Military Service X
e. Age X k. Email A ddress X g. Physical Characteristics
f. Race/Ethnicity 1. Education r. Mother’s [V 0T Name
s. Other general personal data (specify): General description of volunteer’s home location.
Work-Related Data (WRD)
a. Occupation X | d. Telephone Number X | g Salary
b. Job Title X | e. Email Address X | h. Work History
c. Work Address f. Business Associates
i.  Other work-related data (specify):
Distinguishing Features/Biometrics (DFB)
a. Fingerprints X | d. Photographs X | g. DNA Profiles
b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans
c. Voice f. Vascular Scan i.  Dental Profile
Recording/Signatures
j.  Other distinguishing features/biometrics (specify):
System Administration/Audit Data (SAAD)
a. UserID X | c. Date/Time of Access e. ID Files Accessed
b. IP Address d. Queries Run f. Contents of Files
g. Other system administration/audit data (specify):
I
Other Information (specify)
2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)
Directly from Individual about Whom the Information Pertains
In Person X | Hard Copy: Mail/Fax X | Online X
Telephone X | Email
Other (specify):
Government Sources
Within the Bureau X | Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign
Other (specify
Non-government Sources
Public Organizations | Private Sector Commercial Data Brokers

Third Party Website or Application

Other (specify): Cooperative observers.




Version Number: 01-2015

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards X | Biometrics
Caller-ID Personal Identity Verification (PIV) Cards X
Other (specity):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)
Activities
Audio recordings Building entry readers
Video surveillance Electronic purchase transactions
Other (specify):

[ X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)
Purpose
To determine eligibility For administering human resources programs
For administrative matters X To promote information sharing initiatives X
For litigation For criminal law enforcement activities X
For civil enforcement activities X For intelligence activities
To improve Federal services online X | For employee or customer satisfaction
For web measurement and customization X For web measurement and customization
technologies (single-session ) technologies (multi-session )

Other (specify): Information on weather volunteers.

Section 5: Use of the Information

5.1 In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor
or other (specify).
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There are local databases at the local WFO/RFC that maintain information on volunteers who provide weather
reports to them. The databases hold contact information on these volunteers, in order to contact them when
needed and as a record of who provides the information.

All of this information is voluntary and the Co-Op Observer has the right to opt-out of the program at any time.
This information is entered into a NOAA database called the Cooperative Station Service Accountability (CSSA),
located and maintained by NWS Office of Climate Weather and Water Services (OCWWS).

A locally assigned NWS staff person is responsible for entry of this information into the CSSA database. A
limited amount of this data is retained in the local office for quick access to contact the Co-Op in case of
equipment outages.

This information is collected from members of the public.

The Regional ISSO has been assigned the Trusted Agent (TA) duties for multiple contractors. All badging
paperwork and OSY Security/Investigative coversheets for the contractors are being saved to the ISSO’s system.
All transmission of PII data flows to other organizational entities (OSY) via secured Acellion SFTP server.

All PII data residing on the NOAA8884 system is encrypted at rest with the use of McAfee Endpoint Security
protection. This is an encrypted Directory only assessable from the user with CAC authentication.
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Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access

Within the bureau X ¥

DOC bureaus X *

Federal agencies X ¥

State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities
Other (specify):

*In case of breach. For DOC bureaus, also for submission of CAC documents to OSY.

| | The PIU/BII in the system will not be shared.

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BIL

Yes, this IT system connects with or receives information from another IT system(s) authorized to process
PII and/or BIL.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

X | No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees

Contractors* X
Other (specify):

*Contractors log in to review their information before the TA approves.

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

[ X | Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
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discussed in Section 9.

Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and

X | privacy policy can be found at: http://www.nws.noaa.gov/om/coop/index.htm
X Yes, notice is provided by other means. | Specify how: There are privacy act statements on the federal-wise
forms used by the TA.
Notice to volunteers is provided when information is collected,
No, notice is not provided. Specify why not:
7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.
X Yes, individuals have an opportunity to | Specify how:
decline to provide PII/BII. All of this information is voluntary, as part of the cooperative
agreement to work with the NWS on providing observations.
The only means of providing the PII is by completing and
signing the cooperative agreement form.
Prospective contractors may decline, but their employment
would be affected.
No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BII.
7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.
Yes, individuals have an opportunity to | Specify how:
consent to particular uses of their The only use of the information is for contact
X | PI/BIL purposes, which is given as part of the signed agreement. No
other uses are suggested or specified.
For the clearance, there is only one use for the information.
No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BII.
7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.
X Yes, individuals have an opportunity to | Specify how:

review/update PII/BII pertaining to
them.

The local manager visits each volunteer twice monthly to
monitor equipment and answer questions. Updates can be made
then, or emailed, as explained by the manager during
orientation.

Contractors can log into the TA system to review their
information but cannot make changes.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:
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Section 8: Administrative and Technological Controls

8.1 Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: Any access to the local Database is logged and saved.

AD maintains logging of all access to file system

X | The information is secured in accordance with FISMA requirements.

Provide date of most recent Assessment and Authorization (A&A): 4/19/2017

O This is a new system. The A&A date will be provided when the A& A package is approved.

et

X | The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher. MODERATE

X | NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

Access to the system maintaining the PII is controlled by access via Active Directory and the
use of CAC (PIV) cards. Only employees with authority to maintain this database are allowed
access to the information.

Trusted Agent data is located in an encrypted Folder located on the Regional HQ NAS device,
under the user of the Regional ISSO. Can only be decrypted by use of CAC card using
McAfee Files and Folders encryption for the ISO only.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to
the individual.”

| X | Yes, this system is covered by an existing system of records notice (SORN).
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COMMERCE/NOAA-11, Contact information for members of the public requesting or providing
information related to NOAA’s mission, COMMERCE/DEPT-13, Investigative and Security
Records.

COMMERCE/DEPT-25, Access Control and Identity Management

Yes, a SORN has been submitted to the Department for approval on (date).

No, a SORN is not being created.

Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

X | There is an approved record control schedule.
Provide the name of the record control schedule: Chapter 1300- Weather, 1307-05
No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:
X | Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:
10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)
Disposal
Shredding X Overwriting
Degaussing X Deleting X
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1

Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2

Indicate which factors were used to determine the above PII confidentiality impact levels.
(Check all that apply.)
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X | Identifiability

Individual’s PII are in the system.

X Quantity of PII

Provide explanation: Only name and contact information for
volunteers, and names of employees, are in the system.

X Data Field Sensitivity

Application data has many sensitive fields filled out.

X Context of Use

Voluntary submission of PII for internal use only

Obligation to Protect Confidentiality

X | Access to and Location of PII

Secured local database managed by limited Federal
employees

Other:

Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

Explanation:

Yes, the conduct of this PIA results in required business process changes.

X No, the conduct of this PIA does not result in any required business process changes.

12.2 Indicate whether the conduct of this PIA results in any required technology changes.

Explanation:

Yes, the conduct of this PIA results in required technology changes.

X | No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

System Owner or Information System Information Technology Security Officer
Security Officer
Name: Andrew Browne
Name: John Duxbury Office: NOAA NWS Office of the CIO
Office: NWS/SR Phone: 301-427-9033
Phone: 682-703-3703 Email: beckie.koonge@noaa.gov

Email: john.duxbury@noaa.gov

I certify that this PIA is an accurate representation of the security

I certify that this PIA is an accurate representation of the security contsols in place o protect PIVBII processed on this IT system.

controls in place to protect PII/BII processed on this IT system.

Signature:
Signature: Digitally signed by
¢ /4 Y DUXBURY.JOHN.C.136587 BROWNE.ANDREW.P' growNE NDREW.PATRICK 1

AL £ LA 0. 7730 ATRICK.1472149349 3;21.4293143012215'3920 0500
/ < 2018.01.17 11:58:34 -06'00' o ’

Authorizing Official Bureau Chief Privacy Officer

Name: Steven Cooper Name: Mark Graff

Office: NWS/SR Office: NOAA Privacy Office

Phone: 682-703-3700 Phone: 301-628-5658

Email: steven.cooper@noaa.gov Email: mark.graffi@noaa.gov

I certify that this PIA is an accurate representation of the security I certify that the PII/BII processed in this IT system is necessary, this
controls in place to protect PII/BII processed on this IT system. PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and

Signature: authorities cited.

COOPER STEVE pguysaeaty, . vussono | Signature: GRAFF.MARK.HY S e

DN ¢ US,0 US Gowemment, ou DaD,ou PKI,

N.G.136585093(0 Date:2018.0122 14:11:48 -08'00° RUM.1514447892 &&=

on GRAFF MARK HYRUM 1514447892
Dato 20180124 10 5625 0500

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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U.S. Department of Commerce Privacy Threshold Analysis
Southern Region GSS (NOAAS8884)

Unique Project Identifier: 006-000351100 00-48-02-00-01-00

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose:

The National Weather Service (NWS) Southern Region provides weather, hydrologic, and
climate forecasts and warnings for the United States, its territories, adjacent waters and
ocean areas, for the protection of life and property and the enhancement of the national
economy. NWS data and products form a national information database and
infrastructure, which can be used by our partners, the public, and the global community.
Issuance of products including forecasts and warning is dependent on a complex
interaction of many information resources and systems. This system is designed and used
to support the collection, processing, and dissemination of data that supports the mission
of the origination. It also supports the administrative functions and the scientific &
technical research and innovations activities of employees within the organization.

Although there are a variety of hardware and operating systems, all the activities are
interconnected. The system provides direct or indirect mission support for the NWS as a
Government agency. Mission Support infrastructure encompasses Wide Area Networks
(WAN), Local Area Networks (LAN), host computer systems; client-server and web-
based server systems. The system supports a variety of users, functions, and applications;
including word processing, financial data, spreadsheets, presentation graphics, database
development and management, electronic mail, image processing, electronic commerce,
project management, training, research and development and collaboration.

Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
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X _[1 Thisis an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):

*NOAAS8205 was incorporated into this collection.

] This is an existing information system in which changes do not create new privacy

risks. Skip questions and complete certification.

Is the IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

X __Yes. Please describe the activities which may raise privacy concerns.

The Regional ISSO has been assigned the Trusted Agent (TA) duties for multiple
contractors. All badging paperwork and OSY Security/Investigative coversheets for the
contractors are being saved to the ISSO’s system.

All transmission of PII data flows to other organizational entities (OSY) via secured Acellion
SFTP server.

All PII data residing on the NOAA8884 system is encrypted at rest with the use of McAfee
Endpoint Security protection. This is an encrypted Directory only assessable from the user
with CAC authentication.

No

Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”
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'] Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

I Companies
[ Other business entities

__ X _[1 No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information” refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

X Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

'] DOC employees
X [0 Contractors working on behalf of DOC

_): O Members of the public
_ [INo, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
X Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.

Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.
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X No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

X [ I certify the criteria implied by one or more of the questions above apply to the
Southern Region GSS (NOAA8884) and as a consequence of this applicability, I will perform
and document a PIA for this IT system.

[ I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):
John Duxbury (SO)

S/ # ., __» DUXBURY.JOHN.C.1365877730
ger e 7 2018.01.18 07:50:53 06'00"

Signature of ISSO or SO: 7 Date:
Name of Information Technology Security Officer (ITSO):
Andrew Browne (ITSO)
BROWNE.ANDREW.PA gr\g‘oth:g::;:éw PATRICK.1472149349
Signature of ITSO: TRICK.1472149349 Date: 2018.01.22 15:38:35 -0500 Date:
Name of Authorizing Official (AO):
__Steven Cooper
COOPER.STEVEN.G.136 ggi(t)ag}ésg}egvng.G.nesssogso
Signature of AQ: 9850930 Date: 2018.01.22 14:10:31 06'00' Date:
Name of Bureau Chief Privacy Officer (BCPO): = Mark Graff
GRAFF.MARK.HYRUM.1 Dgtet somdty RATF MARK HYRUM 1514447692
Signature of BCPO: 514447892 Dote 2018 0124 1052 07 0500 T Date:




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Wednesday, January 24, 2018 3:18 PM

To: Gioffre, Kathy (Federal); CPO

Cc: Mark Graff NOAA Federal

Subject: NOAAO0500 certification documents minor changes to PIA detailed below
Attachments: NOAAO500 PIA_012418 for certification_012418.pdf; NOAAO500

PIA_Annual_Review_Certification_Form 14Dec17_ISSO Signed mhg.pdf;
NOAAO0500_PTA_Updated_14Dec17 LBH (2) mhg.pdf

Hi, Kathy on the PIA, in addition to updating the ATO date in Section 8.1, | added in the system description
that employee PIl would be shared in case of a breach.

In Section 4.1, | checked civil and criminal enforcement activities and also administrative matters. | also
checked DOC Bureaus and Federal Agencies in 6.1, asterisking with breach explanation.

| added DEPT 13 to Section 9 to be consistent with those changes.

None of these is actually a change, but an update to reflect our recognition of the need to share in a breach,
which we started including in PlAs several months ago.

thx Sarah

(the NOAA6101 certification is still in process, after a delay in LO level review)

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce DM
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U.S. Department of Commerce
NOAA

Privacy Impact Assessment
for the
NOAA Research & Development High Performance Computing
System (R&D HPCS) - NOAA0500

Reviewed by: , Bureau Chief Privacy Officer

Mark Graff

I Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[J Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
NOAA Research & Development High Performance Computing
System (R&D HPCS) — NOAA0500

Unique Project Identifier: NOAA0500

Introduction: System Description

NOAAO0500 system provides research and development weather models in support of NOAA’s
operational mission. The R&D HPCS operates large scale, extreme computing environments that
encompass multiple geographic sites, and heterogeneous supercomputing architectures. This
system supports NOAA’s mission by providing cutting edge technology for weather and climate
model developers. These models eventually form the basis for NOAA’s daily weather forecasts,
storm warnings, and climate change forecasts. System users include scientists from multiple
NOAA Line Offices, and their research collaborators, including some foreign nationals.

NOAA’s R&D HPC system (R&D HPCS) provides four fundamental HPC functions:

1. Large scale computing provides computing for development, testing, and production
integrations of NOAA environmental models. The workload that runs on this subsystem
is characterized by computer intensive codes with I/O characterized by regular snapshots
of diagnostic fields.

2. Analysis and interactive computing provides computing for the post processing of data
from production runs and the analysis of post processed data, code development, and
debugging. The workload that runs on this subsystem is characterized by data intensive
codes requiring high I/O bandwidth.

3. Data archiving provides long term storage of post processed model runs and analyses.
4. Networking links these subsystems together.

The users of the system are primarily, but not exclusively, NOAA employees who represent the
following offices:

1. NOAA/ESRL Global Systems Division, Boulder, Colorado

2. NOAA National Weather Service (NWS), National Centers for Environmental Prediction
(NCEP), Environmental Modeling Center (EMC), Camp Springs, Maryland

3. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton, New Jersey

These users access the system and submit weather or climate modeling application program runs
via job scheduling software. These models contain parallelized code to take advantage of the
large scale, highly parallelized environment offered by the HPCS. This is necessary to support
the science. Modeling jobs can be extremely large (e.g., 1200 processors required), because they
incorporate different local, regional, or global atmospheric and ocean models to create an
ensemble model program. The scheduling software automatically identifies and collects the
necessary processors to run the job, and controls its execution. Therefore, the user never has any
direct interaction with the compute nodes of the system.

1
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In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply the
requested/required data on a web-based form. Those requests and associated data supplied by the
user are stored in a database and only accessible by authorized privileged account administrators.
The user-supplied data is used only for identification and creation of unique accounts as well as
for contact purposes if there should be a problem with the account. The user base consists of
Federal employees, contractors, foreign nationals and casual collaborators.

Weather and climate data is collected from a variety of sources and fed into the system by the
user community. All of this data is vetted by the NOAA scientific community through processes
outside of this system, to guarantee its authenticity and integrity. Once entered into the R&D
HPCS, the system security controls are designed to guarantee the integrity of this data.

The current configuration of the R&D HPCS is architected along organizational lines. Large
scale computing, analysis computing, and storage, at the following locations, are within the
boundaries of NOAAO0500. The other functions at these locations are not within the NOAA0500
boundaries.

1. NOAA Earth System Research Laboratory (ESRL), David Skaggs Research Center
(DSRC325 N. Broadway Street, Boulder, Colorado 80305,

2. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton University Forrestal
Campus, 201 Forrestal Road, Princeton, New Jersey 08450,

3. NOAA Environmental, Security Computing Center (NESCC), 1000 Galliher Drive,
Fairmont, WV 26554.

The R&D HPCS has Interconnection Security Agreements with ORNL, N-Wave, NCEP, GFDL,
and ESRL. These organizations provide general support and services such a LAN/WAN
connectivity, authentication and identification controls, DNS, WEB and other IT infrastructure
support.

The National Centers for Environmental Prediction (NCEP) utilize data acquired from
commercial, other U.S Government and International sources to execute NCEP mission. A
subset of this data, referred to as “restricted data” is made available to NCEP with restrictions on
further dissemination.* As a direct or indirect party to the agreements governing the use of this
Restricted Data, NCEP is charged with protecting restricted data during use and identifying
restricted data to managers, users, staff and partners supporting NCEP mission.

Authority for collection of information: 5 U.S.C. 301 5 U.S.C. 301 authorizes the operations of
an executive agency, including the creation, custodianship, maintenance and distribution of
records.

*NOAA has agreements with ships and planes, which collect local weather data while at sea/in
the air and share with NOAA. The data includes the positions of those ships and planes, because
the two types of information cannot be separated. The location data is considered proprietary.
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Information sharing: The PII in the system will not be shared outside of the bureau except in case
of a breach. The BII (restricted data). NCEP receives and shares with RDHPC.

R&D HPCS FIPS 199 Impact Level: MODERATE

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

[] This is a new information system.

[] This is an existing information system with changes that create new privacy risks.
(Check all that apply.)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j- Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy risks.

Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account

c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier

m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

General Personal Data (GPD

a. Name X g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information
c. Alias i. Home Address 0. Medical Information
d. Gender j- Telephone Number p. Military Service

3
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e. Age

k. Email Address

q. Physical Characteristics

f. Race/Ethnicity

1. Education

r. Mother’s Maiden Name

s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation d. Telephone Number X g. Salary

b. Job Title e. Email Address X h. Work History

c. Work Address f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/lIris Scans

c. Voice f.  Vascular Scan i.  Dental Profile
Recording/Signatures

j.  Other distinguishing features/biometrics (specify):

System Administration/Audit Data (SAAD)

a. UserID X | c. Date/Time of Access X | e. ID Files Accessed

b. IP Address X | d. Queries Run f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)

WCOSS proprietary and restricted data (locations of ships and planes providing weather data).

2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person Hard Copy: Mail/Fax Online

Telephone Email X

Other (specify):

Government Sources

Within the Bureau X Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign

Other (specify: NWS NCEP program owns the data and is responsible for its distribution.

Non-government Sources

Public Organizations

| Private Sector

Commercial Data Brokers

Third Party Website or Application

Other (specify):
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2.3 Indicate the technologies used that contain PII/BII in ways that have not been previously

deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

| X | There are not any technologies used that contain PII/BII in ways that have not been previously deployed.

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that

apply.)

Activities

Audio recordings

Building entry readers

Video surveillance

Electronic purchase transactions

Other (specify):

| X | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1 Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.

(Check all that apply.)

Purpose

To determine eligibility

For administering human resources programs

For administrative matters

To promote information sharing initiatives

For litigation

For criminal law enforcement activities

> <

For civil enforcement activities

For intelligence activities

To improve Federal services online

For employee or customer satisfaction

For web measurement and customization
technologies (single-session )

For web measurement and customization
technologies (multi-session )

environment

Other (specify): Archive and Storage only —no dissemination or processing within the R&D HPCS

Section 5: Use of the Information
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5.1 The National Centers for Environmental Prediction (NCEP) utilize data acquired from
commercial, other U.S Government and International sources to execute NCEP mission. A
subset of this data, referred to as “restricted data” is made available to NCEP with restrictions
on further dissemination. As a direct or indirect party to the agreements governing the use of
this Restricted Data, NCEP is charged with protecting restricted data during use and
identifying restricted data to managers, users, staff and partners supporting NCEP mission.
NCEP Restricted Data Storage Locations
Restricted data can be found in the following locations:

e System networks [transitory]

e Long-term scratch file system in the path /tbd/tbd [transitory]

e Fast scratch file system in the path /tbd/tbd [stored]

e NCEP-Authorized user home file systems [stored]

e Backup media holding NCEP files [stored]
NCEP Restricted Data Protection
Restricted data stored is protected by setting each file containing restricted data as readable
only by users in the RSTPROD group.
Authorized Users
NCEP explicitly grants access to restricted data to NCEP staff and associates whose work
utilizes these data. This access is granted through each system’s account approval process.
Privileged Users
Privileged users include staff that supports the systems, storage, and networks utilized to
accomplish NCEP work. Privileged access includes access to a systems administrator or root
account on a system, privileged access to network devices, and other than general user access
to system storage devices, including data archiving or backup equipment. A privileged user
has access to restricted data as a result of their privileged access to these systems.

Limitations on Privileged Users
Privileged users are notified that any of the following actions may be taken only with NCEP
Management and Site Manager approval:
e Copying or moving restricted data to a location not identified as an NCEP Restricted
Data Storage Location
e Making restricted data available by any means to a user that is not identified by NCEP
Management as authorized to access restricted data
e Making restricted data available by any means to the public such as through an
internet-connected server or public portal

In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply
the requested/required data on a web-based form. Those requests and associated data
supplied by the user are stored in a database and only accessible by authorized
privileged account administrators. The user-supplied data is used only for identification
and creation of unique accounts as well as for contact purposes if there should be a
problem with the account. The user base consists of Federal employees, contractors,
foreign nationals and casual collaborators.
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Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access
Within the bureau X
DOC bureaus X*
Federal agencies X*
State, local, tribal gov’t agencies

Public
Private sector
Foreign governments
Foreign entities
Other (specify):

*In case of breach

| | The PII/BII in the system will not be shared.

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

X Yes, this IT system connects with or receives information from another IT system(s) authorized to process
BIL

Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:
NCEP. AC-1, 3, 4,5, 6, 14, 21, 22; AU-2, 6; IA-4, 5, 8; and SC-4, 7, 8

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BILI.

6.3  Identify the class of users who will have access to the IT system and the PII/BIL. (Check
all that apply.)

Class of Users

General Public Government Employees X
Contractors X
Other (specify):

Section 7: Notice and Consent

7.1 Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

X Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.
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X Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement and/or
privacy policy can be found at: NCEP: (located above Clear Form button)
http://www.nco.ncep.noaa.gov/sib/restricted data/restricted data sib/register/ and R&D HPCS AIM:
(located at bottom right / top line)
https://aim.rdhpcs.noaa.gov/

X | Yes, notice is provided by other Specify how: Notification and use is provided by NCEP on their
means. rstprod web site:
http://www.nco.ncep.noaa.gov/sib/restricted data/restricted data sib/
Proprietary date is shared through NCEP agreements.
No, notice is not provided. Specify why not:
7.2 Indicate whether and how individuals have an opportunity to decline to provide P1I/BII.
X Yes, individuals have an opportunity to | Specify how: Proprietary data collected is provided through
decline to provide PII/BII. organizations with which NCEP has agreements for the use and
dissemination of the data etc.
Account users may decline to provide PII, by not providing it,
but this will affect their ability to establish an account.

No, individuals do not have an Specify why not:

opportunity to decline to provide

PII/BII.

7.3 Indicate whether and how individuals have an opportunity to consent to particular uses of

their PII/BII.

X Yes, individuals have an opportunity to | Specify how: Proprietary data is provided through agreements,
consent to particular uses of their for research purposes as agreed on.

PII/BIL.
Account users: By providing information to establish an
account, the user consents to its uses — access to the data and
trouble-shooting any problems with the account.

No, individuals do not have an Specify why not:

opportunity to consent to particular

uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII

pertaining to them.

X Yes, individuals have an opportunity to | Specify how:

review/update PII/BII pertaining to
them.

Account users may update their information at any time, and we
ask them to update at least annually, using instructions on the
Web site.

This is NA for the proprietary data.

No, individuals do not have an
opportunity to review/update PII/BII
pertaining to them.

Specify why not:
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Section 8: Administrative and Technological Controls

8.1  Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation: Users who would like an account must supply the requested/required data on
a web-based form. Those requests and associated data supplied by the user are stored in a
database and only accessible by authorized privileged account administrators. The user-
supplied data is used only for identification and creation of unique accounts as well as
for contact purposes if there should be a problem with the account.

A A

X | The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A): 3/15/2017

(] This is a new system. The A&A date will be provided when the A&A package is approved.

X | The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a
moderate or higher.

X | NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security and privacy controls for protecting PII/BII are in place and functioning as intended; or have an
approved Plan of Action and Milestones (POAM).

X | Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2  Provide a general description of the technologies used to protect PII/BII on the IT system.

The WCCOS data stored within the R&D HPCS and is only accessible to NCEP, which
approves and provides access. Network accessibility to the storage and archive system is via
internal connection (private circuits) and does not traverse the internet. Both NCEP and R&D
HPCS users are required to login utilizing either 2-factor authentication and or CAC
authentication.

R&D HPCS has 24hr network and system monitoring and security logs weekly for suspicious
activities, attempted logins etc. Data residing within the R&D HPCS system boundary
remains within a data center which is also monitored 24x7, has CCTV, and armed guards.
Access to the data center where the Storage and Archive resides is accessible via CAC/Badge
reader to authorized and vetted NOAA personnel and contractors. Maintenance, and other
personnel not previously vetted by NOAA are escorted and observed at all times within the
data center.
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In accordance with applicable security controls, users of the R&D HPCS must first request an
account prior to access approvals. Those users who would like an account must supply the
requested/required data on a web-based form. Those requests and associated data supplied by
the user are stored in a database and only accessible by authorized privileged account
administrators. The user-supplied data is used only for identification and creation of unique
accounts as well as for contact purposes if there should be a problem with the account. The user
base consists of Federal employees, contractors, foreign nationals and casual collaborators.

Section 9: Privacy Act

9.1 Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.
§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).
As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

X Yes, this system is covered by an existing system of records notice (SORN).

Provide the SORN name and number (7ist all that apply): DEPT-18, Employees Personnel Files not
Covered by other Notices; COMMERCE/NOAA-11, Contact Information for Members of the Public
Requesting or Providing Information Related to NOAA’s Mission. DEPT-13, Investigative and Security
Files.

Yes, a SORN has been submitted to the Department for approval on (date).
No, a SORN is not being created.

Section 10: Retention of Information

10.1 Indicate whether these records are covered by an approved records control schedule and
monitored for compliance. (Check all that apply.)

X There is an approved record control schedule.
Provide the name of the record control schedule: NOAA 1200-02, Research Notebooks and NOAA1200-
6, Data Requests.

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

10
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X Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIL. (Check all that apply.)

Disposal
Shredding Overwriting
Degaussing X Deleting

Other (specify): The referenced data has a very long/perpetual life. Storage media that has potentially been
used for this referenced data is degaussed once retired and prior to being removed from the system
boundary.

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Levels

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed.

X | Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious adverse
effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2 Indicate which factors were used to determine the above PII confidentiality impact levels.

(Check all that apply.)
X | Identifiability Provide explanation: An individual may be identified from
information in the accounts database.
X | Quantity of PII Provide explanation: The only PII is account contact information,
X | Data Field Sensitivity Provide explanation: There is no sensitive PII.
Context of Use Provide explanation:

Obligation to Protect Confidentiality | Provide explanation:

X | Access to and Location of PII Provide explanation: AC-1, 3, 4, 5, 6, 14, 21, 22; AU-2, 6;[A-4, 5,
8;and SC-4,7, 8
Other: Provide explanation:

Section 12: Analysis

12.1 Indicate whether the conduct of this PIA results in any required business process changes.

11
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X | Yes, the conduct of this PIA results in required business process changes.
Explanation:
Addition of a Privacy Act Statement on account page
No, the conduct of this PIA does not result in any required business process changes.
12.2 Indicate whether the conduct of this PIA results in any required technology changes.
X | Yes, the conduct of this PIA results in required technology changes.

Explanation:

Addition of a Privacy Act Statement on account page

No, the conduct of this PIA does not result in any required technology changes.

12
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Points of Contact and Signatures

Information System Security Officer or
System Owner

Name: Justin May (ISSO)

Office: NOAA/OCIO

Phone: (303) 437-8155

Email: justin.may@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.
Digitally signed by
MAY JUSTIN.NATH \iavustinNaTHANIEL 103963

5980
Signature: ANIEL.1039635980

Date signed:

Date: 2018.01.17 18:08:24 -07'00'

Information Technology Security Officer

Name: Jean Apedo

Office: NOAA/OCIO

Phone: (301) 628-5730
Email: jean.apedo@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Digitally signed by

APEDOJEAN gz,
Date signed: .1188076064

Signature:

Authorizing Official

Name: Zachary Goldstein

Office: NOAA/OCIO

Phone: (301) 713-9600

Email: zachary.goldstein@noaa.gov

I certify that this PIA is an accurate representation of the security
controls in place to protect P1I/BII processed on this IT system.

GOLDSTEIN.ZACHAR  Digitally signed by
GOLDSTEIN.ZACHARY.G.1228698985
Y.G.1228698985

Date: 2018.01.23 09:27:19 -05'00"

Signature:

Date signed:

ou DoD, ou PKI, ou OTHER,
cn APEDO.JEAN.1188076064
Date: 2018.01.18 06:23:46 -05'00"

Bureau Chief Privacy Officer

Name: Mark Graff

Office: NOAA OCIO

Phone: 301-628-5658

Email: mark.graff@noaa.gov

I certify that the PII/BII processed in this IT system is necessary, this

PIA ensures compliance with DOC policy to protect privacy, and the

Bureau/OU Privacy Act Officer concurs with the SORNs and
GRAFF.MARK.HYRUM.15144478

authorities cited.

GRAFF.MARK. &
HYRUM.15144 2 oo ol i
47892

Digitally signed by
Signature:

7892
Date: 2018.01.24 09:25:46 -05'00

Date signed:

f

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)

Name of PIA: NOAA Research & Development High Performance Computing System (R&D HPCS)

FISMA Name/ID (if different): R&D HPCS - NOAA0500

Name of IT System/ Program Owner: Frank Ind|V|gl|O
Name of Information System Security Officer: ‘JUStIn May

Name of Authorizing Official(s): ZaChary GOIdStein

Date of Last PIA Compliance Review Board (CRB): 14 Mar 17

(This date must be within three (3) years.)

Date of PIA Review: 14 Dec 17
Justin May

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

___Digitally signed by MAY JUSTIN NATHANIEL 1039635980
" VE?]‘S['/W MAY JUSTIN NATHANIEL 1039635980, ¢ US, 0 US Government,

. ) MAY.JUSTIN.NATHANIEL. 1039635980 5 fontaicron
Signature of Reviewer (SO or ISSO): @w——%if";m‘?%'ﬁ23'33'5’3'2?§§°“”“”‘

Date of BCPO Review: 1/24/18

. Mark Graff

Name of the Reviewing Bureau Chief Privacy Officer (BCPO

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/Pll)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Digitally signed by GRAFF MARK HYRUM 1514447892
GRAFF.MARK.HYRUM.151444 3257 Govemment v Dob, o K
ou OTHER, cn GRAFF MARK HYRUM 1514447892

Signature of the Bureau Chief Privacy Officer: 7892 Date 2018 01 2406 18 14 0500
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U.S. Department of Commerce Privacy Threshold Analysis

NOAA Research and Development High Performance Computer

Unique Project Identifier: NOAA0500

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: NOAAO0500 system is a considered to
be a General Support System which provides research and development weather models in
support of NOAA’s operational mission. The R&D HPCS operates large scale, extreme
computing environments that encompass multiple geographic sites, and heterogeneous
supercomputing architectures. This system supports NOAA’s mission by providing cutting edge
technology for weather and climate model developers. These models eventually form the basis
for NOAA'’s daily weather forecasts, storm warnings, and climate change forecasts. System users
include scientists from multiple NOAA Line Offices, and their research collaborators, including
some foreign nationals.

NOAA’s R&D HPC system (R&D HPCS) provides four fundamental HPC functions:

1. Large scale computing provides computing for development, testing, and production
integrations of NOAA environmental models. The workload that runs on this subsystem
is characterized by compute intensive codes with 1/O characterized by regular snapshots
of diagnostic fields.

2. Analysis and interactive computing provides computing for the post processing of data
from production runs and the analysis of post processed data, code development, and
debugging. The workload that runs on this subsystem is characterized by data intensive
codes requiring high I/O bandwidth.

3. Data archiving provides long term storage of post processed model runs and analyses.
4. Networking links these subsystems together.

The users of the system are primarily, but not exclusively, NOAA employees who represent the
following offices:

1. NOAA/ESRL Global Systems Division, Boulder, Colorado

2. NOAA National Weather Service (NWS), National Centers for Environmental Prediction
(NCEP), Environmental Modeling Center (EMC), Camp Springs, Maryland

3. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton, New Jersey

These users access the system and submit weather or climate modeling application program runs
via job scheduling software. These models contain parallelized code to take advantage of the
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large scale, highly parallelized environment offered by the HPCS. This is necessary to support
the science. Modeling jobs can be extremely large (e.g., 1200 processors required), because they
incorporate different local, regional, or global atmospheric and ocean models to create an
ensemble model program. The scheduling software automatically identifies and collects the
necessary processors to run the job, and controls its execution. Therefore, the user never has any
direct interaction with the compute nodes of the system.

Weather and climate data is collected from a variety of sources and fed into the system by the
user community. All of this data is vetted by the NOAA scientific community through processes
outside of this system, to guarantee its authenticity and integrity. Once entered into the R&D
HPCS, the system security controls are designed to guarantee the integrity of this data.

The current configuration of the R&D HPCS is architected along organizational lines. Large
scale computing, analysis computing, and storage are located at the following locations:

1. NOAA Earth System Research Laboratory (ESRL), David Skaggs Research Center
(DSRC325 N. Broadway Street, Boulder, Colorado 80305,

2. NOAA Geophysical Fluid Dynamics Laboratory (GFDL), Princeton University Forrestal
Campus, 201 Forrestal Road, Princeton, New Jersey 08450,

3. NOAA Environmental, Security Computing Center (NESCC), 1000 Galliher Drive,
Fairmont, WV 26554,

4. NOAA Center for Weather and Climate Predication (NCWCP), 5830 University
Research Court, College Park, MD 20740.

The R&D HPCS system boundary encompasses these locations. Interconnection Security
Agreements with ORNL, N-Wave, NCEP, GFDL, and ESRL provide general support and
services such a LAN/WAN connectivity, authentication and identification controls, DNS, WEB
and other IT infrastructure support.

Questionnaire:
1. What is the status of this information system?

] This is a new information system. (Continue to answer questions and complete certification.)

[ This is an existing information system with changes that create new privacy risks.

(Complete chart below, continue to answer questions, and complete certification)

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j. Other changes that create new privacy risks (specify):
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This is an existing information system in which changes do not create new privacy
risks. (Skip questions and complete certification)

2. Isthe IT system or its information used to support any activity which may raise privacy
concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

l:‘ YGS. Please describe the activities which may raise privacy concerns.
NO

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial” is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)
Companies
Other business entities
[ No, this IT system does not collect any BII.
4. Personally Identifiable Information

4.a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PID)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)
DOC employees
Contractors working on behalf of DOC
Members of the public
] No, this IT system does not collect any PII.
If the answer is “yes” to question 4a, please respond to the following questions.

4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
Yes, the IT system collects, maintains, or disseminates PII other than user ID.

[ No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.
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4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or

disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, efc.

[] Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality

impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)

must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

I certify the criteria implied by one or more of the questions above apply to the
NOAAO500 IS and as a consequence of this applicability, I will perform and document a PIA for
this IT system.

[] I certify the criteria implied by the questions above do not apply to the NOAAO0500 IS
and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO): Frank Indiviglio

HART.LESLIE.B.136587 Digitally signed by
HART.LESLIE B.1365870787

Signature of ISSO or SO: 0787 Date: 2018.01.16 11:09:13 07'00' Date:

Leslie Hart (acting for Frank Indiviglio)

"y
Name of Information Techno R%B:&ujg A f; ﬁﬁf@fﬁﬁgg Jean Apedo
DN:c US,o US.Government,

u DoD,ou PKl,ou O R,
Slgnatul‘e Of ITSO 1 1 88076064 (c)n APEDOJEAN‘HBSOJ:OEM Date:
Date: 20T8.0T.T706:32:TZ-0500
Name of Authorizing Official (AO): Zachary Goldstein
Signature of AO: GOLDSTEIN.ZACHARY.G.1228698985  D9taly sianed by GOLDSTEINZACHARY.G.1226698985 Date:
Name of Bureau Chief Privacy Officer (BCPO): Mark Graff
—————————"Digitally signed by 4447892

Signature of BCPO: GRAFF.MARK.HYRUM.1514447892 c:ipg%%y%}i%;:me%gﬁgD ouTPI oumOTHER,




Sarah Brabson - NOAA Federal
|

From: Sarah Brabson NOAA Federal

Sent: Thursday, January 25, 2018 1:31 PM

To: Tommy Thompson; John Soule NOAA Affiliate

Cc: Mark Graff NOAA Federal

Subject: Re: Minutes from the NOAA8850 CRB

Attachments: PIA Template 01 2017.docx; PTA Template 01 2017.docx

Also, here are the new PIA and PTA templates. We would have gotten by with the old ones, since this was
started a while ago, but now that we have do a major revision . .

In the new PIA template (and in the PTA template), the system description is itemized; most of this was in
the previous template of the PIA, but please ensure that all areas are addressed.

There are three new questions: 2.3, 2.4 (for this one the answer is NO) and 5.2 (this one would be a subset
of what you now have in 8.2)

But please answer the questions | sent earlier before you dive into this. | do need the backbone wording for
NOAA1200 as its CRB is scheduled for February 8.

thx again, Sarah

On Thu, Jan 25, 2018 at 1:11 PM, Sarah Brabson NOAA Federal <sarah.brabson@noaa.gov> wrote:
Tommy and John, please see the attached, items 3, 4 and 6.

Should we check the financial info in Section 2.1

Other than the answer to 6.2, do we need any text to explain TA vs NOAA88507?

And please send language to describe that NOAA1200 uses NOAA8850 as the backbone for transmission
(6.2).

| wish we could have avoided the confusion this am.

Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce I



Sarah D. Brabson
IT Infrastructure Investment Program Manager
PRA Clearance Officer

Governance and Portfolio Division
Office 301 628 5751

Ce MM
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U.S. Department of Commerce
[Bureau Name]

Privacy Impact Assessment
for the
[IT System Name]

Reviewed by:

, Bureau Chief Privacy Officer

[] Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[ Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
[Name of Bureau/Name of IT System]

Unique Project Identifier: [Number]
Introduction: System Description

Provide a description of the system that addresses the following elements:

The response must be written in plain language and be as comprehensive as necessary to describe the system.

(a) Whether it is a general support system, major application, or other type of system

(b) System location

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

(d) The way the system operates to achieve the purpose(s) identified in Section 4

(e) How information in the system is retrieved by the user

(f) How information is transmitted to and from the system

(g) Any information sharing conducted by the system
(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information
(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j- Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy
risks, and there is not a SAOP approved Privacy Impact Assessment.
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Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that apply.)

Identifying Numbers (IN)

a. Social Security* e. File/Case ID i. Credit Card

b. Taxpayer ID f. Driver’s License j. Financial Account
c. Employer ID g. Passport k. Financial Transaction
d. Employee ID h. Alien Registration 1. Vehicle Identifier
m. Other identifying numbers (specify):

*Explanation for the need to collect, maintain, or disseminate the Social Security number, including truncated
form:

General Personal Data (GPD)

a. Name g. Date of Birth m. Religion

b. Maiden Name h. Place of Birth n. Financial Information

c. Alias i. Home Address 0. Medical Information

d. Gender j. Telephone Number p. Military Service

e. Age k. Email Address q. Physical Characteristics

f. Race/Ethnicity 1. Education r. Mother’s Maiden Name

s. Other general personal data (specify):

Work-Related Data (WRD)

a. Occupation d. Telephone Number g. Salary

b. Job Title e. Email Address h. Work History

c.  Work Address f. Business Associates

i.  Other work-related data (specify):

Distinguishing Features/Biometrics (DFB)

a. Fingerprints d. Photographs g. DNA Profiles

b. Palm Prints e. Scars, Marks, Tattoos h. Retina/Iris Scans

c. Voice f.  Vascular Scan i. Dental Profile
Recording/Signatures

j-  Other distinguishing features/biometrics (specify):

System Administration/Audit Data (SAAD)

a. UserID c. Date/Time of Access e. ID Files Accessed

b. IP Address d. Queries Run f. Contents of Files

g. Other system administration/audit data (specify):

Other Information (specify)
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2.2 Indicate sources of the PII/BII in the system. (Check all that apply.)

Directly from Individual about Whom the Information Pertains

In Person Hard Copy: Mail/Fax Online
Telephone Email

Other (specify):

Government Sources

Within the Bureau Other DOC Bureaus Other Federal Agencies
State, Local, Tribal Foreign

Other (specify):

Non-government Sources

Public Organizations | | Private Sector Commercial Data Brokers
Third Party Website or Application

Other (specify):

2.3 Describe how the accuracy of the information in the system is ensured.

2.4 Is the information covered by the Paperwork Reduction Act?

Yes, the information is covered by the Paperwork Reduction Act.
Provide the OMB control number and the agency number for the collection.

No, the information is not covered by the Paperwork Reduction Act.
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2.5 Indicate the technologies used that contain PII/BII in ways that have not been previously
deployed. (Check all that apply.)

Technologies Used Containing PII/BII Not Previously Deployed (TUCPBNPD)

Smart Cards Biometrics
Caller-ID Personal Identity Verification (PIV) Cards
Other (specify):

| | There are not any technologies used that contain PII/BII in ways that have not been previously deployed. |

Section 3: System Supported Activities

3.1 Indicate IT system supported activities which raise privacy risks/concerns. (Check all that
apply.)

Activities

Audio recordings Building entry readers

Video surveillance Electronic purchase transactions

Other (specify):

| | There are not any IT system supported activities which raise privacy risks/concerns.

Section 4: Purpose of the System

4.1  Indicate why the PII/BII in the IT system is being collected, maintained, or disseminated.
(Check all that apply.)

Purpose

For a Computer Matching Program

For administering human resources programs

For administrative matters

To promote information sharing initiatives

For litigation

For criminal law enforcement activities

For civil enforcement activities

For intelligence activities

To improve Federal services online

For employee or customer satisfaction

For web measurement and customization
technologies (single-session )

For web measurement and customization
technologies (multi-session )

Other (specify):

Section 5: Use of the Information

5.1  In the context of functional areas (business processes, missions, operations, etc.) supported
by the IT system, describe how the PII/BII that is collected, maintained, or disseminated
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will be used. Indicate if the PII/BII identified in Section 2.1 of this document is in
reference to a federal employee/contractor, member of the public, foreign national, visitor

or other (specify).

5.2

Describe any potential threats to privacy as a result of the bureau’s/operating unit’s use of
the information, and controls that the bureau/operating unit has put into place to ensure
that the information is handled, retained, and disposed appropriately. (For example:
mandatory training for system users regarding appropriate handling of information,
automatic purging of information in accordance with the retention schedule, etc.)
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Section 6: Information Sharing and Access

6.1 Indicate with whom the bureau intends to share the PII/BII in the IT system and how the
PII/BII will be shared. (Check all that apply.)

How Information will be Shared

Recipient Case-by-Case Bulk Transfer Direct Access

Within the bureau

DOC bureaus

Federal agencies

State, local, tribal gov’t agencies

Public

Private sector

Foreign governments

Foreign entities

Other (specify):

| | The PII/BII in the system will not be shared. |

6.2 Indicate whether the IT system connects with or receives information from any other IT
systems authorized to process PII and/or BII.

Yes, this IT system connects with or receives information from another IT system(s) authorized to
process PII and/or BIL.
Provide the name of the IT system and describe the technical controls which prevent PII/BII leakage:

No, this IT system does not connect with or receive information from another IT system(s) authorized to
process PII and/or BIL.

6.3  Identify the class of users who will have access to the IT system and the PII/BIL (Check
all that apply.)

Class of Users

General Public Govemment Employees

Contractors

Other (specify):

Section 7: Notice and Consent

7.1  Indicate whether individuals will be notified if their PII/BII is collected, maintained, or
disseminated by the system. (Check all that apply.)

Yes, notice is provided pursuant to a system of records notice published in the Federal Register and
discussed in Section 9.
Yes, notice is provided by a Privacy Act statement and/or privacy policy. The Privacy Act statement
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and/or privacy policy can be found at:
Yes, notice is provided by other means. | Specify how:

No, notice is not provided. Specify why not:

7.2 Indicate whether and how individuals have an opportunity to decline to provide PII/BII.

Yes, individuals have an opportunity to | Specify how:
decline to provide PII/BIIL.
No, individuals do not have an Specify why not:
opportunity to decline to provide
PII/BII.

7.3  Indicate whether and how individuals have an opportunity to consent to particular uses of
their PII/BII.

Yes, individuals have an opportunity to | Specify how:
consent to particular uses of their
PII/BII.

No, individuals do not have an Specify why not:
opportunity to consent to particular
uses of their PII/BII.

7.4  Indicate whether and how individuals have an opportunity to review/update PII/BII
pertaining to them.

Yes, individuals have an opportunity to | Specify how:
review/update PII/BII pertaining to
them.

No, individuals do not have an Specify why not:
opportunity to review/update PII/BII
pertaining to them.

Section 8: Administrative and Technological Controls

8.1 Indicate the administrative and technological controls for the system. (Check all that
apply.)

All users signed a confidentiality agreement or non-disclosure agreement.

All users are subject to a Code of Conduct that includes the requirement for confidentiality.

Staff (employees and contractors) received training on privacy and confidentiality policies and practices.
Access to the PII/BII is restricted to authorized personnel only.

Access to the PII/BII is being monitored, tracked, or recorded.

Explanation:

The information is secured in accordance with FISMA requirements.
Provide date of most recent Assessment and Authorization (A&A):

L] This is a new system. The A&A date will be provided when the A&A package is approved.
The Federal Information Processing Standard (FIPS) 199 security impact category for this system is a




Version Number: 01-2017

moderate or higher.

NIST Special Publication (SP) 800-122 and NIST SP 800-53 Revision 4 Appendix J recommended
security controls for protecting PII/BII are in place and functioning as intended; or have an approved Plan
of Action and Milestones (POA&M).

A security assessment report has been reviewed for the supporting information system and it has been
determined that there are no additional privacy risks.

Contractors that have access to the system are subject to information security provisions in their contracts
required by DOC policy.

Contracts with customers establish ownership rights over data including PII/BII.

Acceptance of liability for exposure of PII/BII is clearly defined in agreements with customers.

Other (specify):

8.2

Provide a general description of the technologies used to protect PII/BII on the IT system.
(Include data encryption in transit and/or at rest, if applicable).

Section 9: Privacy Act

9.1

Indicate whether a system of records is being created under the Privacy Act, 5 U.S.C.

§ 552a. (A new system of records notice (SORN) is required if the system is not covered
by an existing SORN).

As per the Privacy Act of 1974, “the term ‘system of records’ means a group of any records under the control of any agency from which

information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned
to the individual.”

Yes, this system is covered by an existing system of records notice (SORN).
Provide the SORN name, number, and link. (/ist all that apply):

Yes, a SORN has been submitted to the Department for approval on (date).

No, this system is not a system of records and a SORN is not applicable.

Section 10: Retention of Information

10.1

Indicate whether these records are covered by an approved records control schedule and

monitored for compliance. (Check all that apply.)

8
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There is an approved record control schedule.
Provide the name of the record control schedule:

No, there is not an approved record control schedule.
Provide the stage in which the project is in developing and submitting a records control schedule:

Yes, retention is monitored for compliance to the schedule.
No, retention is not monitored for compliance to the schedule. Provide explanation:

10.2 Indicate the disposal method of the PII/BIIL. (Check all that apply.)

Disposal

Shredding Overwriting
Degaussing Deleting
Other (specify):

Section 11: NIST Special Publication 800-122 PII Confidentiality Impact Level

11.1 Indicate the potential impact that could result to the subject individuals and/or the
organization if PII were inappropriately accessed, used, or disclosed. (The PII
Confidentiality Impact Level is not the same as the Federal Information Processing
Standards (FIPS) 199 security impact category.)

Low — the loss of confidentiality, integrity, or availability could be expected to have a limited adverse
effect on organizational operations, organizational assets, or individuals.

Moderate — the loss of confidentiality, integrity, or availability could be expected to have a serious
adverse effect on organizational operations, organizational assets, or individuals.

High — the loss of confidentiality, integrity, or availability could be expected to have a severe or
catastrophic adverse effect on organizational operations, organizational assets, or individuals.

11.2  Indicate which factors were used to determine the above PII confidentiality impact levels.

(Check all that apply.)
Identifiability Provide explanation:
Quantity of PII Provide explanation:
Data Field Sensitivity Provide explanation:
Context of Use Provide explanation:

Obligation to Protect Confidentiality | Provide explanation:

Access to and Location of PII Provide explanation:




Version Number: 01-2017

Other: Provide explanation:

Section 12: Analysis

12.1 Identify and evaluate any potential threats to privacy that exist in light of the information
collected or the sources from which the information is collected. Also, describe the
choices that the bureau/operating unit made with regard to the type or quantity of
information collected and the sources providing the information in order to prevent or
mitigate threats to privacy. (For example: If a decision was made to collect less data,
include a discussion of this decision; if it is necessary to obtain information from sources
other than the individual, explain why.)

12.2 Indicate whether the conduct of this PIA results in any required business process changes.

Yes, the conduct of this PIA results in required business process changes.
Explanation:

No, the conduct of this PIA does not result in any required business process changes.

12.3 Indicate whether the conduct of this PIA results in any required technology changes.

Yes, the conduct of this PIA results in required technology changes.
Explanation:

No, the conduct of this PIA does not result in any required technology changes.
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Points of Contact and Signatures

Information System Security Officer or

System Owner
Name:
Office:
Phone:
Email:

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Signature:

Date signed:

Information Technology Security Officer

Name:
Office:
Phone:
Email:

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Signature:

Date signed:

Authorizing Official
Name:
Office:
Phone:
Email:

I certify that this PIA is an accurate representation of the security
controls in place to protect PII/BII processed on this IT system.

Signature:

Date signed:

Bureau Chief Privacy Officer
Name:
Office:
Phone:
Email:

I certify that the PII/BII processed in this IT system is necessary, this
PIA ensures compliance with DOC policy to protect privacy, and the
Bureau/OU Privacy Act Officer concurs with the SORNs and
authorities cited.

Signature:

Date signed:

This page is for internal routing purposes and documentation of approvals. Upon final
approval, this page must be removed prior to publication of the PIA.
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Privacy Threshold Analysis
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U.S. Department of Commerce Privacy Threshold Analysis

[Name of Bureau/Name of IT System]

Unique Project Identifier: [Number]

Introduction: This Privacy Threshold Analysis (PTA) is a questionnaire to assist with
determining if a Privacy Impact Assessment (PIA) is necessary for this IT system. This PTA is
primarily based from the Office of Management and Budget (OMB) privacy guidance and the
Department of Commerce (DOC) IT security/privacy policy. If questions arise or further
guidance is needed in order to complete this PTA, please contact your Bureau Chief Privacy
Officer (BCPO).

Description of the information system and its purpose: Provide a general description of the

information system in a way that a non-technical person can understand.

The E-Government Act of 2002 defines “information system” by reference to the definition section of Title 44 of the United States Code. The
following is a summary of the definition: “Information system” means a discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition of information. See: 44. U.S.C. § 3502(8).

a) Whether it is a general support system, major application, or other type of system

b) System location

c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

d) The purpose that the system is designed to serve

e) The way the system operates to achieve the purpose

f) A general description of the type of information collected, maintained, use, or disseminated
by the system

g) Identify individuals who have access to information on the system

h) How information in the system is retrieved by the user

i) How information is transmitted to and from the system
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Questionnaire:
1. What is the status of this information system?

This is a new information system. Continue to answer questions and complete certification.
This is an existing information system with changes that create new privacy risks.

Complete chart below, continue to answer questions, and complete certification.

Changes That Create New Privacy Risks (CTCNPR)

a. Conversions d. Significant Merging g. New Interagency Uses

b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection

c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j- Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy
risks, and there is not a SAOP approved Privacy Impact Assessment. Continue to answer
questions and complete certification.

This is an existing information system in which changes do not create new privacy
risks, and there is a SAOP approved Privacy Impact Assessment (version 01-2015 or

later). Skip questions and complete certification.

2. Is the IT system or its information used to support any activity which may raise privacy

concerns?

NIST Special Publication 800-53 Revision 4, Appendix J, states “Organizations may also engage in activities that do not involve the
collection and use of PII, but may nevertheless raise privacy concerns and associated risk. The privacy controls are equally applicable to
those activities and can be used to analyze the privacy risk and mitigate such risk when necessary.” Examples include, but are not limited
to, audio recordings, video surveillance, building entry readers, and electronic purchase transactions.

Yes. Please describe the activities which may raise privacy concerns.

No

3. Does the IT system collect, maintain, or disseminate business identifiable information (BII)?

As per DOC Privacy Policy: “For the purpose of this policy, business identifiable information consists of (a) information that is defined in
the Freedom of Information Act (FOIA) as "trade secrets and commercial or financial information obtained from a person [that is]
privileged or confidential." (5 U.S.C.552(b)(4)). This information is exempt from automatic release under the (b)(4) FOIA exemption.
"Commercial" is not confined to records that reveal basic commercial operations" but includes any records [or information] in which the
submitter has a commercial interest" and can include information submitted by a nonprofit entity, or (b) commercial or other information
that, although it may not be exempt from release under FOIA, is exempt from disclosure by law (e.g., 13 U.S.C.).”

2
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Yes, the IT system collects, maintains, or disseminates BII about: (Check all that
apply.)

Companies
Other business entities

No, this IT system does not collect any BII.

4. Personally Identifiable Information

4a. Does the IT system collect, maintain, or disseminate personally identifiable information
(PII)?

As per OMB 07-16, Footnote 1: “The term ‘personally identifiable information’ refers to information which can be used to distinguish or
trace an individual’s identity, such as their name, social security number, biometric records, etc... alone, or when combined with other
personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden
name, etc...”

Yes, the IT system collects, maintains, or disseminates PII about: (Check all that
apply.)

DOC employees

Contractors working on behalf of DOC
Members of the public

No, this IT system does not collect any PIIL
If the answer is “yes” to question 4a, please respond to the following questions.
4b. Does the IT system collect, maintain, or disseminate PII other than user ID?
Yes, the IT system collects, maintains, or disseminates PII other than user ID.

No, the user ID is the only PII collected, maintained, or disseminated by the IT
system.

4c. Will the purpose for which the PII is collected, stored, used, processed, disclosed, or
disseminated (context of use) cause the assignment of a higher PII confidentiality impact
level?

Examples of context of use include, but are not limited to, law enforcement investigations, administration of benefits, contagious disease
treatments, etc.
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Yes, the context of use will cause the assignment of a higher PII confidentiality
impact level.

No, the context of use will not cause the assignment of a higher PII confidentiality
impact level.

If any of the answers to questions 2, 3, 4b, and/or 4c are “Yes,” a Privacy Impact Assessment (PIA)
must be completed for the IT system. This PTA and the approved PIA must be a part of the IT system’s
Assessment and Authorization Package.
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CERTIFICATION

I certify the criteria implied by one or more of the questions above apply to the [IT
SYSTEM NAME] and as a consequence of this applicability, I will perform and document a PIA
for this IT system.

I certify the criteria implied by the questions above do not apply to the [IT SYSTEM
NAME] and as a consequence of this non-applicability, a PIA for this IT system is not necessary.

Name of Information System Security Officer (ISSO) or System Owner (SO):

Signature of ISSO or SO: Date:

Name of Information Technology Security Officer (ITSO):

Signature of ITSO: Date:

Name of Authorizing Official (AO):

Signature of AO: Date:

Name of Bureau Chief Privacy Officer (BCPO):

Signature of BCPO: Date:




Gioffre, Kathy (Federal)

From: Gioffre, Kathy (Federal)

Sent: Thursday, January 25, 2018 12:13 PM

To: Graff, Mark (Federal); Brabson, Sarah (Federal)

Cc: CPO; Ferguson, Dorrie (Federal); Toland, Michael (Federal); Gitelman, Steve
(Contractor)

Subject: NOAA8850 NWS Enterprise Mission Enabling System CRB Minutes

Attachments: NOAA 8850 Minutes (20180125)Final.docx; PIA Template 01 2017.docx; PTA

Template 01 2017.docx; PIA Annual Review Certification Form with PA Officer
(20171101).docx

Good afternoon,
Attached are the CRB minutes for the NOAA8850 NWS Enterprise Mission Enabling System.

Also attached are the revised PIA, PTA and Certification forms in Word Format.

Kathy



Privacy Impact Assessment (PIA) Compliance Review Board (CRB) Meeting Minutes
NOAA NWS Enterprise Mission Enabling System (EMES; NOAA8850)
January 25, 2018

Attendees:

Privacy Team
Catrina Purvis

Kathy Gioffre
Steve Gitelman

NOAA

Sarah Brabson
Mark Graff

John Soule
Andrew Browne
Tommy Thompson

OCIO

Eunice Golloh
Maria Dumas
Eric Cline

Results/Conclusion:

Upon review of NOAA NWS Enterprise Mission Enabling System (EMES; NOAA8850), SAOP
concurrence for ATO renewal was withheld pending further action and SORN clarification.
However, OCIO granted concurrence for the renewal of the ATO based upon a review of system
controls.







PRIVACY IMPACT ASSESSMENT (PIA)
ANNUAL REVIEW CERTIFICATION FORM

(Last SAOP approved PIA with updated signatures must accompany this form)

Name of PIA:

FISMA Name/ID (if different):

Name of IT System/ Program Owner:

Name of Information System Security Officer:

Name of Authorizing Official(s):

Date of Last PIA Compliance Review Board (CRB):

(This date must be within three (3) years.)

Date of PIA Review:

Name of Reviewer:

REVIEWER CERTIFICATION - | certify that on the PIA Review date identified above, | have
reviewed the IT system/program and have confirmed that there have been no changes to the
system/program which require revising the last SAOP approved version of the PIA which is
currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:

Date of Privacy Act (PA) Review:

Name of Reviewer:

REVIEWER CERTIFICATION - I certify that on the Privacy Act Review date identified above, |
have reviewed all Privacy Act related issues cited in this PIA, such as, the legal authorities,
SORNs, privacy act statements, etc. and have confirmed that there have been no changes to
the system/program which require revising the last SAOP approved version of the PIA which
is currently posted on the Commerce website at commerce.doc.gov/privacy.

Signature of Reviewer:




Date of BCPO Review:

Name of the Reviewing Bureau Chief Privacy Officer (BCPO):

BCPO CERTIFICATION - I certify that on the BCPO Review date identified above, | have
reviewed the security and privacy risks presented by the collection, processing, storage,
maintenance, and/or dissemination of business or personally identifiable information (B/PIl)
on this system/ program in the context of the current threat environment, along with any
open Plans of Action and Milestones (POA&Ms) and have confirmed that there has been no
increase in privacy risks since the date that the PIA was last approved by the DOC SAOP.

Signature of the Bureau Chief Privacy Officer:
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U.S. Department of Commerce
[Bureau Name]

Privacy Impact Assessment
for the
[IT System Name]

Reviewed by:

, Bureau Chief Privacy Officer

[] Concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer
[ Non-concurrence of Senior Agency Official for Privacy/DOC Chief Privacy Officer

Signature of Senior Agency Official for Privacy/DOC Chief Privacy Officer Date
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U.S. Department of Commerce Privacy Impact Assessment
[Name of Bureau/Name of IT System]

Unique Project Identifier: [Number]
Introduction: System Description

Provide a description of the system that addresses the following elements:

The response must be written in plain language and be as comprehensive as necessary to describe the system.

(a) Whether it is a general support system, major application, or other type of system

(b) System location

(c) Whether it is a standalone system or interconnects with other systems (identifying and
describing any other systems to which it interconnects)

(d) The way the system operates to achieve the purpose(s) identified in Section 4

(e) How information in the system is retrieved by the user

(f) How information is transmitted to and from the system

(g) Any information sharing conducted by the system
(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information
(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the
system

Section 1: Status of the Information System

1.1 Indicate whether the information system is a new or existing system.

This is a new information system.
This is an existing information system with changes that create new privacy risks.

(Check all that apply.)
Changes That Create New Privacy Risks (CTCNPR)
a. Conversions d. Significant Merging g. New Interagency Uses
b. Anonymous to Non- e. New Public Access h. Internal Flow or
Anonymous Collection
c. Significant System f. Commercial Sources i. Alteration in Character
Management Changes of Data

j- Other changes that create new privacy risks (specify):

This is an existing information system in which changes do not create new privacy
risks, and there is not a SAOP approved Privacy Impact Assessment.
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Section 2: Information in the System

2.1 Indicate what personally identifiable information (PII)/business identifiable information
(BII) is collected, maintained, or disseminated. (Check all that a